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ABSTRACT The paper investigates the impact of limited computational precision on chaotic systems used in cryptography,
focusing on how floating-point arithmetic influences the periodicity and degradation of chaotic timeseries. The study analyses
the behaviour of logistic map, revealing that different initial conditions and parameters lead to varying cycle lengths, which
are critical for maintaining chaos in encryption algorithms. The order of arithmetic operations and the choice of coupling
methods between maps are shown to significantly affect the system's dynamics. The efficiency of using floating-point and
fixed-point arithmetic is compared, demonstrating that precision limitations can lead to the degradation of chaos, thereby
compromising the effectiveness of some chaos-based ciphers. The research provides insights into the behaviour of chaotic
systems under computational constraints, aiming to improve the reliability and security of chaotic encryption techniques.
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I. INTRODUCTION

haotic cryptography remains the key topic of applied
C chaos [1-4]. The necessity to protect huge amount of

information requires fast and reliable real-time
encryption, putting restrictions on computational cost and
power consumption. Recently proposed chaotic encryption
algorithms aim to increase data security and not to be
complex computationally. Numerous studies have
proposed to leverage such systems for the development of
various information security techniques. However,
relatively little attention has been focused on the practical
implementation of nonlinear dynamical systems and the
influence of digital computing on system dynamics [5-7].

The impact of limited computational precision on time
series generated by discrete maps has substantial practical
relevance for a wide array of applications based on
nonlinear discrete-time dynamical systems [8-12].

Chaos-based cryptography mostly uses timeseries,
which are real numbers obtained by digital mathematical
operations made over chaotic systems. Fixed-length size of
word of digital tools simplifies chaotic dynamics, leading
to its degradation and periodicity. Our previous work
showed that logistic map with fixed-point 32-bit precision
of calculation has cycles no more than 24 long [8].

This work is a continuation of the research [8] and
presents the results of studying the impact of
computational precision limitations on the dynamics of a
chaotic system when using floating-point arithmetic. The
aim is to reveal a better understanding of the degradation
of nonlinear dynamical systems for their software
implementation in chaos-based ciphers.

The dynamic degradation of digital timeseries is
usually studied by rounding numbers in decimal format

after each iteration of chaotic system [9-10]. In this paper,
we concentrate on studying the behaviour of chaotic map
using IEEE 754 floating-point double-precision arithmetic
as it is. This allows us to estimate the true influence of
dynamic degradation on length of cycles, which can affect
chaotic encryption techniques.

The paper is organized as follows. In section Il we
study the impact of floating-point arithmetic on the
periodicity of logistic equation iterations. The role of the
order of arithmetic operations is studied in Section I11. The
behaviour of weakly coupled logistic maps is revealed in
Section IV. The efficiency of using different types of
arithmetic is discussed in Section V. In Section VI, the
internal causes of the degradation of the logistic equation
dynamics are explained. Conclusions are provided in
Section VII.

Il. PERIODICITY OF LOGISTIC MAP TIMESERIES WITH
DOUBLE PRECISION ARITHMETIC

Double precision is a floating-point number format
established by IEEE as IEEE 754 standard [13, 14].
Differently from fixed-point format, which ensures
constant absolute error, floating-point format benefits with
constant relative error, providing better precision of
computation when working with small numbers.
According to IEEE 754, double-precision numbers occupy
64 bits in a computing device's memory and allow storing
numbers between 10 and 10%% with approximately 16
significant digits. The double binary string has one sign bit
s, 11 bits as exponent e, 52 bits as fraction part f (Fig. 1).
A number in double precision can be described by
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FIG. 1. The structure of double number in memory.

Double precision applications encompass scientific
computing, engineering simulation, financial modelling
and other fields. In the context of chaos encryption, double-
precision arithmetic is the primary format for representing
the raw output of chaotic systems.

We continue to study logistic map which is described

by
X1 = TXp (1 — xp), @)

where x,, € (0,1) and r is the parameter within the interval
(0, 4). The value range of r when chaos can occur is shorter
r € (3.75 4) and includes a lot of periodic windows.

Table 1 shows cycles length of timeseries generated by
map (2) with double precision and rounding toward zero.
Over 10000 random evenly distributed initial conditions
within range (0, 1) were tested. There are small amounts of
cycles that appear after transient time in spite of different
initial conditions. Transient time in the context of digital
chaos refers to the number of iterations required before the
trajectory of a chaotic system settles into a repeating loop
or cycle. Specifically, it denotes the number of iterations it
takes for any number within the series to become part of a
cyclical state, starting from a given initial condition.
Taking into account that the only minor part of possible
initial conditions were used, it cannot be asserted that all
possible cycles are found. However, the share of initial
conditions, evolving from which the chaotic map falls into
other cycles, not indicated in Table 1, is very small.

When r = 3.99, the whole 10000 initial conditions
result in the same cycle after transient. When r = 4,
timeseries started from approximately 16.39% of initial
conditions collapse to cycles length 1. Relying on data in
Table 1, we can conclude that independently of value of r,
a few cycles prevail with significant percentage. When r =
3.98, the most probable cycle has 22366995 iterations and
appears in 99.33% cases.

11l. INFLUENCE ORDER OF OPERATION ON DYNAMIC
DEGRADATION
In general, floating-point computer arithmetic due to
finite precision representation of numbers does not hold
associative and commutative properties, which means that
for a,b,c € R the following inequalities hold

(a+b)+c#a+ (b+c), 3)

a(bc) # (ab)c. ()]

The computation result can be less than machine
epsilon or takes more memory cells to be saved exactly. In
both cases, rounding errors appear due to fitting humbers
into machine format. Rounding errors issues in degradation
of chaos, destroying true chaos dynamic.

While computing with a complex formula, the order of
operation affects the final result. It is easy to obtain the
following form of logistic map that are equal to (2):
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Xni1 = Xp(1 = xp)7 (®)
Xne1 = (1= xp)rx(n) (6)
Xny1 =TXp = TXn° ()
Xps1 = Xn (1 = T2p) ®)
Xpe1 =14+ 6,1 —x)r—1 9

Taking into account the standard order of math
operations — parentheses, exponents, multiplication and
division, and addition and subtraction — where operations
of equal precedence are performed from left to right, it is
evident that a digital computer will treat the map (2) and
(5-9) differently, producing different timeseries.

TABLE 1. Lengths of cycles of logistic map with double floating-
point arithmetic.

The value of the The length % of initial
parameter, r of cycle, L conditions
r =397 85622 0.43
552417 0.01
(400fc28f5¢28f5¢3)16 5044757 53.56
5313964 41.12
10494186 4.88
r =3.98 63581 0.03
993537 0.09
2432720 0.43
2781805 0.10
22366995 99.33
r=3.99 6623920 100
(400feb851eb851ec)1s
r=4 1 16.39
420909 0.01
(4010000000000000)16 960057 0.01
1311627 0.02
2441806 1.51
2625633 1.63
5638349 68.15
10210156 1.69
14632801 10.59

IV. PERIODICITY OF WEAKLY COUPLED MAPS

Increasing the dimensionality of a chaotic map is a
method to generate more complex and less predictable time
series. This approach helps counteract the dynamic
degradation of chaos in computer systems.

Beginning with one-dimensional chaotic maps,
multidimensional maps can be created through dissipative
coupling. There are unidirectional and bidirectional
techniques for connecting two systems.

The first method describes an interaction between two
systems where the influence flows on only one direction
and one system is completely independent of the other:

(10)
(11)

Xpe1 = (1 =) xp,(1 — x,)) + €Yn,

Yn+1 = 2Yn(1 — W),
where ¢ is coupling factor or coupling strengths.
The value of € determines the first system's suppression
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level by the second. To increase the system's cycle length,
the coupling factor ought to be small enough to preserve its
inner chaotic dynamic. Large € can lead to synchronization
phenomena, which levels the influence of dimension
increase on cycle lengths.

TABLE 2. Lengths of cycles of logistic map with double
floating-point arithmetic and different order of operations.

Chaotic system model,

The % of
r=399 length of initial
(400feb851eb85lec)s  coycle.L  conditions

Xpos = Xo(1—x)r 133045 0.48
265827 0.01
643624 1.38
1356328 0.03

12074794  19.01

68218191  79.09
Xpe1 = (1—2x,)rx(n) 580343 0.19
1425160  4.63

1883848 0.2

12268155  0.98
28363422  94.0
Xps1 = TXp — TXp2 341935 0.01
1372203  0.16

5811754  46.66

6543850  34.42
10128220  7.76

14303402  11.99
Xpog =x,(r—7x,) 2153214  0.06

3951504 0.6

30953002  99.34
Xppy = 1+ 173381 0.09
216679 0.09
+ 2, (1 —x)r =1 9368067 35.4

11705492  64.42

Fig. 2 illustrates the synchronization phenomenon.
When ¢ = 0.3, the connected systems (11) and (12)
produce time series with significant differences between
the values of their iterations (see Fig. 2a,b). Unidirectional
synchronization occurs at € = 0.6, resulting in errors that
are nearly machine-zero, with the cycle length of system
(10) being determined by system (11) (see Fig. 2c,d).

The second coupling method refers to an interaction
between two systems when they disturb each other's
dynamics. The model of the bidirectional coupling of
logistic maps is following

ne1 = (1 — &)Xy (1 — x)) + €Y, (12)
Yn+1 = (1 = &) (Y (1 —yp)) + &2%,. (13)

The coupling factors &; and &, should be chosen to
prevent complete chaos synchronization, when x,, and y,
become equal, or parameter r; and r, should be different.

Using the simulation of systems (12) and (13) with € =
0.3, we unsuccessfully attempted to identify the repetition
period of the sequences. Upon examining sequences up to
a length of 10 cycles, no periodicity was detected,

indicating that the average total duration of the transient
process and the cycle exceeds 10 iterations.
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FIG. 2. The synchronization phenomena: (a) desynchronization
and (b) error |x,41 — ¥ | when € = 0.3, (c) synchronization and
(d) error |x,41 — Yn| When e = 0.6.

V. EFFICIENCY OF DIFFERENT ARITHMETICS

The efficiency of using floating-point arithmetic
depends on the size of the phase space where chaotic
attractor exists and the maximum and minimum numbers
that the computing machine operates with during
calculations. The advantages of floating-point arithmetic
can be reduced if the solutions of chaotic systems do not
cover the entire set of permissible numbers.

For system (2), the permissible values of initial
conditions are restricted inside the range (0, 1), regardless
of the value of the parameter. However, the range of
chaotic realizations after the transient process ends will not
exceed a certain interval. With a change in the parameter,
both the range of realizations and the key space of initial
conditions will change. It is easy to show that maximum
and minimum value of x are
r

Xmax = f(r,0.5) = Z

2
Xmin = (1) Xmax) = %(1 - 2)

The sequence of solutions of system (2), starting from
an arbitrary initial condition from the region (0,1), will
eventually be bounded by the range [X;in, Xmax], Which
defines the region of existence of the chaotic attractor of
logistic map.

Let us consider the influence of the linear dimensions
of the logistic map attractor (post-transient) on the
efficiency of wusing fixed-point and floating-point
arithmetic. We use the ratio of the cardinality of the set of
permissible numbers of the arithmetic N, to the cardinality
of the set belonging to the system attractor N as the
efficiency measure of arithmetic usage:

N
eff = N_o

For double arithmetic and = 4, the minimum value of

Xmin Was chosen equal x,,;, = 2753 such that system (2)

(14)
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TABLE 3. The efficiency of using different arithmetics for logistic map.

The amount The
of different amount of .
Arithmetic r Xmax Xmin numbers Nin  different Eff|C|fefncy,
the range numbers €
[xmin: xmax] No
single 3,75 0.9375 0.2197265625 ~)2408 ~2%2 =792
(3f700000)16 (3e610000)16
4 1 2-25 ~)-21.64 ~)32 ~)-4.36
(3f800000)16 (33000000)16
double 3,75 0.9375 0.2197265625 ~253.06 ~064 ~)-1094
(3fee000000000000)16 (3fcc200000000000)16
4 1 2—54 2257.755 ::264 z2—6.245
(3ff0000000000000)16  (3c90000000000000)16
fixed- 3,75 0.9375 0.2197265625 ~)%8.52 2% ~)-348
point, 32 (1e0000000000)16 (07080000)16
bits 4 1 0 =29 232 ~23
(20000000)16 (00000000)16
fixed- 3,75 0.9375 0.2197265625 ~6052 264 ~)348
point, 64 (1e00000000000000)16 (0708000000000000)16
bits 4 1 0 261 264 ~23

(2000000000000000)16 (0000000000000000)16

preserved its structure. If the value of x,, < 2753, then x,,
is considered as machine zero relative to 1, thus 1 — x,, =
1. In this case, equation (2) is equivalent to the following
linear expression:

Xn+1 = TXp. (15)
The impact of the linear size of the logistic map

attractor (post-transient) on the efficiency of using fixed-
point and floating-point arithmetic is presented in Table 3.

VI. REASONS OF CHAOS DEGRADATION
During the iteration process, the cardinality of the set
of possible states in the chaotic system decreases. This
phenomenon is driven by two factors:

1. Due to the mixing property, different regions of the
initial conditions converge to a single region after
iterations. For example, in the case of the logistic map
(Fig. 3a), two subintervals are mapped into one:

So1 = S1,1,502 = S110
Sy = (511 USy,).
If r = 4, we obtain:
S, =f(0,0.5]uU f(0.5,1) = (0,1).

As aresult of the transformation, the cardinality of the
system's different state set decreases by the number of
identical elements in S; ; and S ,.

2. Due to the shrinking of the phase space in regions with
a negative local Lyapunov exponent. For one-
dimensional maps, this region is bounded by points
where the absolute value of the derivative is

df (x)

dx
The shrinking transformation is shown in Fig. 3b:
821 531,522 = S350,
Sz = (831 U S35).
For the logistic map with r = 4, the shrinking region is
bounded as (2,5).

8

<1
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FIG. 3. The transformation of phase space of logistic map.
After the first iteration, the set S, ; evolves into S3 4, as
shown in Fig. 3b, i.e.

31 15
1= (5] 2= (5
Sy = (S31USs2) = (2,1).

In regions of the phase space with a negative local
Lyapunov exponent, the degradation of the map can occur due
to the influence of both aforementioned factors. The impact of
the phase space shrinking effect is significantly noticeable on
the degradation at small number of iterations n. As n
increases, this effect diminishes due to the thinning of the set,
as fewer and fewer points will be sufficiently close to
"converge" into one.

VIl. CONCLUSION

In this paper, we focused on the logistic equation and its
behaviour under floating-point arithmetic. Our study aimed to
find out how limits of number precision, rounding errors and
the order of arithmetic operations influence the periodicity of
iterations and the overall degradation of nonlinear dynamical
systems when implemented in software.

The analysis revealed that floating-point arithmetic as well
as fixed-point significantly affects the periodicity of the
logistic equation's iterations, introducing errors that can alter
the expected dynamical behaviour. It is found that the
maximal cycle length of logistic map with floating-point
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arithmetic does not exceed tens of millions of iterations.
Furthermore, the sequence in which arithmetic operations are
performed was shown to play a crucial role in the system's
stability, indicating that changes in operation order can lead to
different outcomes in chaotic systems.

In addition, we examined the properties of weakly coupled
logistic maps, highlighting how floating-point arithmetic can
affect their interactions and potentially lead to increase of
cycles of chaotic map. The study also compared the efficiency
of various arithmetic standards, underscoring that no more
than 23 part of number space is used to represent chaotic
timeseries.

Finally, the research delved into the internal mechanisms
behind the degradation of the logistic equation's dynamics,
offering a detailed explanation of how precision limitations
and rounding errors propagate through the system. These
findings contribute to a deeper understanding of the
challenges faced when implementing chaotic systems in
computational environments, providing insights that are
crucial for the accurate modelling and simulation of nonlinear
dynamics.
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1Kadepnpa pagioTexHiku Ta iHpopmauiitHoi 6e3nekun, YepHiBeLbKUiA HaLioHanbHUI YHiBEpcuTET iMeHi KOpia ®eabKkoBuya, YepHisui, YKpaiHa
2|HTerpoBaHUiA LEHTP JOCAIAXKEHb, PO3POBOK Ta iHHOBALM Y rany3i nepefoBux maTtepianis, HAHOTEXHONOFIN | PO3NoAiNeHUX cucTem ans
BMIOTOB/IEHHSA Ta KepyBaHHA, CyuyaBCcbKuii yHiBepcuTeT imeHi LUTedaHa yen Mape, 720229 Cyyasa, PymyHis
3daKyNbTET eNEeKTPOTEXHIKM Ta KOMN'IOTEPHUX HayK, Cy4aBCbKui yHiBepcuTeT imeHi CTedaHa yen Mape, 720229 Cyyasa, PymyHis
“Kadeapa Komn'toTepHUX HayK, YepHiBeLbKuii HalioHanbHUI yHiBepcuTeT imeHi FOpia ®eabKkoBuYa, YepHisui, YKpaiHa

*AsTOp-KOpecnoHaeHT (EnekTpoHHa agpeca: s.haliuk@chnu.edu.ua)

AHOTALLIA Y cTaTTi po3rifaHyTO BN/AMB 0OMEXKEHOI TOYHOCTI 0BYMCAEHD HA AUHAMIKY AUCKPETHUX XaOTUUYHUX CUCTEM, AKI
BMKOPUCTOBYIOTbCA B Kpuntorpadii. OCHOBHA yBara NPUAINAETLCA TOMY, AK apuPmeTnKa 3 PyXOMOK KOMOIO BMAMBAE HA
nepioauYHICTb i AerpafaLito XaoTUYHUX YacoBUX pALiB. MoKa3aHo, WO 0bMeKeHHA TOYHOCTI 06YMCNEHb MOXKYTb NPU3BECTU
0,0 CMPOLEHHA AMHAMIKM XaOTUYHUX CUCTEM, 30KPEMA, 4,0 3MEHLLUEHHSA KiJIbKOCTi MOXK/IMBUX CTaHiB CUCTEMM Ta, BiAMNOBIAHO,
[0 3HUXKEHHA HAAIMHOCTI XaoTUYHOro WKdpPYBaHHA. 30KPEMA, AOCNIAKEHHA BUABUO, LLO BUKOPUCTAHHA apuPMETUKM 3
PYXOMOIO KOMOIO 3yMOBJIIOE AErpafaLLito AMHAMIKM XaOTUYHOI CUCTEMU NEPETBOPIOIOYM ii Ha peryaapHy, abo NpM3BoAUTb 40
KO/1ancy, KoAn BUXOAOM € NOCTiHe 3Ha4YeHHA. MPUYMHOI LbOro € NOEAHAHHA BAACTUBOCTEN NEPeMillyBaHHA Ta CTUCHEHHA
$a30BOro NPocTopy NPy 06MeXKeHiit MHOXWHI MOXK/IMBUX 3HAYEHb CTaHY CUCTEMU, AKOIO ONepye 06UNCNOBANBHUIN NPUCTPIN:
AKLLO PI3HULA MiXK TPDAEKTOPIAMM CUCTEMM Ha AeAKiW iTepaLlii CTaE MEHLLO 3a MaLUMHHWUIA HY b, TO TaKi TPAaeKTOPIi 3b6iratoTbes
B 04HY. Ha npuKnagi noricTiyHoro Bifo6payKeHHsA MOKas3aHo, WO Pi3Hi NMOYaTKOBI YMOBM Ta MapameTpu Npu3BOAATb A0
BUHWKHEHHA UMKANIB Pi3HOT JOBXUHU. AHANOrNYHO A0 apuPMETUKM 3 PiKCOBAHOK KOMOID, CMOCTEPIraeTbCsa NepeBaykaHHA
OAHOTO YU KiNbKOX LMKAIB A0 AKUX NPAMYE CUCTEMA 3 aBCONIOTHOI BiNbLIOCTI NOYAaTKOBUX YMOB. 1A apudMETUKM 3 PyXOMOto
KOMOO BCTAHOB/IEHO, LLLO MAaKCMMAJIbHA AOBXUHA LMKAIB He NepeBULLYE KinbKa AECATKIB MibNOHIB iTepauii. JocniarKeHHA
TaKOX MOKasano, WO NOPAAOK BMKOHAHHA apudMeTUYHMX onepauin i Bubip meToaiB 3'eAHAHHA OKPEMMX XAOTUUHUX
BigobpaXkeHb Yy cUCTeMy 3HA4YHO BM/IMBAaOTbL Ha i AMHAmiKy. Cuctema cnabo 3’egHaHMX JIOTICTUYHMX PIBHAHb
XapPaKTEPU3YETbCA CYTTEBUM 3POCTAaHHAM Mepiogy MOBTOpPeHHA. MpoTe Takui cnocib 36inbleHHA TPUBANOCTI LMKAIB He
rapaHTye BiACYTHICTb KOPOTKUX LMKAIB UM Konancy cuctemu. Kpim Toro, HenpaBuabHMI BUBGip KoedilieHTa 3’ eAHAHHA MOXKe
NPU3BECTU A0 CUHXPOHI3aLLii 3’€AHAHMX CUCTEM, KO/IM 3POCTaHHA nepioay y cepesHboMY BiACYTHE.

K/IKO4YOBI CJIOBA nepioguyHicTb XaocCy, XaOTUYHi MOCNILOBHOCTI, IOFICTUYHE BiA06paKeHHs.
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