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ABSTRACT Embedded systems and Edge Computing in Internet of Things (loT) represent a special approach to creating
systems for collecting, processing and analyzing data in an unstable environment. This article examines the benefits of Linux
in this context, highlighting its flexibility, robust software ecosystems, and scalability, which are critical for a variety of loT
applications. The question of the operation of devices in an environment with a weak and/or unstable network is also raised,
the general development of IoT/Internet-of-Everything (IoE) as a technology in the conditions of various distribution of high-
speed networks is considered. Edge Computing technology, its use and areas of application in the need for rapid adaptation
to the environment are also taken into account. Because the ability to calculate and analyze data on a local network can be
critical for simplifying infrastructure in remote areas or in environments where access to an external network is difficult or
impossible. We focus on the Linux kernel because its versatility in IoT is highlighted by its ability to handle a variety of
workloads and seamlessly integrate with services, increasing adaptability to changing environmental conditions and ensuring
reliable data processing at the edge. This adaptability is critical to mitigating the challenges caused by unreliable network
infrastructure, thereby facilitating real-time decision-making and increasing operational efficiency. In addition, the open
nature of Linux fosters innovation, allowing developers to create solutions tailored to the specific needs of edge computing,
from industrial automation to smart city initiatives. By allowing devices to operate autonomously and efficiently manage
resources at the network edge, Linux significantly optimizes latency, resource utilization, and overall system performance.
Use of edge computing with correctly set-up embedded operating system (OS) allows to avoid issues common in loT field and
related to environment change. Article provides insight into pros and cons edge computing, its implementation in loT and IoE
by embedded Linux based OS. We will go through most common use-cases and market shares of common OS options. While
loT takes part in most industries by storm, there are still problems common for new industry. The primary advantage of using
embedded *nix OS is the agility and ease of incorporation of those devices into edge computing systems, allowing to deal
with network issues. Due to 1oT/IoE being a new industry where many technologies are combined there are a lot of different
approaches and frameworks that are used in it, but some of them are more popular and common than other ones. While
going through the IoT/IoE data in the article, we will focus on embedded edge computing as one of the most efficient ways
in building IoT solutions. Especially in perspective of OS market changes now and in near future. The result of that study will
provide insight into possible trends and positives of the use of embedded OS with edge computing.
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I. INTRODUCTION
rones, smart appliances, and integrated systems
D have become widely used in many areas of life.
Humanitarian demining, animal control, and crop
monitoring are just a small fraction of the areas where the
use of Internet of Things (loT) devices has become
commonplace.

That's why we are now faced with huge streams of data
generated in real time and literally collected on the spot,
from animal migration to terrain analysis. All of this
requires fast network access so that the data can be
processed and considered on the ground. However, it is not
possible to use the 5G network and mobile communication
terminals everywhere, which complicates the process of
analyzing and processing the data.

To address this issue, many approaches have been
created, including the use of local payment terminals and
attempts to introduce Software as a service (SaaS) to
implement the always online paradigm. However, all the
above depends on the stability and efficiency of the
connection, which is not always possible or worthwhile in
some cases [1].

Nowadays, in the period of Internet-of-Everything

(loE), we are witnessing the rapid development of
networks and ways to use them to integrate diverse
systems, which often forces us to choose unexpected
solutions to solve bandwidth and computing power
problems, and one of these solutions is Edge Computing.

Edge Computing allows to reduce network bandwidth
requirements and perform computations on-site or near it,
which in turn allows to use the positive features of 10T in
regions with poor connectivity or without serious
preparation of the environment [2].

In general, network bandwidth is a key factor for fast
data processing in most of the situations described above.
However, since the start of technology mass adoption in
2019, 5G coverage is still rapidly increasing and will reach
more than 50% of the Earth’s population in 2025. But still,
the distribution remains atomized. While 89% of the
population in developed countries is covered by 5G,
availability in still developing ones remains limited.
Europe provides the widest 5G coverage, with 68% of the
population covered, followed by the Americas (59%) and
Asia Pacific (42%). Coverage reaches 12% of the
population in the Arab States region and less than 6% in
Africa [3].

p-ISSN 2786-8443, e-ISSN 2786-8451, 02001(6) | Yuriy Fedkovych Chernivtsi National University | www.chnu.edu.ua



SISIOT Journal | journals.chnu.edu.ua/sisiot

Ninety percent of the world's population is covered by
4G network only, that is still a solid option. But still, 55%
of people without access to 4G live in developing
countries. While 95% of the population in high- and
middle-income countries is covered by 4G or higher, this
share drops to 39% in low-income countries, where 3G
remains the dominant technology and often the only
technology available for Internet connectivity [4]. General
coverage for 5G is sporadic by region as depicted in Fig. 1.

Today, 95% of the world's population has access to
mobile broadband. Closing the "coverage gap" — that is,
reaching the remaining percentage of people who are still
not in availability zones — becomes a challenge: since
passing the 90% threshold in 2018, global 3G network is
widened only by 4%.

It is precisely because of the uneven coverage that Edge
Computing has begun to gain popularity to reduce network
bandwidth requirements. Edge Computing built on ideas of
processing data near to an event to enable rapid analysis
and response in near real time.

The basic idea is to process and analyze data directly
on devices or equipment that are closer to the place of event
avoiding data transition to data centers or nodes. This is
suitable for cases where low latency is important, such as
in manufacturing processes, autonomous transportation
systems, and medical applications where every millisecond
counts.

The main advantages of edge computing include
increased speed and reliability of data transfer, as much of
the processing takes place on-site. It also reduces the load
on network equipment and centralized servers, which
lowers infrastructure costs and increases overall system
efficiency. In addition, edge computing helps to protect
data privacy, as sensitive data does not need to be
transmitted over large open networks [6].

Speaking about IoT and Edge Computing, it is worth
noting that a large part of it is the use of specialized
embedded operating systems that are optimized for
calculations and data analysis. It is the use of embedded
OSes that provides a whole list of positive characteristics
[71:

Resource management: Allocate and manage limited
device resources such as memory, processing power, and
network bandwidth;

Flexibility in peripherals: Work with a variety of
network protocols and devices;

Security: Ensure data is not modified and is protected
from external influence;

Concurrency: Support parallelization and provide
option to use threads/greenlets/processes for general
pUrposes;

Modularity: Provide an option to switch system
components by current project needs, modify and update
those components to control resources;

Configurability: Allow customization of system
configuration to tailor performance and functionality;

Comon knowledge: Ensure that elements of project
have an established community that can provide “howtos®
and expand ecosystem;

Compatibility: Support different common platforms
and be able to provide an ability to adapt new devices to
use their specs for current tasks.

Now, it is the combination of a specialized OS,
software packages, and local networks that allows us to
cope with the main list of problems caused by an unstable
or weak network. And in general, it makes the process of
data analysis and response to changes in the environment
easier, since data processing at the scene greatly simplifies
the process of information exchange between all links of
the device-operator-analyst [8].

APAC markets and US are top for 5G Coverage
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Il. EMBEDDED LINUX OS FOR EDGE COMPUTING

Today's industry is undergoing a transformational stage
with the adoption of newer system paradigms. Edge
computing changes the way data is transformed and loaded
in various subindustries due to its approach to minimizing
data transporting and therefore requirements for network.
In this article, we'll examine Linux's role in shaping the
landscape of edge computing and loT gateways, exploring
its benefits, challenges, and prospects [9].

While it’s development started in 1991, now Linux
outgrow all set expectations, becoming one of the pillars of
information technology industry. Its adaptability and
robust architecture have made it the preferred choice in
server environments and now in edge computing [10].
Advantages of using Linux for peripheral computing can
be briefly summarized as [11]:

Use Open Source: Linux's open-source model
promotes innovation and collaboration by allowing
developers to customize and optimize the OS for the
specific needs of edge computing;

Which promotes easy adaptation: Kernel being
highly adaptable gives an option to run it on most of the
existent devices;

Fast adoption of security features: Linux offers
powerful security features that are critical to ensuring that
data cannot be modified by suspicious actors, especially if
that data is processed near the event-producer;

Compatibility with peripherals: Linux-based OS can
work with most of the peripherals or can be tailored to
adapt to specific ones by creating specialized driver
software;

General scalability and reliability: Having the ability
to rapidly adapt to different environment, OS can provide
a way to adapt and scale on rapid paces, while still having
same reliable characteristics as before.

While still having those advantages, Linux usually has
specific characteristics that must be accounted for:

Resource Boundaries: In most cases, embedded OS
are heavily restricted in provided resources, which usually
requires tailoring for each specific task;

Keeping updated: While over-the-air update approach
is common - keeping whole system updated while
avoiding over transferring data or keeping updated specific
modules can require building specific pipelines;

Device Support: Integration and support of a wide list
of platforms is complicated and can require custom drivers
or even kernel-level modifications.

The use of embedded systems, regardless of what they
are based on, is the basis for the implementation of the
entire layer of loE [12]. IoE includes three types of
connections — machine-to-machine (M2M), man-machine
(P2M) and man-man (P2P). Together, P2M and P2P
connection will account for 69% of the total IoE cost for
the public sector to 2025, while M2M connections will
account for the remaining 31%. It is important to note that
while M2M connections are quickly becoming a
significant source of value, the result of these connections
ultimately benefits people. The bottom line is that the loT
economy is an opportunity for people to be more
productive and efficient. In the public sector, P2P
communication includes, for example, telecommuting.
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TABLE 1. Most used frameworks.

Framework
Yocto Project

General Usage

Yocto is a build system that allows
developers to create custom Linux
distributions for embedded devices.
It provides tools and templates for
building, deploying, and managing
embedded Linux systems. Yocto is
highly configurable and widely used
in industrial applications requiring
tailored Linux distributions.
Buildroot is a simple and efficient
build system designed for embedded
Linux systems. It automates the
process  of  building  cross-
compilation  toolchains,  kernel
images, root filesystems, and
bootloader images. Buildroot focuses
on simplicity and ease of use, making
it suitable for smaller, resource-
constrained devices often found at
the edge of networks.
OpenEmbedded is a build framework
used to create Linux distributions for
embedded systems. This framework
is already integrated with most
common platforms and provides
tools for package management,
cross-compilation, and configuration
management. OpenEmbedded is
flexible and can be customized to
meet specific requirements of edge
computing applications.

PTXdist is a build system tailored for
creating embedded Linux
distributions. It emphasizes
simplicity, speed, and ease of
customization. PTXdist is suitable
for projects that require minimalistic
and highly optimized Linux
distributions for edge devices.

Some frameworks are based on both
OpenEmbedded (OE) and Yocto
Project technologies, offering a
combined approach to building and
managing embedded Linux systems.
These frameworks leverage the
strengths of OE and Yocto to provide
comprehensive solutions for edge
computing, including support for
real-time applications, security, and
scalability.

Buildroot

OpenEmbedded

PTXdist

OpenEmbedded
+ Yocto

Bring your own device, distance learning, mobile
collaboration and travel waivers. Examples of human-
machine/human-machine communication include
intelligent parking, disaster response and inpatient
monitoring [13].

Although a significant percentage of the market is
occupied by Linux, it should not be overlooked that RTOS
is also widely used, although in a much smaller list of
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devices [14].

Operating systems in general can appear to be running
multiple programs at the same time, which is called
"multitasking”. However, since central processing unit
cores can only execute one thread or task at a time, true
multitasking is not possible [15].

Therefore, this effect is achieved with the help of a
scheduler — software that handles tasks execution,
synchronization and switches between different processes
or threads, implementing pseudo parallelism. Some OSes
have different priority algorithms or flags that can change
how the scheduler operates, so order of processes can differ
and should be accounted for.

RTOS's main advantage is being deterministic. Tasks
or jobs have deadlines, so RTOS is predictable. Embedded
devices require real-time operation, which is why RTOSs

Linux focuses on general performance, so scheduler
prioritizes high-priority tasks to guarantee better
performance. Because of that, Linux cannot be considered
deterministic and so task order or lifetime cannot be
ensured as reliable as it can be done using RTOS.

Types of RTOS can be divided into hard and soft
deterministic subtypes.

Division between those subtypes is mostly defined
inside community and industry, but as main rule
considered system behavior after lifetime expectations
were wrong. If OS crashes — it is hard, otherwise (e.g. the
system degrades in performance) it is considered soft.

However, Linux based OS is considered go to for most
developers due to being most common in different
industries. The whole OS market is highly dynamic but
generally split by a couple of OS types (Fig. 2).

are so popular in this sector [16].
Most popular embedded OSs - Embedded Linux, FreeRTOS and Ubuntu

Top 3 OSs are especially popular in APAC, while Embedded Linux is used more in the Americas

Embedded Linux [N <495
FreeRTOS [N 4%
Ubuntu [ 1:0o
Debian (Linux) [N 170
Android [N 169
In-house/customn [N 11%
Keil (RTX) [ <%
Express Logic (ThreadX) [N 8%
Texas Instruments RTOS [ 7%
Red Hat (X Lunix) [ 6%
QNX (QNX) [ 6%
AnalogDevices (VOK) [ 5%
Ecos [N 5%
Microsoft (Windows 7 Compact or earlier) [l 4%
Freescale MQX [l 4%
Micrium (uc/os-11) [l 4%
Texas Instruments (DSP/B10S) [ 4%
Wind River (VxWorks) [l 4%

Multiple responses allowed

Only those with 4% or more total
mentions shown

Other=T7%

Micrium (uc/os-1it) [l 4%

35, Please select the operating systems you are currently using or considering using in the next 12 months for a commercial

product development project. (Only include non-RTOS operating systems that you embed into your projects.)

Base = Those who will use an 0S (566)

ASPENCORE | 13

FIG. 2. OS market division [17].

Based on historical data it's predicted that the amount
of active 10T devices will increase profusely, while having
some trending differences in different regions.

Those trends can be seen in general community
preference to use some specific Linux versions

Therefore, the percentage of Linux share will continue
to grow [18].

11l. CONCLUSION

In conclusion, the discussion of embedded systems for
edge computing in the 10T has highlighted the key role of
Linux operating systems, especially compared to RTOS.
Embedded Linux offers a solid foundation for edge
computing due to its flexibility, broad software support,
and scalability, which are critical to meet the diverse and
evolving needs of 10T applications.

In this research, it became clear that Linux's strengths
lie in its ability to support a wide range of edge computing
tasks, from data processing and analytics to connectivity
and application management.

In addition, the integration of Linux into peripheral
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computing environments increases resistance to complex
network conditions and facilitates rapid adaptation to
environmental changes. This capability is particularly
useful in remote or resource-constrained scenarios where
reliable data processing and decision-making at the edge is
a must.

Linux is a versatile and powerful choice for edge
computing in 10T applications. Being able to incorporate
wide number of peripherals and work on most platforms,
combined with resilience to adverse network conditions,
positions Linux as a cornerstone technology that drives
progress while being efficient makes it main option for
systems that implement edge computing and build IoE.

In our case, unfortunately, 5G was not implemented
everywhere, and therefore the problem of network
instability is still critically important when working with
I0T/10E devices. Therefore, our article considered ways to
solve this problem using the embedded operating system.

The implementation of edge computing in 10T offers
numerous advantages, but the convergence of these two
computing paradigms creates new challenges that need to
be solved in the future.
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BbyaoBaHi onepauiitHi cuctemu B loT Edge Computing

lOpii Fepman®, FanuHa Nactiska, Anapiit Camina

Kadepnpa pagiotexHiku Ta iHdopmauiiHoi 6e3nekn, YepHiBeLbKuiA HaLioOHaNbHWUI yHiBepcuTeTy imeHi KOpia ®eppkosuya, YepHisui, YkpaiHa
*ABTOp-KopecnoHaeHT (EnekTpoHHa agpeca: herman.yurii@chnu.edu.ua)

AHOTALLIA B6yaoBaHi cuctemu Ta Edge Computing B |oT npeacTaBnaoTb 0cObAMBUI NiAXia 40 CTBOPEHHA cucTem ansa 36opy,
06p0o6KM Ta aHani3y AaHux y HecTabinbHOMy cepeaoBuLLi. Y Uil CTaTTi po3rasgatoTbea nepesary Linux y uboMy KOHTEKCTI,
NiAKPECIOUYN MOro THYYKICTb, HaAiMHI eKocucTeMu NporpamHoro 3abesneyeHHA Ta MaclTaboBaHICTb, AKI € KPUTUUHO
BaX/IMBUMM ANA PiISHOMaHITHUX nporpam IoT. TakoX NOPYLIYETbCA MUTAHHA POBOTM NPUCTPOIB Y cepesoBuLLi 3i cnabKoto
Ta/abo HecTabinbHO MepeyKeto, PO3rAAAETbCA 3araabHUi Po3BUTOK |0T/IOE Ak TexHoOriT B yMOBax Pi3HOTO MOLMPEHHSA
BMCOKOLUBUAKICHNX Mmepexk. TakoXK BpaxoByeTbca TexHonoria Edge Computing, ii BUKOpUCTaHHA Ta chepu 3acToCyBaHHSA B
HeobxigHoCTi WwBMAaKoi aganTauii 4o cepegoBuia. OCKiNIbKM 34aTHICTb 06UMCAOBATM Ta aHanilyBaTU AaHi B JIOKabHIN
Mepexi MoXKe BTN KPUTUYHO BaK/NIMBOIO ANA CNPOLLEHHA iIHPPACTPYKTYPU Y BiaLaneHnx paioHax abo B cepefoBuLLax, Ae
[OCTYN A0 30BHIWHLOT MepeXi YCKnagHeHu abo Hemoknusuit. Mu 3o0cepedskyemocs Ha Aapi Linux, OCKinbKku Horo
YHiBepcanbHIcTb B IHTEPHETI peyeit NigKPecNOETbCA MOro 34aTHICTIO 06p0BAATU PiSHOMAHITHI PO6OYI HaBaHTAKEHHS Ta IETKO
iHTerpyBaTuca 3i cnykbamu, NiABULLYIOYM 3AANTUBHICTb A0 MIHIMBUX YMOB CEPEOBULLA Ta 3abe3neyyoumn HagiltHy 06pobKy
baHMX Ha Mexi. Lia aganTMBHICTb Ma€e BUMpiWwanbHe 3HAYEHHA ANA NOM'AKWEHHA npobnem, BUKAUKAHWX HeHaginHoo
MEepPEXKEBOI0 iIHPPACTPYKTYPOLO, LLLO MONETLLYE NPUAHATTA PilLEHb Y peanbHOMY Yaci Ta niasuiye edekTMBHICTb poboTn. Kpim
TOro, BiAKPUTUI xapakTep Linux cnpusAe iHHOBaLiAM, [03BONAOYM PO3POOHMKAM CTBOPHOBATW PillEHHA, afanToBaHi Ao
KOHKpPEeTHUX notpeb nepudepitHMx obuncneHb, Big NpoMmnCcNoBOT aBTOMATU3ALLT A0 iHiLiaTUB po3yMHOro micTa. [lo3BoAA0UM
NPUCTPOAM NPaLLIOBaTM aBTOHOMHO Ta ePEKTUBHO KEPYBATU PECypcamm Ha MeXKi Mepeki, Linux 3HaYHO ONTUMI3YE 3aTPUMKY,
BMKOPWUCTaHHA pecypciB i 3ara/sibHy NPOAYKTUBHICTb cuctemu. BurkopuctanHa nigxopy Edge Computing y noeaHaHHi 3
npaBubHO HanawToBaHo B6yaoBaHO OC 403BOAAE YHUKHYTU Npobaem, nowmnpeHnx y cdepi loT i nos’a3aHmx 3i 3miHO
cepeposuwa. CTaTTa onucye nepesary Ta HeJoONIKM nepudepinHux obumncneHs, ix peanisayito B loT Ta IoE 3a gonomoroto
B6ypoBaHmMx OC Ha 6asi Linux. My po3rnsHemMo HaMNoLWMpPeHiWi BUNagKN BUKOPUCTAHHA Ta YAaCTKM PUHKY MOLUMPEHUX
BapiaHTiB OC. Xoya loT WwTypMye 6inbLicTb ranysein NpoMmncaoBoCTi, BCE Le iCHYOTb Npobaemu, XxapakTepHi ga1a HOBOI ranysi.
OCHOBHOIO MepeBarold BUMKOPWUCTAHHA BOYAOBaHUX *NiX-CUCTEM € THYYKICTb i NPOCTOTAa BK/IOYEHHA UMX MPUCTPOIB B
nepuoepiiiHi 064YMCNIOBaNbHI CUCTEMM, WO A03BOMAE BUPIWYBaTH nNpobaemu 3 mepesketo. Ockinbku 10T/IoE € BigHOCHO
HOBMM NOEAHAHHAM iIHOOPMALINHMX | TeeKOMYHIKaLiMHMX TeXHOOriN, icHYe 6arato pisHMX nmigxoais i perimBopKiB, AKi
BMKOPUCTOBYIOTbCA B HBOMY, asie AeAKi 3 HUX € BiNbll NONYAAPHUMM | NOIMPEHUMMU, HIXK iHLWI — a OTXKe BiNblie NPaKTUYHOI
iHbopmaLii AocTynHO nig yac po3pobKku. Posrnagatoum gaHi npo loT/IoE B wilt cTatTi, Mu 30cepeamMmoca Ha BOyaoBaHMX
nepudepiiHnx 064YMCNeHHAX AK 0g4HOMY 3 HalledeKTUBHILMX cnocobiB Nobyaosu piweHb loT. Ocob611MBO B NEPCNEKTUBI 3MiH
Ha PMHKY onepaLiMHUX cucTem 3apas i B HANBAMXKYOMY ManbyTHbOMY. Pe3ybTaT LbOro AOCNIAXKEHHA AACTb YABAEHHA NPO
MOK/IMBI TEHAEHLii Ta NO3UTUBHI CTOPOHM BUKOPUCTaHHA BOyaoBaHMx OC B 06’eaHaHHi i3 nepudepintHumm ob4mcneHHAMM.

K/TKOYOBI C/IOBA Bbyno0BaHi onepauiiiHi cuctemu, aapo Linux, rHyyKi cuctemu, IHTepHeT peyeld, IHTepHeT BCboro.

@ @ This article is licensed under a Creative Commons Attribution 4.0 International License.
To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.

Vol 2, No 2, Paper 02001, pp. 1-6 (2024)


http://creativecommons.org/licenses/by/4.0/

