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ABSTRACT The paper is dedicated to the development of a new type of electromagnetic (EM) devices to achieve unique
output signal patterns for their potential applications in secure systems. The proposed device involves modification of a
microstrip transmission line modification by ring resonators. The ring resonator is an EM component that is characterized by
high sensitivity, impedance of which can be easily adjusted by its shape changing. It was performed with the ring resonator’s
microstrip lines lengthening from 1 to 13.5 mm that allows the resonance frequency changing from 1 to 1.6 GHz,
demonstrating the tunability of the device. The modification of a microstrip transmission line with one or a few of such ring
resonators by their strong near-field coupling leads to a deep minimum/minima appearance in the transmission line transfer
function (S;1-parameters spectrum). This minimum can disappear under direct touching of the ring resonator by a human
finger — changing of the total capacitance of the ring resonator. It means that the consequence touching/untouching of the
ring resonator leads to a modulation of the input transmission line signal and producing unique output signal patterns. As
the number of ring resonators increases, the complexity of these patterns also increases. The variety of the patterns can be
unique and secure; thus, the output signals can serve as a key for creation of password for systems of access control. To
ensure that the security level provided by the device meets the necessary standards, the keyspace — the total number of
possible unique patterns — was estimated for various combinations of the developed ring resonators. The analysis revealed
that with 14 available ring resonators, the keyspace can exceed 10%, indicating a vast number of possible combinations and,

therefore, a very high level of security.
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I. INTRODUCTION

he ring resonator is a fundamental structure typically
T composed of concentric/squared metallic ring/rings

as described in several studies [1-4]. When ring
resonators are arranged in a stack or as a two-dimensional
array at the same plane, they form the artificial material
known as a magnetic negative metamaterial [5-6]. This
configuration enables the metamaterial to exhibit unique
properties such as negative permeability, which is a
characteristic also observed in a single ring resonator. In
this case, the individual ring resonator, possessing negative
permeability, is referred to a meta-atom.

There are numerous fabrication techniques available
for creating ring resonators with varying dimensions,
which allows these structures to be utilized across a broad
spectrum of frequencies, including those at the nanoscale
[7-9]. For applications at microwave frequencies, ring
resonators are often fabricated by chemical etching on a
dielectric substrate, as illustrated in Fig. 1a. The sensitivity
of single ring resonators to their environment has made
them the subject of extensive research and a valuable tool
in a range of applications. For instance, ring resonators
have been employed as microwave sensors for detecting
small quantities of liquids [10-11], monitoring organic
tissue [12-13], and measuring permittivity [14-15]. These
devices typically consist of arrays of ring resonators or split
square resonators, which form a metamaterial surface [16-
17], or single ring resonators integrated into transmission
lines to modify their characteristics [18].

The overall capacitance of such a meta-atom is a critical
factor in these devices, as it serves as a sensitive element
that influences the transmission or response characteristics
of the system. This sensitivity to external conditions makes
ring resonators highly effective for precise sensing and
diagnostic applications across a variety of fields, from
materials science to biomedical engineering. The
versatility and adaptability of ring resonators ensure their
continued relevance and utility in the development of
advanced metamaterials and sensor technologies.

The high sensitivity and the ability to adjust
electromagnetic (EM) properties of a single ring resonator
by its shape variation, as well as an opportunity of its
implementation as a metamaterial transmission line are a
subject of the paper in order to develop a single
transmission line device modified by a special ring
resonator or set of ring resonators to achieve unique output
signal patterns with a possibility of their exploiting in
access control systems.

1. SINGLE ELEMENT DEVELOPMENT

Squared ring resonator was selected as a single element
for the following study. The element is shown in Fig. 1a and
is usually characterized by the following geometrical sizes:
a = 20 mm — the width and length of a dielectric substrate; b
= 15 mm — width and length of the metallic ring resonator
placed over the dielectric substrate; ¢ = 5 mm — distance
between the outer and the inner microstrips of the ring
resonator; e = 1 mm and d — the width and length of the
microstrips; g = 1 mm — gap between two inner microstrips.

p-ISSN 2786-8443, e-ISSN 2786-8451, 01012(5) | Yuriy Fedkovych Chernivtsi National University | www.chnu.edu.ua



SISIOT Journal | journals.chnu.edu.ua/sisiot

For the simulations and experimental investigations all the
above-mentioned parameters were fixed except the value of
d as shown in Fig. 1b. The variation for the value of d was
performed from 1 to 13 mm with the step 1 mm and one
more value of 13.5 mm considered as the maximum possible
value of d for the considered ring resonator.

The test board that consists of a microstrip transmission
line over the top of a dielectric substrate (FR-4 material of
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the substrate was selected in this investigation, ¢ = 4.2,
tan(o) = 0.02, 0.6 mm of thickness) and metallic ground on
the back side of the dielectric substrate (Fig. 1c) was
developed for simulations in CST Microwave Studio and
fabricated for experimental measurements. The input and
output of the transmission line are connected to the
50 Ohms SMA-connectors intended to interaction with the
Vector Network Analyser (NanoVNA V2).
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FIG. 1. The suggested design of a ring resonator which is geometrically characterized with parameters a, b c, e, d, g (a) and its
experimental implementation with variation of d value from 1 to 13.5 mm (b). Test board for Sz1-parameters analysis of the considered
ring resonators (c). Simulation (d) and experimental (e) results represented via Sz1-parameters.

The suggested approach for the test is that the spectrum
of Sy-parameters for the mentioned microstrip
transmission line is the even plot as shown in Fig. 1d. It
means that the entire power which is generated by port 1 is
delivered to port 2 in the frequency range from 0.95 to
1.75 GHz. However, once a ring resonator is placed onto
the microstrip line as shown in Fig. 1c the local minimum
appears along the Syi-parameters plot. The position of the
minimum depends on the resonance response of a ring
resonator. Therefore, Figs. 1d-e represent the responses for
all variety of the ring resonator from Fig. 1b. One can see
that for the smallest value of d the resonance value is the
maximum and vice versa. It is caused by the total value of
the ring resonator's capacitance — two parallel inner
metallic microstrips with length d and separation distance
between them g is a planar capacitor [20].

11l. SENSITIVE PROPERTIES OF RING RESONATOR DEVICE

It is well known that a ring resonator is highly sensitive
element [14-19]. This fact is used as an approach to change
the ring resonator electromagnetic properties in the
considering device (Fig. 2a-b). While the spectrum of Sy;-
parametars for the ring resonator with d = 5 mm placed
over the microstrip transmission line has the minimum at
the frequency 1.35 GHz (the red plots in Fig. 2c —
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simulations and Fig. 2d — experiment), the plot becomes
even when the ring is touched by a finger (the blue plots in
Fig. 2c —simulations and Fig. 2d —experiment). It is caused
by the dielectric properties of the finger and its interaction
with the ring resonator in the reactive near-field zone.

The considered approach of control of the transmission
line’s output signals can correspond to modulation/coding
concept of high frequency carrier signal. Each of the shown
in Fig. 1b ring resonators is characterized by a specific
resonance frequency that can be used as a secret key
element. It can allow obtaining unique output time patterns
by touching/untouching the element (as an example, the 1-
key element set is shown in Fig.2a-b). Then, a
combination of an arbitrary number of such key elements
with different resonance frequencies can complicate the
output signal patterns. These patterns can be considered as
passwords for different systems of access control. The
security level of such a system is a combinatorics question
that can be assessed as following.

As was above considered we have n = 14 key elements
with different resonance frequencies (Fig. 1b). One can
pick up k <n different key elements that allow (})
different approaches to form personal tags for individual
users. Let’s assume that the user can simultaneously touch
not more than m < k key elements, taking into account
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that at least one key element must be touched, and the
whole password is entered in p steps. Therefore, the
password can be expressed as

Password = (f1,1:f1,2: ---fl,v)(fZ,l:fZ,Z' ---fl,u)
(fp,l,fp,z, ...fp,s), v,u,s <m,
where f; ; — the one of k key elements/frequencies.
Thus, a number of possible variants for the password
creation based on k key elements is
m 14 m 14
( k k
2.)-1) =(2.())
r T
r=0 r=1
where r is a number of the simultaneously touched key
elements while m is the maximum value of the

simultaneously touched key elements; and p is a number of
steps of k-elements entering in-row.
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FIG. 2. Experimental setup for measurements of sensitive
properties of the suggested device (a-b) as well as simulations (c)
and experimental (d) results for the touched and untouched cases
for the ring resonator with d = 5 mm — demonstration of changing
of the output signal patterns.
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FIG. 3. The possible keyspace vs the number of picked up key
elements k and steps of password entering p, taking into account
that maximum m = 3 key elements can be touched simultaneously
(a), as well as the possible keyspace vs a number of the number
of picked up key elements k and password length [ (b).

The whole keyspace for the system can be found as

m p
KeySpace = (n) Z(k)
yop k Li\r .

The appropriate dependence of the keyspace for
different values of p = 1:5 is shown in Fig. 6a. If there is k
= 3 and possible steps p = 3, thus the keyspace is more than
105, while for p = 5 the keyspace increases to 107.

One more variant of a password entering is sequential
touching of an arbitrary sequence of k number of key
elements. Thus, for the password length | the keyspace can
be found as:

KeySpace = (Z) k!,

This variant allows simplification of detection process
and is more convenient because only one finger-to-use is
required. However, it is necessary to use a long
combination I > 10 for k = 3 to provide an appropriate
security level (Fig. 3b).

IV. CONCLUSION

This study successfully developed a novel type of EM
device capable of generating unique output signal patterns,
making it suitable for secure applications. The device relies
on modifying a microstrip transmission line by
incorporating ring resonators, which are highly sensitive
EM components with impedance that can be easily
adjusted by altering their shape. The research demonstrated
that by extending the inner microstrip lines of the ring
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resonator from 1 to 13.5 mm, the resonance frequency can
be shifted from 1 to 1.6 GHz. The integration of one or
more ring resonators into the microstrip transmission line
via strong near-field coupling, led to the appearance of
deep minima in the transmission line's Syi-transfer
function. These minima are the subject of control via direct
contact with a human finger, which changes the resonator's
total capacitance. This process of sequentially touching
and untouching the ring resonator modulates the input
signal and results the unique output signal patterns. As the
number of ring resonators increased, the complexity of
these patterns increases, offering a broad range of secure
and distinctive patterns. These output signals can be
effectively used as keys for creating passwords in access
control systems. The security level of these passwords was
evaluated by estimating the keyspace for different
combinations of the developed ring resonators, revealing
that the keyspace could exceed 10'° for the 14 key
elements.

Therefore, this development has significant
implications for the field of secure communications. The
ability to generate a large number of unique and secure
signal patterns using a relatively simple and compact
device opens up new possibilities for protecting sensitive
information. The combination of tunable resonance
frequencies, the interaction of multiple ring resonators, and
the modulating effect of human touch creates a versatile
and powerful tool for enhancing security in a wide range of
applications.
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Cuctema KOHTPOJIIO A0CTYNY HA OCHOBi CEHCOPHUX
B/1aCTUBOCTEMN KiNbLeBoro pesoHatopa

Bnagucnas Tkau"

Kadeppa pagiotexHikun Ta iHpopmaLinHoi 6e3nekun, YepHiBeLbKUIM HaLiOHAaNbHUI yHiIBepcuTeT imeHi KOpis ®epbkoBuya, YepHisui, YKkpaiHa
*ABTOp-KOpecnoHaeHT (EnekTpoHHa agpeca: v.tkach@chnu.edu.ua)

AHOTALLIAA PoboTa npucesayeHa po3pobaeHHI0 HOBOMO TUMY eIeKTPOMArHiTHUX (EM) NnpucTpoiB Ans AOCATHEHHSA YHIKaNbHUX
BUXigHMX CUTHaNIB, LLO MalTb MOTEHLiMHE 3aCTOCYBaHHA y cucTeMax 6e3neKku. 3anponoHOBAHWUIM MPUCTPIN nepenbdayae
moamMdiKaLio MIKPOCMYXKKOBOI NiHIi NnepeAaBaHHA 33 4ONOMOrOH KifbLeBUx pe3oHaTtopis. Kinbuesnin pesoHatop — ue EM
KOMMOHEHT, AKUWA XapaKTEePU3YETbCA BUCOKOI YYTAMBICTIO, @ MOro iMneaaHC MOXKHA JIerKO HANalTyBaTK LUAAXOM 3MiHW
reomeTpuyHoi ¢popmu. Lie 6yno 34ilMCHEHO LWAAXOM MOAOBXKEHHA MIKPOCMYXKKOBMX NiHilA KinbLeBOro pesoHaTopa Big 1 oo
13,5 mm, WO [03BOSAE 3MiHIOBAaTU pPe30HAHCHY 4YactoTy Big 1 go 1,6 Ty, AEMOHCTPYHOUM MOXKAUBICTb HaNALITYBaHHA
pe3oHaHcy npucTpoto. Mogaundikauia MiKpOCMYXKKOBOI JiHii nepefaBaHHsA 33 [OMOMOrO OAHOrO abo KiZIbKOX TaKuX
KiNbLEBMX PE30HATOPiB, 3aBAAKU iX CUAbHOMY 6/MXKHBOMOALOBOMY 3B'A3KY, MNPWU3BOAUTL [0 MOSABM FAMBOKOro
MiHIMyMY/MiHIMYMiB y GYHKUIT nepeaadi NiHil (CnekTp napameTpis-Sy1). Llei MiHIMyM Mo3Ke 3HUKHYTU NpY NPAMOMY AOTUKY
KiNbL,EBOro pe3oHaTopa MajnbuUem NAMHM — Yyepe3 3MiHY 3arasibHOi EMHOCTI KinbLeBoro pesoHaTtopa. Lle o3Hauyae, wo
Moc/ifloBHE AOTOPKaHHA/HE AOTOPKaHHA A0 KiJbLLeBOro pesoHaTopa Mpu3BOAMTb A0 MOAYAAUIl BXiAHOrO CUrHany AiHii
nepeAaBaHHA Ta CTBOPEHHSA YHIKaNbHUX BUXiAHMX CUrHAAiB. 3i 36iNbWEHHAM KiNbKOCTI KiNbLEBUX PEe30HATOPiB 3POCTAE i
CKNAZHICTb BUXiAHUX CUTHANIB. PI3HOMAHITHICTb CUrHaNiB MoXKe ByTW YHIKaNbHOW; TaKMM YMHOM, BUXiAHI CUTHANN MOXKYTb
CNYryBaTU KNOYEM A1 CTBOPEHHA NAPOAA ANA CUCTEM KOHTpOo gocTtyny. LLlob 3abe3neuntu BignoBiaHICTb piBHA 6e3neku,
Wo 3abe3neyyeTbcA NPUCTPOEM, HEODXiAHMM CTaHAapTam, O6yB OUiHEHWI PO3MIp MPOCTOPY K/OYiB — 3arasibHa KilbKiCTb
MOK/IUBUX YHIKaNbHUX CUTHAMIB A/1A Pi3HMX KOMBiHaLin po3pobieHnx KinbueBux pe3oHaTopiB. AHasi3 NMokasas, WO npu
HafABHOCTI 14 KiNbLEBMX Pe30HaTOPiB PO3MIpP KAHOUOBOrO MPOCTOPY MOXe nepesuuwysaty 10'°, wo cBig4nTb NPo BesIMKY
KiIbKICTb MOXKAMBUX KOMBIHALM i, OTXKe, Ay*Ke BUCOKUI piBeHb He3neku.

K/IKOYOBI C/IOBA KinbueBuit pesoHaTop, MliHia nepeaadi, 6eaneKka, NPOCTip KAYiB, KOHTPOb AOCTYNY.
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