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ABSTRACT The described information technology for improving data protection (ITIDP) in information communication
systems (ICS) is built on the basis of a system approach for the implementation of hardware and software solutions for
encryption/decryption of data flows in a given continuum of hardware-software-space-time limitations. The formulation of
the task for the implementation of ITIDP is substantiated, and a variant of its architecture is proposed. Examples of the
development of possible hardware and software modules and resources for the creation of both ITIDP and ICS with increased
protection of real-time data flows are given. The issues of choosing methods and means of data encryption in real technical
systems and criteria for assessing the necessity and adequacy of encrypted protection of information flows depending on the
usefulness and confidentiality of transmitted data are discussed. As a practical approbation of the application of the proposed
technology for solving applied problems, examples of the synthesis and research of a special processor for a block cipher with
sequential data processing and dynamic key correction, as well as the results of research and optimization of the RSA
encryption model for its use in critical application mobile systems with limited hardware and software resources. It is shown
that for systems with limited hardware resources in the RSA model of the cipher, it is more correct to use not the Euler
function, but the Carmichael function. This approach, together with the use of a modified method of successive
approximations according to the rules of modular algebra for calculating large powers of a large base with the subsequent
determination of the remainder by a given modulus of a very large number, makes it possible to remove restrictions on the
bit rate of data in low-power computers and speed up data decryption processes. The use of modular architecture in the
proposed information technology ensures its scalability and quick reconfiguration for the study of various methods of

cryptographic data protection.
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I. INTRODUCTION

he modern world is increasingly being formed as a
T single information and communication society
thanks to the introduction of the latest technologies
of the Internet of Things (IoT) and cyber-physical systems
into all spheres of human activity [1, 2]. However, these
processes are accompanied by a significant increase in
information flows in technical systems, which,
accordingly, requires the search for new and improvement
of existing methods, tools, and approaches for data
protection in ICS. Currently, there are quite powerful
methods of cryptography (DES, RSA, RC4, IDEA, etc.),
steganography, coding to protect data in ICS from
accidental loss, distortion or blocking of access by
intruders [3, 4]. However, the more complex and advanced
the protection system is, the more hardware and software
resources it needs to process information. This leads to an
increase in processing time and obtaining relevant data for
system users and does not always guarantee its reliable
protection. There are reports of hacking of one of the most

secure systems based on RSA encryption [5].
At the same time, there are a number of tasks for which
information is relevant within a fairly short period of time
after its processing, and the communication system

functions in a fairly limited space. This applies, for
example, to many production systems of automated data
processing and process management, some solutions for
the Internet of Things technology, mobile object
management systems, etc. There are also specialized
technical systems (drones) of one-time use of data or
hardware resources, in which the processing time of the
digital stream is very limited, and the requirements for
ensuring the accuracy of the received data are very high
[6]. For the implementation of such systems, it is advisable
to use compromise approaches according to the criteria of
the ratio of cost and quality of technical solutions. In
particular, it is proposed to use modified shortened code
structures, systems with dynamic correction of the code key
or the length of the coded fragment, specialized processors
with a reconfigured computer architecture [6-8].
Implementation of such systems based on modern
hardware and software resources, for example, logical
environments of FPGA matrices from Altera/Intel, Spartan
3/6 from Xilinx, DEO-Nano-SoC Development Kit
hardware platforms with 2-core Cortex-A9 built-in
module, Raspberry 3B+, etc. can be effectively simplified
by equivalently replacing them with simpler
microprocessor elements [9, 10]. To do this, it is necessary
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to conduct a thorough analysis of the encryption /
decryption task to be solved by the processor system, the
algorithms for the implementation of cryptographic
methods that will allow to ensure sufficient reliability of
the protection of the communication channel and data for
the specific task to be solved, as well as to conduct an
assessment of the necessary hardware resources and
software tools that will allow to implement the necessary
algorithms of system functioning. That is, the solution of
the described task of analysis and synthesis of a
microprocessor system must be carried out for a certain
cyberphysical system that functions in a given space of
phase states determined by a set (continuum) of limiting
parameters G(f): physical parameters of a specific applied
task (A7(p)) of data management and processing;
mathematical algorithms and sets of arithmetic and logical
data processing operations for certain cryptographic
algorithms (CA(m)) and methods; available hardware
resources and software (HR/S(r)) for the physical
implementation of the system. Such an approach can be
technologically implemented within the framework of the
task of system analysis for the synthesis of an intelligent
cyber-physical system, similar to the synthesis of a
cryptographic processor with a reconfigurable architecture
[10].

Therefore, the purpose of this work was to substantiate
the approach for the implementation of information
technology analysis and synthesis of hardware and
software solutions of the cyber component of information,
telemetry, control and other cyber-physical systems with
improved protection of information flows during data
transmission that function in a given continuum of
hardware-software-space-time limitations, determined by
the tasks solved by ICS.

Il. GENERAL DESCRIPTION OF ITIDP

As a rule, it can be stated that the ICS functions in a
certain phase space G and can be during the life cycle in a
certain set of fixed states F'={f}. The problem of system
analysis, which is generally solved by ITIDP, consists in
finding such methods and arrays of CA(m) crypto-
algorithms, which would, with minimal HR/S(7) resources,
provide an opportunity to implement ICS for solving a full
set of applied tasks of AT(p) in the process of implementing
a phase ICS trajectories in all states of the phase space G.

In the general case, sets of data protection application
tasks P={p; p=x(t,s)} can have a certain temporal (#) and
spatial (s) distribution (Fig. 1).

Various methods and cryptographic algorithms CA(m)
from the array M={m,; m=y(t)}, for the implementation of
which different hardware and software resources of
HR/S(r) in ICS are used at different moments of time R={7;
r=w(t)}. The set of these factors describes the hardware-
software-space-time continuum, within the framework of
which the task of system analysis and synthesis of cyber-
physical ICS is further considered.

The result of the first stage of ITIDP implementation is
the initial data for creating a mathematical, software (M/P
model) and simulation model (SM) for the synthesized ICS:
SM={P, M, R}, taking into account the full dynamics of the
functioning of the real system in the phase space of states.
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FIG. 1. Stages of implementation of information technology for
improving data protection.

The complex model created in the second stage can be
improved after testing (OATest - the third stage) (Fig. 1).
The results of the second and third stages are used to create
a hardware and software model (DP model) and a sketch
project (CD/DC DP project) of the cyber component [2] of
the cyber-physical ICS aimed at improving the protection
of digital data flows during their transmission in the
system.

lll. TECHNICAL IMPLEMENTATION OF ITIDP

The technical implementation of ITIDP is formed in the
form of a complex of software and hardware resources for
modeling, analysis, synthesis and research of known and
creation of new methods of cryptographic protection of
digital data flows in information communication systems.
The basis of the complex is a software product (Fig. 2),
which allows you to study and simulate the algorithms of
the functioning of various cryptography methods (DES,
RSA, RC4, IDEA, etc.). Its advantage is the flexibility of
setting, scalability with regard to the involvement and
synthesis of new cryptography methods, orientation to
different formats of data presentation and transmission.
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FIG. 2. The main user interface window of the base software
product.

The user interface allows you to visualize the data
encryption/decryption processes (Fig. 2), at the stage of
modeling and researching the correctness of the
functioning of crypto-algorithms. The leftmost area loads
the input file for encryption. Its ASCII representation is
displayed in the central part of the interface, and the
encrypted version is displayed on the far right. Between the
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central and right areas there is a menu for choosing an
encryption method, and certain parameters of the selected
cryptocode can also be displayed. Encryption / decryption
processes are activated by keys between rendering
windows, and when the adjacent window is cleared, they
can trigger both left-to-right and right-to-left conversions.

In the lower part of the wreath there are functional keys
for loading and saving the results of test processing of files.
Both input and encrypted files are stored in clear and
ASCII format. This makes it possible to apply modern
NIST STS technology at the stage of stability analysis of
the studied algorithm. Based on the results of such an
analysis, a decision is made about the sufficiency of
cryptoresistance of the studied model and the expediency
of its use for relevant specialized tasks in the synthesized
ICS [11, 12].

Additional specialized software modules are used for a
more in-depth study of various modifications of known
cryptomethods, or synthesis and analysis of models of new
approaches to data encryption/decryption.

Sketch design of software and hardware solutions is
implemented on specialized software, depending on the
selected ICS technical solution [9, 10]. These are, for
example, packages of proprictary software environments
for working with programmable logic structures of
Altera/Intel, Xilinx, microcontrollers STMxxx, etc.

IV. EXAMPLES OF ITIDP APPLICATION
We will show the practical application of ITIDP on the
examples of the synthesis of a specialized special processor
of block encryption, and the study of the complexity of
decryption and cryptoresistance of RSA code for mobile
systems.

A. Block cipher with sequential data processing and
dynamic key correction (FC code). Such an encoder can be
relevant for short-periodic data transmission systems in
conditions of long-term scanning of communication
channels by attackers who use significant computing
resources to gain access to confidential data.

As a rule, cryptanalysts in such conditions scan large
arrays of information flow to crack the secret key. The idea
proposed in [8] consists in the use of short-term
communication sessions in each of which a different key is
used, and in addition, the key parameters depend on the
moment of exchange of session receipts of the data
transmitter and receiver and the transmitted content itself.
At the moment of creation of the communication channel
of the transmitter and receiver, according to their
agreement, a trigger key is formed. It is clear that it is
random and cannot be calculated by attackers. The
modification of the trigger key takes place already with the
first block of data received and depends on its content. The
value (number of bits) of the next block and the number of
cycles of processing new data is already determined by the
next received code. In this way, it is practically impossible
to determine mathematical or logical regularities during the
duration of a communication session. And the next session
will already use completely different startup parameters
and data encryption.

Inconvenient combinations in such a technique are
significant intervals of transmission of zeros or ones. But
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they are a priori excluded as fixed noise signals that do not
carry useful information.
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FIG. 3. Encryption (a) and decryption (b) of one *.bmp format
image using another "random image".
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FIG. 4. Results of encryption visualization (a) and statistical
studies (b) of *.rar format files.

As a modified approach to such encryption, a software
and hardware model is synthesized, in which any random
file (text, multimedia image, etc.) (FC* code) (Fig. 3) acts
as the key. This allows you to implement cascade
encoding: at the moment of synchronization, and at the
additional file.



SISIOT Journal | journals.chnu.edu.ua/sisiot

Examination of different file types for modified FC*
code and plain FC show high statistical parameters by
NIST STS metrics. However, for files where additional
data synchronization is used (audio, video), NIST STS
statistics may show failures for certain groups of tests
(Fig. 4 - tests N158-186).

Conversely, in the case of using FC* code to encrypt
video files (Fig. 5), almost all the specified tests pass with
almost 100 % validation, and only isolated inconsistencies
of the ciphergram with the conditions of "pseudo-
randomness" of sequences of different lengths of the digital
binary code are possible [10-12].
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FIG. 5. Visualization results of encryption (a), decryption (b) and
statistical studies (c) of video format files.

Another method that was used to check the compliance
of the obtained ciphergrams with the conditions of pseudo-
randomness of digital sequences was the use of encoding
executable files encrypted using the FC / FC* method for
their transmission in real data transmission channels. It is
known that antivirus programs, network screens (the so-
called specialized hardware and software tools firewall,
brandmauer) provide reliable filtering and blocking of
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malicious software in local and global networks. Malicious
programs are identified already by service labels of
executable files (*.com, *.exe programs). The study of the
transmission/reception processes of this type of files
encrypted using FC / FC* encoding is confirmed by 100%
of their passage through ICS network channels. This may
also indicate compliance with the conditions of pseudo-
randomness of digital sequences obtained using the
proposed FC / FC* technique of pseudo-random change of
encryption keys.

The final stages of the implementation of ITIDP and
examples of the implementation of a cryptographic special
processor based on the Spartan 3 programmable
environment of the company Xilinx are quite thoroughly
described by us in [8, 10].

B. Study of the RSA encryption algorithm. The RSA
encryption method is currently one of the most widely used
in practice in a wide variety of fields, and until recently it
was considered practically unbreakable [13]. This is
confirmed by its use for creating cyphergrams of secret
correspondence, forming personalized keys for digital
signatures of bank clients, protecting personal data and
confidential information in medical information systems,
etc. Its feature and main advantage is the use of an
asymmetric approach - an open and a private key, which
ensures the preservation of secret information even if the
value of the open part of the code is known [13].

These advantages are attractive for the use of RSA
encryption in mobile systems of critical applications with
limited hardware resources and, accordingly, computing
capabilities and limitations on the duration of information
processing [3, 10]. Such a task requires additional research
into the features of encryption/decryption processes in the
RSA methodology and the development of improved
calculation algorithms.

The essence of the practical implementation of the RSA
method in technical systems is the mutually unambiguous
correspondence of the results of sequentially performed
operations on large prime numbers - exponentiation and
calculation of the obtained result according to the given
modulus:

M¢ = C (mod n), (D

C?= M (mod n), 2)
where M and C are blocks of the digital code of the source
information and its encrypted value, respectively; e, d, n —
are parameters calculated from a pair (p, g) of two
randomly selected prime numbers, which further form
open (e, n) and closed (d, n) keys, respectively, for data
encryption and decryption [3, 10].

To generate the parameters of the RSA model and to
study the reliability and correctness of the transformations,
the basic module (Fig.2) of the ITIDP software was
slightly modified and supplemented with an additional
module (Fig. 6). The latter allows simulating the RSA code
starting from the automatic pseudo-random selection of a
pair of (p, g) numbers, determining the parameters e, d, n,
calculating the value of the Euler function ¢(n) for the
obtained  model  parameters, and  performing
encryption/decryption operations for a given number m [3].
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FIG. 6. An additional software module for simulating and
studying the features of the RSA code.

A more thorough study of the software model based on
its theoretical description and decryption results allows us
to state that in order to avoid overflowing the bit grid of the
calculator and compact recording of the -calculation
algorithm in the memory of the special processor of the
mobile ICS, instead of the Euler function ¢(n), it is more
appropriate to use the Carmichael function A(n ) [13, 14].
The value A(n) is calculated as the least common multiple
A(m)= Ap,q)=Icm(p-1)(q-1). 1t also satisfies the conditions
that d and ¢(n) must be mutually prime, and d < ¢(n).

In addition, in order to avoid overflowing the bit grid
of the special processor when raising a large base to a large
power, it is advisable to use a modified method of
successive approximations. That is, the calculation of the
function {decode=code(m)"d mod n} should be
implemented by modular algebra transformations. For this,
the following steps should be provided in the software
model:

1) we determine the coefficients of the binary
representation of the private key d using simple
transformations:

m2:=d;

k1:=m2 mod 2;

m2:=m2 div 2;

k2:=m2 mod 2;

m2:=m2 div 2;

k(s-1):=m2 mod 2;

m2:=m2 div 2;

ks:=m2 mod 2;

where m2 is a temporary variable in this transformation,
k1+ks are bit values of the binary representation d.
2) we exclude from the total product for the Hornen
formula the transformation of the coded value m2 of the
source code m1=m partial products m2(i), for which the bit
coefficients k(i)=0:

if k1 =0 then m2(1):=1;

if k2 = 0 then m2(2):=1;

if ks = 0 then m2(s):=1.

3) we calculate partial modular products m2(i) (from i=1 to
i=s) modulo n; m2(i):=m2(i-1) mod n; for i=0 we assign
m2(0):=code;

m2(1):=code mod n;

m2(2):=(m2(1)*m2(1)) mod n;

m2(3):=(m2(2)*m2(2)) mod n;

m2(s):=(m2(s-1)*m2(s-1)) mod n.
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4) we calculate the value of the total product m2 through
the values defined above, which is equivalent to raising the
encrypted block represented as an s-bit binary code to the
d power:

m2:=m2(1)*m2(2)*m2(3)*... *m2(s).
5) we decode the received value of the m2 variable and
output the investigated element for verification:

decode:=m2 mod n;

Edit9.Text:=IntToStr(decode).

The received decoded value is recorded in the DeCode
window of the additional software module in Fig. 6.

Visualization of the process of encryption / decryption
of text files using the RSA method (Fig. 7) allows you to
monitor the parameters of the software model during the
research process, as well as in the ASCII code window (the
central window of the interface (Fig.7,a)) reverse
conversion, which is convenient for comparison with input
data recorded on the left (Fig. 7,b).
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FIG. 7. Visualization of the process of encryption / decryption of

text files using the RSA method.

The results of statistical studies of RSA ciphergrams
(Fig. 8) show a high level of statistical homogeneity with
the prevailing values of the probability distribution above
0.96 for almost all NIST STS tests.

The hardware implementation of mobile ICS using the
RSA method of encryption is based on high-speed
microcontrollers of the STM32FXXX series. The choice of
a specific type of microcontroller is determined by
additional requirements regarding the functionality of the
designed cyber-physical or information communication
system [8, 10, 15].

Thus, the use of ITIDP allows synthesizing,
researching and improving data cryptoprotection models,
generating cryptographic algorithm keys, determining their
compliance with the requirements of the standard based on
pseudorandomness parameters, creating hardware and
software solutions for mobile and other ICS, including
critical infrastructure facilities.
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FIG. 8. Results of statistical studies before (a) and after (b) of the
text encrypted by the RSA method in the NIST STS package.

By the term "critical infrastructure" in this case, we
mean ICS, which are designed to work in conditions of
increased exposure to random or artificially generated
electromagnetic interference and cyberattacks by attackers.
Reliability of communication with system users in such
conditions is ensured by the implementation of pseudo-
random short-term data reception / transmission sessions,
dynamic change of encryption keys of the digital stream,
use of one-time keys with mainly passive accumulation of
information.

V. CONCLUSION

The proposed approach to the implementation of ITIDP
and the concept of its architecture allows in practice to
systematize and organize the algorithms of analysis and
synthesis of cryptosystems for the protection of data in
communication channels and computer networks. The
created software shell has the ability to scale according to
the set of researched crypto-algorithms, as well as the
possibility of including new software modules for their
analysis, synthesis and research. ITIDP can be the basis for
creating a decision-making support system for improving
subsystems of cryptographic protection of data in cyber-
physical and information communication systems.

The practical implementation of a special processor for
block encryption of data with a dynamic change of the
encryption key according to the ITIDP technology
demonstrates a good compliance of the proposed
encryption method with the requirements of statistical
uniformity of the digital stream and allows to reliably
encrypt and transmit files of various structures to ICS —
text, image, audio and video streams, archive and
executable files.

The application of ITIDP to the synthesis of open and
hidden keys of the RSA encryption method is promising
for the creation of mobile ICS with increased interference

Vol 1, No 2, Paper 02011, pp. 1-8 (2023)

resistance, which can be components of critical
infrastructure or autonomous systems.

A promising improvement of the proposed approach in
ITIDP is the creation of autonomous software modules in
basic software shells to check the stability of the studied

crypto-algorithms.
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IHpopmauiitHa TexHonOriA | nporpamHe 3abe3neyeHHsn
ANA iMmiTauitHOro mogentoBaHHA, CUHTE3Y i AOCAIAXeHb
meToAiB KpuntorpadiyHoro 3axmcty AaHux

leoprili Bopo6eub®", Onekcanap Bopobeup!, Octan /lyuuk?, Bonogummup Pycun?

1Kadenpa Komn'I0TEPHUX CUCTEM Ta MepeXk, YepHiBeLbKMI HauioHabHUIA yHiBepcuTeT imeHi Opia ®eabkosuya, YepHisu,i, YkpaiHa
2Kadenpa pagioTexHiku Ta iHpopmauiiHoi 6e3neku, YepHiBeLbKuil HauioHaIbHUI yHiBepcuTeT imeHi FOpia ®eabkosuya, YepHisui, YkpaiHa

*ABTOp-KopecnoHAeHT (EneKkTpoHHa agpeca: g.vorobets@chnu.edu.ua)

AHOTALLIA OnucaHa iHpopmaLiiiHa TEXHONOTIA YAOCKOHANEHHA 3axmucTy gaHux (ITY3[) B iHPOKOMYHIKALIMHUX cucTemax

(IKC) nobymoBaHa Ha  OCHOBIi  cCMCTEeMHOro  niaxo4y ANA  peanisauii  anapaTHO-NPOrpamMHMX  pilleHb
wnopyBaHHA/aewndPYBaHHA MOTOKIB AaHWMX Y 33a4aHOMY KOHTMHYYMi amapaTHO-MPOrpamMHO-NpoCTOPOBO-4acoBMX
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obmexkeHb. OBrpyHTOBAHO MOCTAHOBKY 3afadi AnA peanisauii ITY3[, 3anponoHoBaHo BapiaHT ii apXiTekTypu. HaBeaeHo
NPUKNaAM PO3pPOBOK MOK/IMBUX amapaTHMX i NPOrpamMHMX MOAYANIB Ta pecypciB AnsA cTBOpeHHA AK ITY3M, Tak i IKC 3
NiABULLEHMM 3aXMCTOM iHGOPMALIMHUX MOTOKIB AaHMX B peasibHOMYy Yaci. ObroBoptoloTbCa NUTaHHA BMBOpPY meToaiB Ta
3acobiB WKdpPYBaHHA AaHUX B PeaNbHUX TEXHIYHUX CUCTEMAX Ta KpUTepiiB OLiHKM HEObXiAHOCTI i AOCTAaTHOCTI WWMPPOBAHOTO
3axucTy iHbopMaLLiHMX MOTOKIB Y 3a1€XKHOCTI Bi KOPUCHOCTI | KOHOIAEHLiIMHOCTI TPAHCIbOBAHMX AaHMX. B AKOCTI NpakTUYHOT
anpobalii 3acTocyBaHHA 3anpPOMNOHOBAHOI TEXHOOFI ANA BUPILIEHHA MPUKNAAAHUX 33434 HaBEAEHO MPUKAAAU CUHTE3Y i
[OCnigKeHHA cneynpouecopa ana 6aokosoro wuépaTopa 3 NOCAIAOBHOK 0H6PO6KOO AaHMX i AMHAMIYHOKO KOpeKLi€eo
KNHOYa, a TAaKOXK pPe3ynbTaTiB AOCNIAMKEHHA i onTumisauii mogeni RSA wudpyBaHHA Ana il BUKOPUCTaHHA B MOBINbHUX
CUCTEMAX KPUTUUYHOTO 3aCTOCYBAHHA 3 0OBMEXKEHUMM anapaTHUMU | NPOrPamMHUMK pecypcamu. MoKasaHo , Lo ANA CUCTEM 3
obmexeHNMM amapaTHUMK pecypcamu B mogeni RSA wudpatopa KopekTHille BUKOpUCTOBYBaTU He dyHKUito Einepa, a
dyHKuUito Kapmaiikna. Takuii nigxia pasom 3 BUKOPUCTAHHAM MoAWMGbIKOBAHOrO MeToAy NOCAIA0BHMX HabaukeHb 3a
npaBuUIaMM MOAY/bHOI anrebpu Ana 06YNCNeHHA BEIMKNX CTEMEHIB BEIMKOI OCHOBM 3 HAaCTYMHWM BU3HAYEHHAM 3a/IMLLKY 3
33aHUM MOAY/IEM TaKOX Ay>Ke BE/JIMKOrO YMC/A [03BONAE 3HATU OOMEXEHHA Ha PO3PAAHICTb JAAHMX B MaNOMOTYKHUX
obuncaoBavax i NPUCKOPUTU NpoLuecu AelwndpyBaHHA AaHUX. BUKOPUCTAHHA MOAY/IbHOT apXiTEKTYPU B 3aNpONOHOBaHIM
iHbopMaL,iiMHiiN TexHonOriT 3abe3neyye il MaclTaboBaHICTb i WBUAKE NepenawTyBaHHA AA AOCAIAXKEHHA PI3HUX MeToAiB
KPUNTO3AXMCTY AAHUX.

K/TIO4OBI C/IOBA iHdopMaLifHO-KOMYHIiKaLiiHa cMcTema, NOTOKOBE WK pyBaHHSA, 610KoBUI Kog, RSA Kog,
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Vol 1, No 2, Paper 02011, pp. 1-8 (2023)



