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ABSTRACT In the paper, the periodicity of pseudo-chaotic implementations in fixed-point calculations is studied using the
example of a logistic equation. It was established that with 32-bit represented numbers (three bits - the whole part, 29 bits -
the fractional part), the maximum length of the observed cycle is L,,q, < 2% iterations, and the space of possible states of
the chaotic system after the completion of the transition process is limited S ~ 21* different numbers. Histograms of the
duration of transient processes preceding the exit of the trajectory into a cyclic orbit are constructed. It was found that the
maximum durations of the transition process do not exceed (2L qx,4 Linax)- The paper also demonstrates and
substantiates the expediency of using a dynamic threshold when forming binary sequences based on chaotic numbers using
the threshold method. It is shown that the criterion for the balance of the binary representation of chaotic sequences enables
the optimal choice of the number of high-order bits that must be discarded in order to obtain a uniform distribution.
Approaches to increase the cyclicity of period of digital implementations of chaotic systems are analyzed. It is shown that the
period of the external disturbance must be coordinated with the durations of the cycles observed in the chaotic system. The
results of the work show the limitations of chaotic systems, which must be correctly taken into account when using them in

cryptography.
KEYWORDS periodicity, timeseries, logistic map.

I. INTRODUCTION

he applied application of the mathematical
T apparatus of the theory of nonlinear dynamical

systems is an active research field in various
disciplines. This is due to the characteristics of the same
dynamic systems: ergodicity, sensitivity to initial
conditions and parameters, and non-periodicity of the
system. This is especially true for various communication
systems, as evidenced by the publications in this area.
Scientists are trying to use both continuous and discrete
nonlinear systems to develop various random and pseudo-
random signal generators. The main difficulty in building
applications based on such systems is the consistency of
parameters in circuit implementation and proving the
advantage in performance and resistance to cryptanalysis
[1].

Also, one of the important factors for any system in the
hardware and software implementation of computer-based
processes is that due to the reduction of the set of possible
states, chaotic systems lose their "chaotic" character, and
their implementations are pseudo-chaotic and cyclic [2-6].
To minimize the impact of this factor, it is necessary to use
the maximum possible accuracy of the platform's
calculations and take into account the speed of such
solutions. Incomplete compliance of basic software and
hardware media often leads to the impossibility of
reproducing identical pseudo-chaotic implementations on
different platforms (different operation systems,
programming languages, compilers, different Field-

Programmable Gate Array manufacturers).

When performing arithmetic operations on real
numbers in floating-point arithmetic [7], there is a factor of
different values of rounding error, which, due to the
sensitivity of nonlinear systems, leads to divergent
trajectories for different hardware and compilers.
Hardware-implemented  solutions using fixed-point
arithmetic make it possible to obtain the same values of
chaotic signals (including those with arbitrary time delays)
in a spaced manner, which makes it possible to synthesize

pseudorandom sequence generators for broadband
communications.
Il. DISTRIBUTION OF TIMESERIES GENERATED BY
LOGISTIC MAP

The peculiarity of chaotic systems is the different
frequency of visits of their trajectories to different regions
of phase space, which is characterized by fractional values
of fractal dimensions. This results leads to an uneven
distribution of sequence values generated by such systems.

For the experiment, we will use the logistic map [8]
described as discrete-time map:

Xns1 = "X (1 — X)), (1)
where x,, € (0,1) and r parameter in the interval (0, 4].
This mapping is well-known and well-studied by other
researchers, so we will mention its features here. Using the
example of the logistic equation (1), we will point out the
problematic issues of using one-dimensional systems as the
basis of the pseudorandom number generator.
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The histogram of the distribution of timeseries obtained
using (1) is shown in Fig. 1. As follows from Fig. 1, the
distribution is uneven in the entire range of values of the
parameter r, which is undesirable for the implementation
of high-quality cryptographic tools. The direct use of
solutions (1) as pseudorandom numbers causes their
instability to statistical attacks [9].
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FIG. 1. The histogram of the values of the timeseries generated by
(1)atr = 3.999 and n = 1000000.

The simplest way to obtain a pseudo-random sequence
using (1) is the threshold method [10], according to which
the phase space of the system is divided into two
independent regions corresponding to the binary symbols
"O" OI' n 1 H:

(0, xp, < x¢
X(n) = {1, Xp > X,
where x; — threshold value.

The dependence of the percentage of "1" symbols in the
sequence obtained according to (1) and (2) on the value of

the control parameter r is shown in Fig. 2.
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FIG. 2. Dependence of the probability of obtaining the symbol "1"
by the threshold method at x, = 0.5 on the control parameter r.

As we can see, the shares of symbols "0" and "1" when
choosing a threshold differ significantly, which indicates
an imbalance of the sequence.

The disadvantage of the threshold method can be
eliminated by dynamically selecting the threshold, as the
median of the distribution at a given value of the control
parameter (Fig. 3).

Another disadvantage of the threshold method is also
the low speed of generating a pseudo-random sequence,
since it is possible to obtain only one bit of the sequence in
one iteration. It is possible to increase the speed of
generating a pseudo-random sequence by utilizing bitwise
representation of random numbers.

The histogram of any chaotic system when
implemented by software on a computer is formed by the
significant bits of the binary representation of data. By
discarding a part of the bits that do not meet the balance
criterion, sequences with a uniform distribution can be
obtained.
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FIG. 3. Dependence of the median of the distribution of system
implementations (1) on the control parameter r.

Let's consider the features of the bitwise representation
of numbers in calculations with double precision and fixed
and floating point calculation. Chaotic sequence can be
represented as a matrix with dimension n X m and
elements [, ..

lll . l12 . ll, m
l21 . l22 ' l2, m (3)
ln, 1- ln,z . ln, m

where n — number of iteration x,, and m - the sequence
number of a bit in the binary representation of a real
number.

For each column, the number of zeros "0" - N, and ones
"1" - Nj is calculated. Accordingly, (N, + N; = N).. The
dependence of the relative difference of the number of "0"
and "1" to the whole number of the binary symbol is shown
in Fig. 4. The notation Q3.29 means that we used 32 bit
fixed point arithmetic with 29 bits for fractional part and 3
bits for integer part.
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FIG. 4. Balanced sequences for the logistic equation: (a) at r =
3.999 for double precision; (b) arithmetic Q3.29.

As can be seen from Fig. 4,a, for double precision, the
most significant bits that form the chaotic attractor (1) are
unbalanced. The deviation in the proportion of "0" and "1"
for the least significant bits is due to the peculiarities of
rounding in floating-point arithmetic. The lower bits are
balanced when implementing logistic mapping on a FPGA
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FIG. 5. Histogram of values of timeseries generated by (1) at » =
3.999, n = 1000000 when discarding the oldest 15 bits at Q3.29.

and in computer calculations using fixed-point arithmetic
(Fig. 4,b). Histogram of pseudorandom numbers obtained
on the basis of implementations (1) by discarding the
highest 15 bits is given in Fig. 5. We can see a uniform
distribution, which proves consistency of our approach.

True chaotic signals can be obtained only in an analog
dynamic system [2]. In computer simulation, regardless of
the calculation format, the obtained realizations of chaotic
signals will be pseudo-chaotic, that is, they will be repeated
(the repetition period can be large), since computers are
characterized by a finite number of states.

With a quite large repetition period, the solutions of the
chaotic system will preserve the dimensionality, ergodicity
and properties of the real attractor. This makes it possible
to study chaotic systems by modeling them [11]. The
number of cycles at one value of the parameter is limited,
due to the fact that a large number of trajectories formed
under different initial conditions, after the end of the
transition process, reach the same discrete periodic orbits
[4]. Due to the cyclic nature of the pseudo-chaotic
sequence, the amount of information to be encrypted and
the key space of the method are limited.

There are several ways to extend period of pseudo-
chaos that include increasing the precision of calculations,
periodic disturbances and using multidimensional systems.

An increasing of calculations accuracy is possible when
using expensive hardware, which is a significant
restraining factor, and software implementation requires an
increase in time costs.

The effectiveness of periodic disturbances depends on
the properties of the system to which they are applied, the
nature of the disturbances and their frequency. For
example, consider the logistic map (1), if the duration of
the cycle of a chaotic system is one iteration [2],
disturbances with a repetition period longer than the
average duration of the transition process are
inappropriate, since they will lead to the periodic repetition
of part of the same trajectory. The temporal
implementation of system (1) in arithmetic Q3.9 under the
influence of a random periodic disturbance every 50
iterations is shown in Fig. 6.

From Fig. 6 it follows that the impact of the
perturbation causes a short transient process, after which
the system collapses or enters a periodic orbit. A similar
situation will occur if the average duration of the cycles is
shorter than the period of influence of the disturbance.
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FIG. 6. Repeatability of collapse under random periodic
perturbations after every 50 iterations.

IIl. PERIODICITY OF LOGISTIC MAP TIMESERIES WITH
LIMITED PRECISION OF ARITHMETIC CALCULATIONS
Q3.29

The influence of the accuracy of the representation of
numbers on the crypto resistance of data encryption
methods was partially investigated in [9]. In [12],
numerical simulation was used to show that the rounding
of numbers during the iteration of a chaotic system leads to
the occurrence of periodic oscillations. At the same time,
the repetition period is much smaller than the cardinality of
possible states of the system. The periodicity of
realizations of digitized chaotic systems is the reason for
reducing the power of the set of values of initial conditions
and control parameters in chaos-based encryption system.

When performing calculations in the fixed-point
format, the set of solutions is the amount of numbers that
differ by at least one binary digit, which is equal to 2"*¢,
where m and d - are the digital representation of the
fractional and integer part of the number, respectively
(including the sign) . If calculations are carried out with a
floating point, then the periodicity of solutions will depend
on the features of the hardware and (or) software.

Despite the fact that the problem of the impact of
calculation precision on the properties of implementations
of chaotic systems is known, it is often not taken into
account when evaluating the cryptoresistance of the
proposed methods.

Length of cycles of logistic map (1) for different values
of the control parameter when using fixed-point arithmetic
Q3.29 are given in the Table. 1.

In the simulation, 10° random initial conditions with a
uniform distribution of their values were set. The repetition
period of the sequences generated by (1) is significantly
less than the maximum possible. After the end of the
transition process at m = 32, the number of different
sequences that can be generated using (1) is limited and
does not depend on the initial conditions. This means that
the use of initial conditions as a key in individual
cryptographic algorithms is not always appropriate.

For different values from the Table. 1. it follows that
changing the control parameter does not significantly
change the cycle period, but the generated sequence does.
If we analyze the chaotic sequence formed by logistic map
(1), we see that after the end of the transient process, the
value of the parameter r, is more informative, than an initial
condition x(0).



TABLE 1. Lengths of periods of logistic map.
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The value of the Number of
parameter, r L initial
(in hexadecimal) conditions
80000000 6876 94672
571 1086
379 4206
327 36
Wisisisa 14561 58534
4133 16435
3331 18174
1499 6442
932 373
193 34
82 7
13 1
7ftftffe 9215 97141
4627 2091
2564 680
488 25
300 42
289 13
136 3
129 3
17 2
Rhiiiiitd 11078 51659
3167 32673
1230 651
1177 14681
362 317
77 5
29 2
21 11
13 1

For systems with infinite computational precision,
sensitivity to initial conditions and parameter values are
equivalent in the sense that perturbations of both lead to
different realizations of the chaotic process. With
restrictions on the accuracy of calculations from the point
of view of chaotic cryptography, it can be concluded that
the sensitivity to the parameter values is higher than to the
initial conditions. This must be taken into account when
developing chaotic encryption algorithms. Moreover,
software-implemented chaotic systems are insensitive to
initial conditions that differ by the minimum possible value
of 2™ if, after one or more iterations, their trajectories
completely coincide [13].

The maximum length of the transient process of system
(1) with 7=4-2"% and Q3.29 was 16775 iterations (Fig. 7).
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FIG. 7. Dependence of the cardinality of the set of possible states
of the logistic equation on the number of iterations, n.
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As a result of strong degradation, the power of the set
of different initial conditions in 2?° after the transition
process is equal to the sum of the lengths of all possible
cycles 24797=2', The distribution of the duration of the
transient process depends on the value of the control
parameter » and is uneven (Fig. 8). It follows from the
simulation results that the maximum duration of the
transition process is limited to (2Lmax 4 Lmax )-

According to the Kerckhoffs principle, the attacker
knows everything about the encryption method except the
keys. Therefore, rejecting the transitional process to
increase the security of a chaotic cipher, as, for example, is
proposed in  pioneering works on chaos-based
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FIG. 8. Histogram of the distribution of the duration of transient
processes: (a) at =4, (b) at r=4—272% (c) at r =4 —
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cryptography [7,9] is meaningless. If an attacker breaks the
cipher with a brute-force attack, the key for him will be the
values of the parameters and the initial conditions of the
chaotic system at the time of encryption.

As shown in works [14-15] (mostly at a qualitative
level), due to dynamic degradation, the repetition period of
pseudo-chaos is very small compared to the maximum
possible.

IV. CONCLUSION

In the work, the periodicity of pseudo-chaotic
implementations in fixed-point calculations is studied
using the example of a logistic equation. It was established
that with 32-bit represented numbers (three bits - the whole
part, 29 bits - the fractional part), the maximum length of
the observed cycle is L, < 2% iterations, and the space
of possible states of the chaotic system after the completion
of the transition process is limited S = 2* different
numbers. Histograms of the duration of transient processes
preceding the exit of the trajectory into a cyclic orbit are
constructed. It was found that the maximum durations of
the transition process do not exceed (2L,4x » 4 Limax )- The
paper also demonstrates and substantiates the expediency
of using a dynamic threshold when forming binary
sequences based on chaotic numbers using the threshold
method. It is shown that the criterion for the balance of the
binary representation of chaotic sequences enables the
optimal choice of the number of high-order bits that must
be discarded in order to obtain a uniform distribution.
Approaches to increase the cyclicity of period of digital
implementations of chaotic systems are analyzed. It is
shown that the period of the external disturbance must be
coordinated with the durations of the cycles observed in the
chaotic system.
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MepioguyHicTb LMPpPOBOI peanisauii NOriCTUMHOTO
piBHAHHA. YacTuHa |

Oner Kpynikoscbkuii >3, Cepriii Faniok®
llHTerpoBaHuit LEHTP AOCAIAXKeEHb, PO3PO6OK Ta IHHOBALN Y ranysi nepeoBux maTtepianis, HAHOTEXHONOFIN | PO3MNOAJNEHMX CUCTEM ANA
BUTOTOB/IEHHA Ta KepyBaHHA, Cy4aBcbKuli yHiBepcuTeT iMmeHi LUTedaHa yen Mape, 720229 CyyaBa, PymyHis

2daKy/IbTET eIEKTPOTEXHIKM Ta KOMIT IOTEPHMX HayK, CyuyaBCcbKuUM yHiBepcuTeT imeHi CTedaHa yen Mape, 720229 Cyuyasa, PymyHis
3Kadeapa pagioTexHiku Ta iHpopmauiiHoi 6e3nekun, YepHiBeLbKUiA HalioHanbHUI yHiBepcuTeT iMeHi KOpia deabkosuya, YepHisui, YkpaiHa

*ABTOp-KOpecnoHAeHT (EnekTpoHHa agpeca: o.krulikovskyi@chnu.edu.ua)

AHOTALLIA Mpu nepexodi A0 anapaTHO-NPOrpamHoI peanisauii npouecie Ha 6a3i EOM BHAcniAOK 3MEHLUEHHSI MHOXWHU
MOXX/IMBUX CTaHiB XaOTU4YHi CUCTEMM BTPaAYalOTb «XAOTUYHICTbY», a iX peani3auii € NCeBAOXaOTUYHUMMU | UMKAIYHUMW.
BianoBigHO Le € 0cO6ANBO BaKAMBMM MNpU Po3pobLLi HOBMX A0AATKIB Ha 6a3i HENiHIMHUX cucTeM B ranysi KOMyHiKauii Ta
iHbopMmaLiHKUX TexHosoriln. Mpobnema nepioAMYHOCTI XaOTUUYHMX CUCTEM MpPWU MPOrpamMHin peanisauii 6esnocepeaHbo
BM/IMBAE HA KpuntorpadiyHy CTIMKICTb Ta CKAAAHICTb aTaku rpyboi CMAN Ha XaOTUYHI anropuTMu WndpyBaHHA. Y poboTi Ha
NPWKNaZLi NOFICTUYHOrO PIBHAHHA BUBYAETHCA NEPIOANYHICTb NCEBLOXA0TUYHMX peani3aLin Nnpyu 0bYncieHHsX 3 GpikcoBaHO
Komolo. BcraHoBneHo, wo npu 32-6iTHomy npeacTasieHi uncen (Tpu 6itm - wina yactmHa, 29 6it - ApoboBa YacTmHa)
MaKCMMabHa OBXMHA LIMKY, L0 CMOCTEPIFraBCA CTAHOBUTb Ly,q, < 2% iTepalliii, a NpocTip MOM/IMBUX CTaHiB XaOTUUYHOI
CUCTEMM MicnA 3aBepLUEHHA NepexigHoro npouecy 06MmexyeTea S ~ 24 pisHux uncen. MobyaoBaHO FicTOrpamm TPUBAOCT
nepexifHWX NPoOLECiB, WO NepeaytoTb BUXOAY TPAEKTOPIi Ha UMKAIYHY opbiTy. BUABNEHO, WO MaKcMMasbHi TPUBAIOCTI
nepexigHoro npouecy He nepeBUwyTs (2Lyay,4 Limayx). TakoX y poboTi MpoaeMoHCTpOBaHO Ta O6rpyHTOBAHO
OOUINbHICTb BUKOPUCTAHHA AMHAMIYHOFO Nopory npu ¢opmMyBaHHI ABIMKOBUX MOCNIAO0BHOCTEN HA OCHOBI XaOTUYHMX Yncen
NnoporoBum MeToZoM. [MoKasaHo, WO KpuTepid 36anaHCOBAHOCTI ABIMKOBOTO MOAAHHA XAaOTUYHMX MOCNILOBHOCTEN,
YMOXK/IMB/OE ONTUMANbHUIA BUBIP KiNbKOCTI cTaplumnx BiT AKi HEOOXiAHO BIAKMHYTU WO6 OTPMMATK PIBHOMIPHUI PO3noAin.
MNpoaHanisoBaHo Niaxoam Wopao 36inbleHHA nepiody NOBTOPEHHA LMbPOBUX peanizauii XaoTMYHUX cuctem. MoKasaHo, Lo
nepiog, 30BHILWHbOrO 36ypeHHsA HeobXiAHO y3rofAKyBaTi 3 TPUBAZIOCTAMM LIMKAIB, LLO CNOCTEPIratloTbCA Y XaOTUYHIM cUCTEMI.
Pe3ynbTaT pob0TU NOKA3YIOTb 0BMEKEHHA XaOTUUYHMX CUCTEM, L0 HEOBXiAHO KOPEKTHO BPaxoBYyBATW NpU iX 3aCTOCYBaHHI B
Kpuntorpadii.

K/1TIO4YOBI C/IOBA nepioguyHicTb, 4acoBi paau, IOriCTUYHE BiZobparkeHHs.
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