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ABSTRACT This paper explores a classic problem in transport network research: the analysis of networks with specified
total traffic values for each node. We employ linear algebraic methods to derive a comprehensive set of solutions, ensuring
statistical reliability and enabling robust analysis of the results. A mathematical model is presented for determining
solution sets in fully connected, loop-free networks with three and four nodes. Based on this model, we developed
software to calculate the statistical distribution of entropy values within the network. Furthermore, we investigate the
statistical properties of information flow entropy for networks with and without constraints that permit uniform flow
distribution. This characteristic holds practical significance for analyzing network dynamics and predicting flow
redistribution processes from initial unbalanced states, which inherently proceed towards higher entropy. The findings
presented in this paper hold additional practical implications for network imbalance detection and adaptability to diverse
network topologies. The results can serve as a foundation for algorithms designed to quantify the degree of network
imbalance induced by substantial external influences that do not significantly alter the overall network load. This capability
proves particularly valuable in identifying covert DDoS (Distributed Denial of Service) attacks that aim to reduce network
bandwidth by supplanting legitimate traffic. While the proposed method has been demonstrated on fully connected
networks, it demonstrates potential for adaptation to networks with a wide range of topological structures. This includes
networks with partial connectivity or loosely connected networks, which constitute a significant proportion of real-world
networks. The significance of the method is further amplified by advancements in cloud computing technologies, which
offer substantial computational power and enable the accumulation of extensive statistics regarding information flow
distributions across networks of diverse purposes. Such advancements create opportunities for the integration of the
developed network analysis technique with machine learning and artificial intelligence technologies, fostering enhanced

automation, scalability, and adaptability.
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I. INTRODUCTION

etwork science unlocks powerful tools to
N understand real-world systems brimming with

interconnected nodes and dynamic flows. The
intricate dance between network structure and information
exchange determines both resilience and efficiency,
shaping the function of systems like the Internet,
transportation networks, and even the brain [1-5].

Qquantitative analysis of network states is very often
reduced to problems related to two-dimensional matrices,
in which there are restrictions on the values of these flows.
Over the past few decades, numerous studies have explored
network analysis using sophisticated mathematical tools
from topology and tensor analysis [6, 7]. These efforts have
yielded diverse theoretical frameworks and approximation
methods for characterizing network behavior, which are
successfully applied to networks of various origins, and
which can be combined by specifying the term "transport
network".

The purpose of the work is to develop an algorithm for
determining network entropy based on a system of integer
solutions that satisfy the condition of equality of input and
output flows in each node of a given set of integer values.
Entropy is an important indicator of the state of equilibrium
of natural systems, and it has values for determining the

direction of processes in such systems. The concept of
entropy and its application to structural analysis was
transferred to artificial systems that arise in economic and
financial problems [8]. The importance and performance of
algorithms using entropy has led to fundamental research
related to the general structure of systems and their
dynamics, where systems are represented by complex
entities consisting of nodes and connections between them
[9, 10].

Next, we will consider that each node of the network is
an equal participant and can be both a source and a receiver
of the information flow. In this case, the matrix of
information flows has the form of a square matrix of
dimensions n X n.

Il. FORMULATION OF THE PROBLEM

The rows of the matrix assigned to the values of the
incoming traffic at each node, and the columns of the
values of the outgoing traffic for each node of the system.
Another simplification of the problem is the absence of
loop flows (if the node simultaneously receives and
generates an information flow). This means that the
diagonal elements of the matrix of information flows are
equal to zero. Then for the matrix of information flows of
dimensions n X n:
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0 f1,2 f1,n—1 f1,n
f2,1 0 fz,n—1 fz,n
A, = : : , (1)
fn—1,1 fn—1,2 0 fn—l,n
fn,l fn,Z fn,n—l 0

where f; ; — information flow between nodes i and j.

The system of linear equations connected information
flows of sources and destination nodes will have the
following form:

0+ fiofix = Z?:1f1,j =5
fo1+t 0 for = Zfﬂfz,j =5;

fee1a + feerz o fr-1k = Zf=1 fie-1j = Sk-1
fex + fiz"0= Z?:lfk,j =Sp
0+ fon " fr1 = Z?zlfm =d,;
fiz 0 fia= Z?zlfj,z =d,

2)

fiie-1+ fag-1 fra = Z?zl fik-1= di-1
fik + for 0= Z?=1fj,k =dy

The coefficient in (2) are restricted to the values -1, 0,
and 1. Notably, this system has n? — n unknown variables,
of the 2-n— 1 equations of the system, since exhibits
linear dependence on the remaining equations, as
mathematically expressed below:

Sl+"-+5k=5

Therefore, there are only m=k?—-3-k+1
independent variables among the solutions of (2). The
value of S means the total load of the network.

I1l. MATHEMATICAL MODELS FOR INFORMATION
FLOWS AND CALCULATION OF ENTROPY

To lay a foundation for modelling more intricate
networks, we commence by examining a network
comprising three nodes (k = 3). This network possesses
six variables (k(k — 1) = 6), representing the potential
flows between each pair of nodes. Thus, the flow matrix of
the system with aforementioned constrictions has the
following form:

[0 fi2 fis
As=|fzn 0  fo3 “4)
f31 fz2 O
The system of linear equation for three nodes is next:
fiz+fiz =51
foz + o3 =52
+ =S
{ f3,1 f3,2 3 (5)
fortfia=dy
fiz + f32=d;
fiz+ f23 =d3

The system (5) was solved by algorithm described in
detail in [11]:
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dz —1
51 —d, 1
d1 - S3 _1

\d2+d3_51/ _1
0 1

where the only independent parameter A must satisfy the
constraints:
{Amin = max{d, — s,53 — dy,0} 7
Amax = min{dy, d; + d3 — 51,53}
Next, we write down the matrix of information flows

for a network without loop flows, which is formed by four
nodes:

X A, ()

0 f1.2 f1.3 f1.4
_ f2.1 0 f2.3 f2.4-
MAl=1e" £, 0 fus ®

f4.1 f4-.2 f4-.3 0

Solutions of this task are as follows:

fiz dy—(S3+5,) + A, + A3 + A, + Ag
fis dy+d3—S;+ 4 —A3— A — 45
fia dy— (A1 + 43)

f2a di — (A3 + 44)

fa3 S;—dy— A+ A+ s

faa | _ A

for | A4 &)
f32 53— (A + A4)

f3a A,

faa A3

faz s — (A3 + 4s)

faz As

where A = (44,15, 43,44, 45) is a vector of independent
variables with the following constrains (10) and (11):

0<As<d,
0< A3 <54 — 45
0<A,=<d;— 13, (10)
0<A, <s3— 4,
0 <d,— 4,
Ay + A3 + A4+A5 = 53 + 5, — d,
M=—A3—A—As=2s,—(dy+d3). (11

_2.1 +A3 +A42d1_52

Based on the solution of the system (9) with restrictions
(10) and (11) the entropy of the network can be calculated.
The entropy can be found by using the logarithmic measure
of flows normalized by the total load of the network S [12]:

fij fij
H(llAlD) = -3, 2, 2 10g, (), (12)

s
where S is a summary network flow.

One of the most important parameters which
determines an equilibrium state is the value of the entropy.
If any system can freely change its internal state the
entropy should come to the maximum value. We use the
same analogy for telecommunications networks. At the
same time, the network with the maximum entropy is the
network with the maximum balanced load, which is
distributed as far as possible so that all branches are loaded
almost equally.
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The problem of determining the entropy and finding its
optimal value as well as configuration of the network can
also be solved using an analytical method grounded in the
complete set of a system’s solutions. In doing so, we can
exploit the fact that the network has some set of
independent variables {4;} that determine all the other
flows || fU” We give an analytical expression for the
entropy of a three-node network, which is a function of
only one independent A:

H3 _ H(/D _ _sl—tz2+/1 lng (51—d2+/1) _

N
d1—53—ll dq—s3—21 _ dz—/ll dy—2 _
it (;ff’i)(_ )lg f()) )
A A s ’ §
$log2 (5) (13)

This model enables the determination of the maximum
entropy value by locating the stationary points of the
function H(A). To address the constraint (7), we can
leverage the following variable transformation [13]:

5 ! Amin | Amax—Amin 24
1= t(ﬂmaxﬂﬂ'min'l) — max‘z" min max2 min | -

(14)

Entropy can now be expressed in terms of a new
variable using the composition of the function that defines
it and the transformation function: H; = H (A) =

H (t(ﬂ,max, Ains Z)). The this

transformation is that the new parameter is unbounded and
can be defined on the entire set of integers.

IV. OBTAINED RESULTS AND THEIR ANALYSIS

An obvious parameter of the problem is the total
information flow in the network, which is traditionally
measured in erlangs (3). But it is also obvious that the
network can be in an unbalanced state in advance, if
different requirements for the total incoming and outgoing
traffic are set for each of the nodes. Firstly, let’s analyze a
uniformly distributed load of the network. This is a case,
when all loads in every node are equals:

advantage  of

S = S/k
Then, all flows are equal also:
Si N
fii =35 = @ (16)
In this case, the entropy has the maximum value:
Hk,max = lng (kz - k) (17)

The entropy of a system with three equivalent nodes
and summary traffic S = 300 is shown in Fig. 1.

BT T T

Entropy. bit
~»

|
0 50 100 150
State of the network

FIG. 1. Entropy of the balanced network with n =3 and
S =1000.
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In this scenario, entropy exhibits characteristics similar
to that of a system comprising two states forming an event
group.

If the network becomes less balanced, then it is obvious
that its maximum entropy decreases to the smallest
possible value of 0 (not shown on Fig. 1).

The dependences of the number of states (different
solutions) and entropy for different states of the network
are shown in Fig. 2. For the entropy graph if the specified
load conditions in the network allow multiple solutions,
then the largest entropy value is indicated.

300
200+

100

Number of states

0

6 8 10 12 14 16

Entropy, bit

6 8 10 12 14 16
State of the network

FIG. 2. Entropy and number of states of the unbalanced network
withn = 3 and S = 1000.

Among all the states of the network, the state with the
maximum entropy value, when the flows are evenly
distributed among all nodes, is the most. In this particular
case, the entropy according to formula (17) is equal to
log,(6) = 2.6.

Based on the obtained results, the entire set of possible
states can be obtained (microstructural analysis of the
entire network). This makes it possible to analyse the
network from the point of view of uniform loading of all
its branches, to exclude unjustified underloading of
equipment in one part of it, and, conversely, excessive load
on other nodes and devices of the system. Another possible
advantage is that the determination of the microstate of the
network and its deviation from the equilibrium state, which
is characterized by the maximum entropy, provides the
possibility of dynamic analysis, which shows the possible
direction of changes in the flows in the network to a state
of more uniform load. Determining microstates of the
network, which is in a state close to equilibrium, provides
an opportunity to identify problem areas in the network,
where there is an unpredictable decrease or, conversely, an
increase in the value of the information flow. Such problem
areas in the network can be related to the points of
occurrence of cyber threats in real telecommunication
systems.

V. CONCLUSION
The work developed an algorithm for determining the
set of microstates of a network that has a given load of
incoming and outgoing traffic in each of its nodes. Unlike
previous works, the algorithm determines microstates of
networks where there are no loop flows, which brings it
closer to the possibility of real application. Based on the
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developed algorithm, software for its implementation was
created, and results were obtained for networks with three
and four nodes. Another important result is obtaining
analytical expressions for the entropy of the entire network,
which determines its equilibrium state. It is shown that for
a network of three nodes, the entropy resembles the
classical entropy model obtained for Markov sources with
two states, for which the dynamics of the system is
determined by the probability of transition from one state
to another. Based on this, the possibility of implementing
algorithms based on entropy for the analysis, synthesis and
control of telecommunication systems was analysed.
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MoTtoku iHpopmauii B mepexi 3 o0bmeKeHHAMM KinbKoCTi
NOTOKIB, A,03BOJIEHUX Ha KOXXHOMY BY3Ai

Pycnan MNonitaHcbkuit®, Cepriit Fantok

Kadeppa pagiotexHiku Ta iHbopmauiiiHoi 6e3nekun, YepHiBeLbKuMit HaLiOHaNbHWUIA yHiIBepcUTET imeHi HOpia ®eapkoBuya, YepHisui, YkpaiHa

* ABTOp-KopecnoHAeHT (EnekTpoHHa agpeca: r.politanskyi@cnnu.edu.ua)

AHOTALLIA Y poboTi po3rnsgaerbca KnacuyHa npobaema aHanisy TPAHCMOPTHUX MepeXK, 30Kpema, BMBYAETbCA CTPYKTYpa
Mepex 3 ypaxyBaHHAM nepeabayeHnx obcaris Tpadiky 4a KOXKHOIo By3/a mepesKi. Y poboTi NponoHYeTbcA MaTemaTU4Ha
MOZeNb A1 BU3HAUYEHHA pilleHb Yy NOBHICTIO 3B'A3aHMX Mepeskax 6e3 netesb, AKi CKNafatoTbCA 3 TPbOX Ta YHOTUPLOX BY3iB.
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Ha ocHoBI i€l mogeni po3pobaeHo nporpamHe 3abesneyeHHa 418 OLiHKM CTaTUCTUYHOrO PO3NoAiny eHTponii y mepexi.
[oaaTKoBO NPoBeAEHO JOCAIAKEHHA CTATUCTUHHUX XapPaKTEPUCTMK EHTPONIT MOTOKY iHPpOopMaLLii B Meperkax 3 06MeXEHHAMM
Ta 6e3 HuX, WO [03BONAE PIBHOMIPHO PO3MOAINATU MOTIK iHPopmauii. Lia aHani3 mae NpakTMYHE 3HAYEHHS A5 BUBYEHHS
AMHAMIKM Mepexi Ta nepepbayeHHA npoLeciB NMepepo3noginy NOTOKY 3 MOYaTKOBMX He3banaHCOBaHMX CTaHiB, AKi
cnpsAMoBaHi Ha 36inblieHHA eHTponii. Y cTaTTi nNpuBefAeHi BUCHOBKM, AKi MOXYTb MaTW MPAKTUYHE 3aCTOCYBaHHA A/A
BUABJIEHHA AWUCHanaHcy B Mmepexi Ta aganTauii o pisHUX Tononorin. OTPUMaHi pesyabTaTi MOXKYTb OYTU BUKOPUCTaHI Ans
PO3p06KM aNropUTMIB, AKI BUSHAYaIOTb CTYMiHb AnCcHaNaHCy Mmepesxi, Wo BUHWUKAE BHAC/IAOK 3HAYHMX 30BHILLHIX BN/IMBIB, AKi
HEe3HaYHO 3MiHIOIOTb 3arajibHe HaBaHTaXKeHHA Ha mepexy. Lle 0c06/11MBO aKkTyanbHO A4 BUABAEHHA NpUXoBaHUX aTak DDoS,
CNPAMOBAHMX Ha 3HUKEHHA MPONYCKHOI 34aTHOCTI MepeXki Yepes 3amiHy ieranbHoro Tpadiky. 3anpornoHoBaHWi meToa 6yno
BMNPOOYBaHO Ha MOBHICTIO 3B'A3aHMX MeperKax, ane Moro moTeHLuian aganTauii 4O PiI3HOMAHITHUX TOMONOTIYHUX CTPYKTYP,
TaKMX AK MepeXKi 3 YaCTKOBMM MiAKNIOYEHHAM abo cnabKo NiAKAYEH] MEPEXKi, TAKOXK AONYCKAETbCA. BpaxoByroun nporpecy
TEXHOOFAX XMapPHUX 064MCaeHb, AKi 3a6e3neyytoTb 3HaYHY 064YMCIOBANbHY MOTYXKHICTb, | 34aTHICTb HAKONMYYBaTW OBLWIMPHI
CTAaTUCTUYHI [aHi, MeTod MoXKe ByTW iHTEerpoBaHUM i3 TEXHONOTIAMM MALIMHHOTO HaBYaHHA Ta LITYYHOTO iHTENEKTY, Lo
cnpusTMMe aBTOMaTU3aLii, MaclTaboBaHOCTI Ta a4anTUBHOCTI B aHani3i mepexi.

K/IIDYOBI C/IOBA iHpopmaLiiiHi NOTOKM B Mmepeki, MeTo Mayca, cucTema po3B’asKiB NiHIMHWUX PiBHAHD.
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