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ABSTRACT In this paper, simulation and hardware implementation of the device for generating chaotic signals based on
logistic mapping using microcontrollers of the PIC18 series was carried out. The operation of the device was investigated in
the mode of generating chaotic oscillations at different values of the control parameter A. By certain hardware and
software modification, this generator can be used as a voice signal encryption The results of simulation and experimental
studies confirm the possibility of using PIC18 microcontrollers for the implementation of chaotic oscillation generators
based on discrete mappings, as well as using these controllers in the hardware implementation of language information

encryption devices.
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I. INTRODUCTION

t present, modern information and
Atelecommunication systems, due to large volumes

of circulating information, require high reliability
and communication security. Ensuring the protection of
transmitted information in these systems is possible by
encrypting information using pseudorandom sequences.
Currently, there are many algorithms for generating
crypto-resistant pseudorandom sequences (PRS), in
particular: based on elliptic curves, cellular automata,
deterministic chaos theory [1-3]. The main feature of
chaotic signal generators, which are implemented on the
basis of chaos theory, namely discrete mappings, is high
sensitivity to changes in initial conditions [1-3].

Il. STUDY OF SOURCES OF CHAOTIC OSCILLATIONS
IN DISCRETE SYSTEMS

In some methods of encryption and information
protection, chaotic or pseudorandom sequences (PRS) can
be used as key sequences or hamming sequences, whose
generation algorithms are implemented on the basis of
chaos theory, in particular, discrete mappings [1-4]. One
of the simplest discrete mappings used to generate
sequences is a one-dimensional discrete mapping called
the logistic equation, which is described by the following
formula [3-5].

xn+1 :}“.xn(l_xn) (1)

where: A is control parameter, X, is the initial condition
for generating sequences, X, € (0;1).

Depending on the value of A, the generated
oscillations can be periodic, quasi-periodic or chaotic [3].
It was established that for the logistic mapping at

A > 3.56 amode of chaotic oscillations is observed.

From the bifurcation diagram (FIG. 1) of the logistic
mapping it can be seen that at A > 3,56 the period

doubling bifurcation has a high frequency, which
indicates the chaotic nature of the oscillations [3].

The results of studies of the statistical characteristics
of the generator based on the logistic mapping using the
NIST STS 2.1.2 test package have shown that the
sequences generated on the basis of the logistic mapping
have satisfactory statistical characteristics in the range of
values of the control parameter A € [3,8 - 4] (array for
research was 10° bits).

Another key feature of this generator, which provides
a large array of generated output sequences, and,
accordingly, the stability of the generator, is high
sensitivity to changes in the initial parameters (in this case
of the accuracy of entering the values of the initial
condition x, and control parameter 1).

I1l. SIMULATION OF THE OPERATION OF THE
GENERATOR OF CHAOTIC OSCILLATIONS

We will simulate the generator of chaotic oscillations
based on the logistic mapping in the LabView 2010
environment with different values of the initial condition
X and the control parameter A € [3,7 - 4]. The simulation
results are shown in FIG. 2.

The simulation results showed that when the control
parameter A increases, the oscillation period doubles. At
values of A from 3.57 and more (Fig. 2 a, b), chaotic
behaviour begins, and the doubling cascade ends [4-7].
Small changes in the values of the initial condition or the
control parameter lead to large differences in the
behaviour of the system over time, which is the main
characteristic of chaotic behaviour [4-7].
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IV. HARDWARE IMPLEMENTATION OF THE GENERATOR
OF CHAOTIC OSCILLATIONS ON A MICROCONTROLLER

We will conduct a study of the possibility of using
PIC18 microcontrollers for the hardware implementation
and based on discrete mappings. The use of a modern data
base (microcontrollers, FPGAs, etc.), provides an
improvement in the weight and size indicators of devices,
an expansion of the functionality of such devices and an
increase in the speed of data processing [4,7,8,9].

This paper proposes a hardware implementation of a
chaotic signal generator based on logistic mapping using a
PIC18F2550 microcontroller, as well as the possibility of
implementing devices for encrypting speech information
on their basis.

Structural diagram of the developed generator is given
in FIG. 3.

The basis of the device is a DD1 PICI8F2550
microcontroller with a built-in 10-bit ADC, which
performs the functions of a hardware programmable core
for generating sequences according to a certain algorithm.

Amplitude

FIG. 2. System simulation at different values of parameter A:
a) A=3.75; b) A=3.94.
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FIG. 3. Structural diagram of the generator of chaotic signals.
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FIG. 4. Electrical schematic diagram of the generator of chaotic signals.

Electrical schematic diagram of the generator is given
in FIG. 4.

To generate chaotic signals, the logistic mapping (1) is
used with the values of the control parameter
A € [3.56+4] [1-6]. As an algorithm for generating
signals, another type of discrete mapping, such as a
display awning or the like, can also be used.

The crypto resistance of the device is determined by
the key space for generating sequences, which is the value
of the logistic mapping parameter A and the value of the
initial condition x,. The volume of the key space will be
determined by the formula [4] :

N = (10" 2
where 7 is the accuracy of entering the control parameters
and the initial condition (number of decimal places).

The values of the initial condition X, and the
parameter A are set when programming the
microcontroller. The generation of a chaotic signal based
on a given equation is carried out at the software level.
The program for the microcontroller is written in the C
programming language. The algorithm of the program is
shown in the Figure. In FIG.5, the dashed line shows the
possibility of modifying the firmware of the
microcontroller to implement the speech information
encryption device (according to the diagram in FIG.3.)
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The device (unit) for matching interfaces is made on a
DD2 chip (MAX232) and is intended for communication
of the device with a computer via the RS232 port) for
control (with the possibility of loading the control
program of the microcontroller using the “bootloader”).

The generator and all its components are powered by a
voltage of +5V, so the integrated stabilizer DALl
(LM7805) is used in the circuit to obtain a stable supply
voltage. The operating mode of the device can be selected
using a pair of switches K1, K2. The device can work in
one of the following modes:

1. Generator mode. In this mode, an analogue chaotic

a

ou:) 18 generated according to the programmed

signal (U
generation algorithm. The required value of the control
parameter A (in the range A € [3.56+4]) for generating

signals is set by the variable resistor R4. It is also possible
to generate a digital serial code (digitized signal) (U :ut ).

2. PC connection mode, with the possibility of
programming and code transmission through the RS-232
interface.

Simulation of the operation of the proposed generator
was carried out in the Proteus 7.2 software environment.
The results of simulating the operation of the generator at
the value of the control parameter A = 3.97 are shown in
FIG.6.
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FIG. 6. An example of generator simulation in the Proteus 7.2
environment.

The test version of the device was assembled on a
breadboard. The appearance of the layout of the
developed signal generator is shown in FIG.7.

FIG. 7. Appearance a), b) of the generator layout.

The output signals of the generator were studied in the
mode of generating an analog chaotic signal at the output
of the DAC (R-2R matrix) using a Tektronix TDS1012
digital oscilloscope at different values of the control
parameter A. FIG. 8 and FIG.9 show the signals generated
at the values of the control parameter A = 3.84 and A =
3.97 (chaotic mode) and their corresponding spectral
representation.
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b)

FIG. 8. View a) and spectral representation of the generated
signal b) at the value of control parameter A = 3.84.

b)

FIG. 9. View a) and spectral representation of the
generated signal b) at the value of control parameter A =
3.97.
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From the experimentally obtained generated signals
and their spectrograms (FIG.8 and FIG.9), it can be
concluded that the results of simulating the operation of
the generator are confirmed by experimental studies, and,
therefore, this generator can be used for the development
of crypto-resistant information transmission systems as a
source of masking signals.

V. IMPLEMENTATION OF LANGUAGE INFORMATION
ENCRYPTION DEVICES

Also, through certain hardware modification and
software modification, this generator can be used for the
development of speech signal encryptors and for the
practical implementation of scramblers [8-12].

Encryptor mode. This mode can be provided by
adding the appropriate elements (or units) to the circuit
and modifying the firmware of the microcontroller (in
FIG.3 and FIG.5 the corresponding elements are marked
with a dotted line). In this mode, language information is
processed using a microcontroller.

The filtered speech signal from the microphone is
amplified and fed to the ADC input of the
microcontroller, which digitizes it with a sampling
frequency of 8 kHz.

The digitized speech information m; is added modulo
2 to the chaotic sequence p; generated on the basis of

logistic mapping, forming an encrypted sequence
(encrypted speech information) s;:
s, =m, ®p, A3)

At the same time, the device can also work in
decryption mode (on the receiving side).

The process of deciphering information takes place in
the reverse order by adding modulo 2 encrypted speech
information to the elements of a chaotic sequence, which
are generated on the receiving side using a similar logistic
equation with the same values of the initial condition X
and the control parameter A.

After decoding, the received language information is
transmitted to an external DAC, consisting of an R-2R
matrix and the keys of the output port of the
microcontroller. From the DAC output, the analog signal
is transmitted through the low pass filter and the output
low frequency amplifier to the audio output.

FIG. 10 and FIG. 11 show the results of the modified
signal generator operation (in the speech information
encryptor mode).

FIG. 10. Input information signal.
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b)

FIG. 11. Appearance a) and spectral representation b) of the
encrypted speech signal at the value of the control parameter A =
3.97.

The conducted studies of the device confirmed the
possibility of using the PIC18F2550 microcontroller for use
in devices for generating chaotic signals and encrypting
speech information with the aid of modern crypto-resistant
algorithms.

Communication systems developed with the use of such
a generator will have sufficient crypto resistance, which is
ensured by the presence of a large number of keys (accuracy
of entering the initial condition X and the control parameter
M) for generating chaotic sequences.

VI. CONCLUSION

In this paper, simulation and hardware implementation of
the device for generating chaotic signals based on logistic
mapping using microcontrollers of the PIC18 series was
carried out. The operation of the device was investigated in
the mode of generating chaotic oscillations at different
values of the control parameter A. By certain hardware and
software modification, this generator can be used as a voice
signal encryption device. The obtained results of simulation
and experimental studies confirm the possibility of using the
PIC18F2550  microcontroller ~ for  the  hardware
implementation of generators of chaotic oscillations and
devices for encrypting speech information based on discrete
mappings. The proposed device can be used both separately
for signal generation and for hardware implementation of
speech signal encryption devices, scramblers and crypto-
resistant information transmission systems based on chaos.
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BUKOpUCTaHHA MiKpOKOHTponepis Tuny PIC18
ANA reHepyBaHHA XaOTUYHUX CUTHANIB HA OCHOBI
NoricTUYHOro BiaobparkeHHA

OneKkcaHap l'per*, AHpApiit Bepura Ta FanunHa NlactiBKa

Kadeapa pagiotexHiku Ta iHdopmauiiHoi 6e3nekn, YepHiBeLbKWiA HaLioHaNbHUI yHiBepcuTeT imeHi 0pia ®eabKoBmya, YepHiBui, YKpaiHa
*ABTOp-KOpecnoHaeHT (EnekTpoHHa agpeca: o.hres@chnu.edu.ua)

AHOTALLIA B gaHin poboTi npoBeaeHe MoAe/t0BaHHA Ta anapaTHa peanisauif NPUCTPOLO reHepyBaHHA XaoTUYHUX CUTHANIB
Ha OCHOBI /IOTICTUYHOIO BiA06PANKEHHA i3 BUKOPUCTAHHAM MiKPOKOHTpo/iepiB cepii PIC18. MopentoBaHHA reHepaTtopa
XaOTUYHUX KO/MMBaHb Ha OCHOBI NIOMCTUYHOIO BigOBPaXKeHHA MpoBoAaMnocb B cepegosuuli LabView 2010 npu pisHux
3HAYEHHAX NOYaTKOBOI YMOBU X, Ta NapameTpy KepyBaHHA A € [3,7 - 4]. PoboTy MpUCTPOO OOCNIAMKEHO B PEXUMI
reHepyBaHHA XaOTUYHUX KO/IMBAHb NPU PI3HUX 3HAYEHHAX NMapameTpy KepyBaHHA A. Pe3ynbTaTv moAentoBaHHA NOKasanu,
Wo npw 36inblIeHHI NapameTpy KepyBaHHA A BigOyBa€TbcA MOABOEHHA Nepiody KO/MBaHb, a MpW 3HAYeHHAX A Big 3,7 i
6iNblle NOYMHAETLCA XaOTUYHA NOBEAiHKa, a Kackad NoABOEHb 3aKiHUYETbCA. OTXKe HeBeIMKi 3MiHW B 3HAYEHHAX NOYaTKOBOT
ymoBM abo mapameTpy KepyBaHHA NpPU3BOAATL A0 BEMKUX BigMIHHOCTEN NOBEAiHKM CMCTEMM B Yaci, LLO € OCHOBHOMO
XapaKTEPUCTMKOI XaOTUYHOI NoBeAiHKM. B poboTi 3anponoHOBaHO TAKOX amapaTHy peasnisalilo reHepatopa XaoTUYHUX
CMTHaniB Ha OCHOBI NOrCTUMHOrO BigOBOPaXKeHHA 3 BMKOPUCTAHHAM MiKpoKoHTponepa PIC18F2550, npuBeaeHi cxema
€NEKTPUYHA CTPYKTYPHA, ENEKTPUYHA MPUHLMMOBA, aAroputM poboTu NporpamHoro 3abesnevyeHHs Ta TECTOBUM BapiaHT
NPUCTPOIO Ha MaKeTHil naaTi. LLnaxom neBHoi moaudiKaLii anapaTHOro Ta NPOrpamHoro 3abesneyeHHs AaHWUiA reHepaTop
MOXKe 6YyTU BUKOPUCTAHWI B AKOCTI NMPUCTPOI WNGPYBAHHA MOBHWUX CUTHaniB. OTpUMaHi pesy/ibTaT MOLENIOBAHHA Ta
eKCMepuMMEeHTaNIbHUX  [OCNIAXKEHb MNiATBEPOXKYIOTb  MOMJ/AUBICTb BUKOPWUCTAHHA MiKpOKOHTponepa PIC18F2550 pana
anapaTHoi peanisauii reHepaTopiB XaOTUYHUX KOAMBaHb Ta MNPUCTPOIB LWKPPYBaHHA MOBHOI iHPOpMaLLi Ha OCHOBI
OMCKPETHUX BigobpakeHb. 3anponoHOBaHUIM NPUCTPIi MOXKHA BUKOPUCTOBYBATU SIK OKPEMO 4/ TeHEPYBAHHA CUrHaNIB TaK
i onA anapaTtHoi peanisauii npucTpois WKdPYBaHHA MOBHUX CUTHA/IB, CKpembaepis Ta KPUNTOCTIMKUX CUCTEM NepesaBaHHsA
iHpopMalLiii Ha ocHOBI xaocy.

KNNKOYOBI C/IOBA reHepaTtop, NoricTUYHe BiaobpaxeHHs, MmikpokoHTpoanep PIC18, wudpaTtop, moBHa iHbopmaL,is, curHan,
CneKTpasbHe NpeacTaBAeHHS.
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