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ABSTRACT In this paper, simulation and hardware implementation of the device for generating chaotic signals based on 
logistic mapping using microcontrollers of the РІС18 series was carried out. The operation of the device was investigated in 
the mode of generating chaotic oscillations at different values of the control parameter λ. By certain hardware and 
software modification, this generator can be used as a voice signal encryption The results of simulation and experimental 
studies confirm the possibility of using PIC18 microcontrollers for the implementation of chaotic oscillation generators 
based on discrete mappings, as well as using these controllers in the hardware implementation of language information 
encryption devices. 
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I. INTRODUCTION 

t present, modern information and 
telecommunication systems, due to large volumes 
of circulating information, require high reliability 

and communication security. Ensuring the protection of 
transmitted information in these systems is possible by 
encrypting information using pseudorandom sequences. 
Currently, there are many algorithms for generating 
crypto-resistant pseudorandom sequences (PRS), in 
particular: based on elliptic curves, cellular automata, 
deterministic chaos theory [1-3]. The main feature of 
chaotic signal generators, which are implemented on the 
basis of chaos theory, namely discrete mappings, is high 
sensitivity to changes in initial conditions [1-3]. 

II. STUDY OF SOURCES OF CHAOTIC OSCILLATIONS 
IN DISCRETE SYSTEMS 

In some methods of encryption and information 
protection, chaotic or pseudorandom sequences (PRS) can 
be used as key sequences or hamming sequences, whose 
generation algorithms are implemented on the basis of 
chaos theory, in particular, discrete mappings [1-4]. One 
of the simplest discrete mappings used to generate 
sequences is a one-dimensional discrete mapping called 
the logistic equation, which is described by the following 
formula [3-5]. 

 nnn xxx  11                       (1) 

where: λ is control parameter, х0 is the initial condition 
for generating sequences, х0   (0;1).  

Depending on the value of λ, the generated 
oscillations can be periodic, quasi-periodic or chaotic [3]. 
It was established that for the logistic mapping at 

56.3  a mode of chaotic oscillations is observed. 

From the bifurcation diagram (FIG. 1) of the logistic 
mapping it can be seen that at 56,3  the period 
doubling bifurcation has a high frequency, which 
indicates the chaotic nature of the oscillations [3]. 

The results of studies of the statistical characteristics 
of the generator based on the logistic mapping using the 
NIST STS 2.1.2 test package have shown that the 
sequences generated on the basis of the logistic mapping 
have satisfactory statistical characteristics in the range of 
values of the control parameter λ   [3,8 - 4] (array for 
research was 109 bits). 

Another key feature of this generator, which provides 
a large array of generated output sequences, and, 
accordingly, the stability of the generator, is high 
sensitivity to changes in the initial parameters (in this case 
of the accuracy of entering the values of the initial 
condition x0 and control parameter λ). 

III. SIMULATION OF THE OPERATION OF THE  
GENERATOR OF CHAOTIC OSCILLATIONS 

We will simulate the generator of chaotic oscillations 
based on the logistic mapping in the LabView 2010 
environment with different values of the initial condition 
Х and the control parameter λ   [3,7 - 4]. The simulation 
results are shown in FIG. 2. 

The simulation results showed that when the control 
parameter λ increases, the oscillation period doubles. At 
values of λ from 3.57 and more (Fig. 2 а, b), chaotic 
behaviour begins, and the doubling cascade ends [4-7]. 
Small changes in the values of the initial condition or the 
control parameter lead to large differences in the 
behaviour of the system over time, which is the main 
characteristic of chaotic behaviour [4-7].   
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FIG. 1. Bifurcation diagram for logistic mapping for values of λ   [3,56;4]. 

 

 
a) 

 
b) 

FIG. 2. System simulation at different values of parameter λ:      
а) λ=3.75; b) λ=3.94. 

 

IV. HARDWARE IMPLEMENTATION OF THE GENERATOR 
OF CHAOTIC OSCILLATIONS ON A MICROCONTROLLER 

We will conduct a study of the possibility of using 
РІС18 microcontrollers for the hardware implementation 
and based on discrete mappings. The use of a modern data 
base (microcontrollers, FPGAs, etc.), provides an 
improvement in the weight and size indicators of devices, 
an expansion of the functionality of such devices and an 
increase in the speed of data processing [4,7,8,9].  

This paper proposes a hardware implementation of a 
chaotic signal generator based on logistic mapping using a 
PIC18F2550 microcontroller, as well as the possibility of 
implementing devices for encrypting speech information 
on their basis. 

Structural diagram of the developed generator is given 
in FIG. 3.  

The basis of the device is a DD1 PIC18F2550 
microcontroller with a built-in 10-bit ADC, which 
performs the functions of a hardware programmable core 
for generating sequences according to a certain algorithm. 

 
 

 
FIG. 3. Structural diagram of the generator of chaotic signals. 
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FIG. 4. Electrical schematic diagram of the generator of chaotic signals. 

 
Electrical schematic diagram of the generator is given 

in FIG. 4. 
To generate chaotic signals, the logistic mapping (1) is 

used with the values of the control parameter  
λ   [3.56÷4] [1-6].  As an algorithm for generating 
signals, another type of discrete mapping, such as a 
display awning or the like, can also be used. 

The crypto resistance of the device is determined by 
the key space for generating sequences, which is the value 
of the logistic mapping parameter λ and the value of the 
initial condition х0. The volume of the key space will be 
determined by the formula [4] : 

N = (10n)2                                (2) 
where n is the accuracy of entering the control parameters 
and the initial condition (number of decimal places). 

The values of the initial condition х0 and the 
parameter λ are set when programming the 
microcontroller. The generation of a chaotic signal based 
on a given equation is carried out at the software level. 
The program for the microcontroller is written in the С 
programming language. The algorithm of the program is 
shown in the Figure. In FIG.5, the dashed line shows the 
possibility of modifying the firmware of the 
microcontroller to implement the speech information 
encryption device (according to the diagram in FIG.3.) 

The device (unit) for matching interfaces is made on a 
DD2 chip (MAX232) and is intended for communication 
of the device with a computer via the RS232 port) for 
control (with the possibility of loading the control 
program of the microcontroller using the “bootloader”). 

The generator and all its components are powered by a 
voltage of +5V, so the integrated stabilizer DA1 
(LM7805) is used in the circuit to obtain a stable supply 
voltage. The operating mode of the device can be selected 
using a pair of switches K1, K2. The device can work in 
one of the following modes:    

1. Generator mode. In this mode, an analogue chaotic 
signal ( a

outU ) is generated according to the programmed 
generation algorithm. The required value of the control 
parameter λ (in the range λ   [3.56÷4]) for generating 
signals is set by the variable resistor R4. It is also possible 
to generate a digital serial code (digitized signal) ( d

outU ). 
2. РC connection mode, with the possibility of 

programming and code transmission through the RS-232 
interface.  

Simulation of the operation of the proposed generator 
was carried out in the Proteus 7.2 software environment. 
The results of simulating the operation of the generator at 
the value of the control parameter λ = 3.97 are shown in 
FIG.6. 
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FIG. 5. Program algorithm. 

    

 
FIG. 6. An example of generator simulation in the Proteus 7.2 
environment. 

The test version of the device was assembled on a 
breadboard. The appearance of the layout of the 
developed signal generator is shown in FIG.7. 

 
a) 

 
b) 

FIG. 7. Appearance a), b) of the generator layout. 
The output signals of the generator were studied in the 

mode of generating an analog chaotic signal at the output 
of the DAC (R-2R matrix) using a Tektronix TDS1012 
digital oscilloscope at different values of the control 
parameter λ. FIG. 8 and FIG.9 show the signals generated 
at the values of the control parameter λ = 3.84 and λ = 
3.97 (chaotic mode) and their corresponding spectral 
representation. 
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a) 

 
b) 

FIG. 8. View а) and spectral representation of the generated 
signal b) at the value of control parameter λ = 3.84. 
 

 
a) 

 
b) 

FIG. 9. View а) and spectral representation of the 
generated signal b) at the value of control parameter λ = 
3.97. 

From the experimentally obtained generated signals 
and their spectrograms (FIG.8 and FIG.9), it can be 
concluded that the results of simulating the operation of 
the generator are confirmed by experimental studies, and, 
therefore, this generator can be used for the development 
of crypto-resistant information transmission systems as a 
source of masking signals. 

V. IMPLEMENTATION OF LANGUAGE INFORMATION 
ENCRYPTION DEVICES 

Also, through certain hardware modification and 
software modification, this generator can be used for the 
development of speech signal encryptors and for the 
practical implementation of scramblers [8-12].  

Encryptor mode. This mode can be provided by 
adding the appropriate elements (or units) to the circuit 
and modifying the firmware of the microcontroller (in 
FIG.3 and FIG.5 the corresponding elements are marked 
with a dotted line). In this mode, language information is 
processed using a microcontroller.       

The filtered speech signal from the microphone is 
amplified and fed to the ADC input of the 
microcontroller, which digitizes it with a sampling 
frequency of 8 kHz.  

The digitized speech information mi is added modulo 
2 to the chaotic sequence pi generated on the basis of 
logistic mapping, forming an encrypted sequence 
(encrypted speech information) si:  

iii pms                               (3) 

At the same time, the device can also work in 
decryption mode (on the receiving side).  

The process of deciphering information takes place in 
the reverse order by adding modulo 2 encrypted speech 
information to the elements of a chaotic sequence, which 
are generated on the receiving side using a similar logistic 
equation with the same values of the initial condition Х 
and the control parameter λ. 

After decoding, the received language information is 
transmitted to an external DAC, consisting of an R-2R 
matrix and the keys of the output port of the 
microcontroller. From the DAC output, the analog signal 
is transmitted through the low pass filter and the output 
low frequency amplifier to the audio output.  

FIG. 10 and FIG. 11 show the results of the modified 
signal generator operation (in the speech information 
encryptor mode). 

 
FIG. 10. Input information signal. 
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a) 

 
b) 

FIG. 11. Appearance а) and spectral representation b) of the 
encrypted speech signal at the value of the control parameter λ = 
3.97. 

The conducted studies of the device confirmed the 
possibility of using the PIC18F2550 microcontroller for use 
in devices for generating chaotic signals and encrypting 
speech information with the aid of modern crypto-resistant 
algorithms. 

Communication systems developed with the use of such 
a generator will have sufficient crypto resistance, which is 
ensured by the presence of a large number of keys (accuracy 
of entering the initial condition Х and the control parameter 
λ) for generating chaotic sequences. 

VI. CONCLUSION 
In this paper, simulation and hardware implementation of 

the device for generating chaotic signals based on logistic 
mapping using microcontrollers of the РІС18 series was 
carried out. The operation of the device was investigated in 
the mode of generating chaotic oscillations at different 
values of the control parameter λ. By certain hardware and 
software modification, this generator can be used as a voice 
signal encryption device. The obtained results of simulation 
and experimental studies confirm the possibility of using the 
PIC18F2550 microcontroller for the hardware 
implementation of generators of chaotic oscillations and 
devices for encrypting speech information based on discrete 
mappings. The proposed device can be used both separately 
for signal generation and for hardware implementation of 
speech signal encryption devices, scramblers and crypto-
resistant information transmission systems based on chaos. 
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АНОТАЦІЯ В даній роботі проведене моделювання та апаратна реалізація пристрою генерування хаотичних сигналів 
на основі логістичного відображення із використанням мікроконтролерів серії РІС18. Моделювання генератора 
хаотичних коливань на основі логістичного відображення проводилось в середовищі LabView 2010 при різних 
значеннях початкової умови x0 та параметру керування λ   [3,7 - 4]. Роботу пристрою досліджено в режимі 
генерування хаотичних коливань при різних значеннях параметру керування λ. Результати моделювання показали, 
що при збільшенні параметру керування λ відбувається подвоєння періоду коливань, а при значеннях λ від 3,7 і 
більше починається хаотична поведінка, а каскад подвоєнь закінчується. Отже невеликі зміни в значеннях початкової 
умови або параметру керування призводять до великих відмінностей поведінки системи в часі, що є основною 
характеристикою хаотичної поведінки. В роботі запропоновано також апаратну реалізацію генератора хаотичних 
сигналів на основі логістичного відображення з використанням мікроконтролера PIC18F2550, приведені схема 
електрична структурна, електрична принципова, алгоритм роботи програмного забезпечення та тестовий варіант 
пристрою на макетній платі. Шляхом певної модифікації апаратного та програмного забезпечення даний генератор 
може бути використаний в якості пристрою шифрування мовних сигналів. Отримані результати моделювання та 
експериментальних досліджень підтверджують можливість використання мікроконтролера PIC18F2550 для 
апаратної реалізації генераторів хаотичних коливань та пристроїв шифрування мовної інформації на основі 
дискретних відображень. Запропонований пристрій можна використовувати як окремо для генерування сигналів так 
і для апаратної реалізації пристроїв шифрування мовних сигналів, скремблерів та криптостійких систем передавання 
інформації на основі хаосу. 

КЛЮЧОВІ СЛОВА генератор, логістичне відображення, мікроконтроллер РІС18, шифратор, мовна інформація, сигнал, 
спектральне представлення. 


