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ABSTRACT Currently, there are no uniform international standards for devices and systems that use radio frequency
identification technology. Using tag alone as an identifier imposes certain restrictions on the level of protection of access
control systems, since the unique tag identifier can be easily copied, so two-step authentication is required. The second
level of protection can be a digital password entered via the keyboard. The work presents dual authentication technique for
access control to the premises. Increasing the level of protection of radio frequency identification systems is achieved by
the additional use of a digital password encrypted using a symmetric block encryption algorithm and recorded on the tag.
This removes any restrictions on the number of registered users in the system, because passwords and IDs are stored on
tags. The laboratory model of the device is based on the NodeMCU-32S Opensource platform with an RFID module that
allows connection to most fog and cloud services of the Internet of things. The development is based on the ESP32
controller, which supports the necessary set of commands and hardware for implementing the methodology, in particular,
wireless standards and communication protocols, hardware-accelerated encryption. The Cayenne service from MyDevices
was chosen as the cloud platform, which made it possible to configure the device using the publish-subscribe messaging
protocol and develop a graphical user interface. A log on the Cayenne platform is used to keep track of users, a character
display is used to display the current status and settings of the device, and a serial interface is used to debug work

algorithms. The software is implemented using the Arduino C programming language.
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I. INTRODUCTION
adio Frequency Identification (RFID) is a general
R term used to characterize systems that wirelessly
read the identification number (in the form of a
unique serial number) of any object or person containing
a corresponding transmit/receive device — radio tag [1-3].
RFID refers to a broad field of automatic identification
technologies (Auto-ID), which also includes barcodes,
optical readers and some biometric technologies, such as

fingerprint and retina scanning, etc [2].

Auto-ID technologies are used to save time and labour
spent on manual data entry and improve information
accuracy. Some Auto-ID technologies, such as barcode
systems, often require human intervention to manually
scan and record information. The RFID system functions
in such a way that it provides the ability to read and
transfer data to a computer system without human
intervention in real time [2].

At the beginning of the XXI century, RFID
technology began to be actively implemented in practice,
for example, Walmart and the US department of the
Armed Forces required their suppliers to use RFID to
mark the products delivered. It was predicted that the
production of RFID systems would soon reach industrial
scale and the technology would begin to be used
everywhere [3].

By 2010, the rate of development of RFID technology
slowed down somewhat, and interest in its use decreased.
This can be explained by the appearance of some
scientific studies that declare the danger of using radio

tags; the difficulty of changing certain technical
characteristics of RFID systems; slightly inflated prices
for RFID tags.

Over the past ten years, RFID technology has been
most in demand in the field of government projects, retail
trade, logistics and transportation, accounting for about
60% of revenue. The greatest demand for RFID tags was
in the areas of retail trade (27%), security (15,2%) and
population documentation (14,4%). Manufacturing,
transportation and retail industries are expected to
contribute the most revenue to the total RFID market. In
addition to the mentioned directions, every year
developers and integrators of ready-made solutions bring
to the market more and more ideas regarding the use of
RFID, which undoubtedly expands the scope of
application of this technology [4].

Currently, there are no uniform international standards
for RFID technology. The International Organization for
Standardization ISO together with the International
Electrotechnical Commission IEC have developed a series
of RFID standards ISO/IEC 18000 for automatic
identification and control of the supply of goods [5].
These standards cover the radio interface protocol and
include the seven main radio frequencies used for RFID
technology worldwide.

This paper presents the development of a dual
authentication technique for RFID access control systems
with a higher level of protection and its practical
implementation.

p-ISSN 2786-8443, e-ISSN 2786-8451, 01011(8) | Yuriy Fedkovych Chernivtsi National University | www.chnu.edu.ua



SISIOT Journal | journals.chnu.edu.ua/index.php/sisiot

Il. PROBLEM AND RESEARCH METHODS

The access control and management system is a set of
technical and software security tools that allow one to
monitor or warn about the movement or unauthorized
entry of persons or vehicles into a protected area.

Also, with the help of this system, it is possible to
identify persons with the right of access, register the time
of their stay on the territory, set different levels of access
to the premises, process information and keep statistics on
its basis.

The function of an identifier can be performed by
special key chains, digital codes, smartphones or cards
(contactless or with a magnetic stripe). Biometrics such
voice, retina, fingerprint, etc. can also be used for
identification.

Using tags alone as an identifier imposes certain
restrictions on the level of protection of access control
systems, because the unique tag identifier can be easily
copied, so two-step authentication is required. The second
level of protection will be a digital password which is
entered via a keyboard.

The access control system proposed in this work is
based on the application of one of the most famous
identifiers — the radio frequency tag of the MIFARE
trademark, namely the Classic standard [6]. The password
can be stored both in the memory of the controller and in
the memory of the tag itself. Each storage method has its
strong and weak points. The disadvantage of storing the
password on the tag is that the mechanism for protecting
the memory of the Crypto-1 tag was broken, so it is quite
dangerous to store confidential data on it [7].

The disadvantage of storing passwords in the
controller’s memory is that in the event of a technical
malfunction or failure of the controller or its memory, all
passwords and unique identifiers will have to be entered
into the system anew. This is quite difficult, if there were
more than a hundred users.

With regard to the shortcomings of the considered
solutions, in the proposed technique we will use a
combined method of authentication. The tags will store
the unique ID and password encrypted with Advanced
Encryption Standard (AES) encryption, and the controller
will store the AES key [8]. When the tag is raised, the
unique identifier is read and immediately encrypted and
compared to what is on the tag. If the identifiers match,
then the system proceeds to the step of entering the
password according to the same principle, namely the
password is immediately encrypted after entering and
compared to what is written in the tag.

The proposed solution will allow not to limit the

number of users by the memory of the controller, and in
case of failure of the latter, not to overwrite or add anew
each tag to the system.
A. RFID tags. To white data into tags, you need to find out
the structure of their memory. But, since the library can
only work with a limited list of tags of the MIFARE
Classic standard, we will consider only them. The
standard supports tags of the following classes:

- Classic mini;
- Classic 1K;
- Classic 4K.
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Their main difference is in the amount of memory for
storing information, for «mini» it is 320 bytes, for «1K» —
1024 bytes, and for «4K» — 4096 bytes.

Structurally, the memory is divided into blocks with
sectors, where 1 sector comprises 4 blocks, and each
block consists of 16 bytes (FIG. 1). Also, every fourth
(last in the sector) block stores Crypto-1 security keys and
access bits. The zero block of the zero sector contains
data about the unique card identifier (UID), checksum
from the UID (BCC), manufacturer information and tag
type (SAK and ATQA). If these data is entered
incorrectly, the tag may become unsuitable for further
use.
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FIG. 1. MIFARE Classic tag memory structure [6].
For example, the MIFARE Classic 1K card has 16
sectors, each of which is divided into four blocks. The
memory structure is as follows: 16 bytes (1 Block) x 4
Blocks x 16 Sectors = 1024 bytes. To record the UID, we
will use sector number 1, and for the password — sector
number 2.
B. Advanced  Encryption Standard. Consider the
encryption algorithm which we will later use for the
practical implementation of the technique. AES, also
known as the Rijndael algorithm, is a symmetric block
cipher that can process blocks of data using cipher keys of
128, 192 and 256 Bits [8]. The number of rounds and
consecutive executions of algorithm operations depends
on the size of the key. AES is adopted as an encryption
standard by the US government. Currently, it is one of
the most common symmetric encryption algorithms, and
AES acceleration support is implemented both in x86
architecture processors (Intel, AMD), and in ARM and
RISC-V architecture processors. This type of encryption
is also supported by many microcontrollers at the
hardware level, in which case all procedures will be
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performed quite quickly and imperceptibly for the system
user.

AES has some features:

- Strict adherence to the key length of 128, 192, 256
bit (16, 24, 32 bytes);

-Data is divided into blocks of 128 bits for
encryption, if there is not enough data in the block, it is
automatically supplemented until it is equal to 16 bytes;

- The output cipher is a multiple of 16.

Regarding the UID card identifier, usually its length in
MIFARE Classic tags varies between 4 bytes and 7 bytes,
so there are no special restrictions, because it will be less
than 16 bytes in any case.

I1l. PRACTICAL IMPLEMENTATION
A. Hardware. For the hardware implementation of the
proposed technique and its integration with Internet of
Things (IoT) cloud services, a block-diagram shown in
FIG. 2 is proposed. Consider the connection of each
module and their interaction.

The basis of the laboratory model is opensource IoT
platform NodeMCU-32S from Ai-Thinker, based on the
ESP32 microcontroller. The platform integrates all the
necessary set of peripheral devices — from capacitive
touch sensors, Hall sensors, I2C, UART, SPI interfaces to
Wi-Fi and Bluetooth.

RFID MODULE
MFRC522

MATRIX
KEYBOARD

OPTIONAL
PERIPHERY

loT PLATFORM
NodeMCU-328

RELAY MODULE

POWER
SUPPLY

12CLCD
ADAPTER

LCD
MODULE

FIG. 2. Block-diagram of hardware implementation.

Opensource [oT platform (FIG. 3) is created for rapid
development, testing or debugging of devices, and
includes the following functional elements [9]:

- USB-UART converter based on CP2102 (or CH340
in more modern versions) for a convenient
communication with personal computer;

- linear voltage stabilizer AMS1117, which regulates
the input supply voltage (from the pin Vin, or from USB)
to the required 3.3 V;

- micro-USB;

-two LEDs for indicating operation and data
transmission through the serial port;

- input-output ports connected to the corresponding
pins of the microcontroller.

The ESP32 microcontroller is designed to be scalable
and adaptable, so there are many modules based on it with
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different configurations. It is in this board that a 2-core
processor is used, with a clock frequency from 80 MHz to
240 MHz. The microcontroller sleep current consumption
is less than 5 pA, making it suitable for electronics
powered by a standalone power supply. The
microcontroller has cryptographic hardware acceleration
of encryption of popular algorithms, in particular the AES
algorithm, which we used in the project [8, 9].

The RFID module is based on the NXP MFRC522
contactless reader/writer chip that operates in the HF
band. We used this module to read or write MIFARE
RFRID tags.

The internal transmitter, which together with the
receiver module is part of the MFRCS522 analogue
interface, can control the read/write antenna designed for
communication with ISO/IEC 14443 A/MIFARE cards
and transponders without additional active circuits.

The receiver provides a reliable and efficient
implementation of methods of demodulation and
decoding of signals from ISO/IEC 14443 A/MIFARE
compatible cards and transponders (FIG. 4). The digital
module handles full framing and error detection (parity
and CRC). Contactless UART 1is used for protocol
negotiation. The FIFO buffer provides bidirectional data
transfer between the contactless UART and the host. The
reader is connected via the SPI interface.

FIG. 3. Opensource IoT platform NodeMCU-328.
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FIG. 4. Simplified block-diagram of the MFRC522.

We see that the RFID module exchanges data
bilaterally, as a device for reading and writing
information. But most often it will perform a direct
reading function, because the writing function is needed
only when registering a tag.

A simplified electrical schematic diagram of the
device is shown in FIG. 5. A liquid crystal display based
on the HD44780 controller is used to display information
about the device operating modes and settings. The 12C
LCD adapter serves as an interface between the controller
and the liquid crystal display. The 3x4 matrix keyboard is
used to enter the user’s password during authentication
and to set the operating modes. The Tongling JQC-3FF-S-
Z relay module with built-in optical decoupling and LED
status indication allows one to control external actuators,
for instance, to turn on/off the servomechanisms of door
locks.
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B. Software. Let us consider the toolkit for software
implementation of algorithms of the proposed method.

Espressif 0T Development Framework (ESP-IDF) is
the official IoT development framework for the SoC
ESP32, ESP32-S, ESP32-C and ESP32-H series of SoCs
[10]. It is a self-contained set of development tools for
writing applications on these platforms, using
programming languages such as C and C++. Currently,
ESP-IDF serves as a base for millions of devices and
enables the creation of a variety of networked products,
ranging from simple smart lamps and toys to large
household appliances and industrial devices.

ESP-IDF supports many software components,
including RTOS, peripheral device drivers, network stack,
various protocol implementations and templates for
typical software use cases. These components help
developers focus on the overall concept of project
implementation, for which the vast majority of the
necessary building blocks required for typical applications
are available. The open source developer tools are freely
available, and the Eclipse and VSCode IDEs are officially
supported for ease of use. However, in order to use this
platform, the developer must have and advanced level in
C and C++ programming languages, and projects also
often require additional configurations.

In the program code itself, the relevant libraries are
connected using the #include “library name” directive
characteristic of C/C++ languages. Some third-party and
integrated libraries were used to seep up the development:
Keypad.h — for using matrix keyboards with Arduino;
LiquidCrystal I2C.h is an analogue of the LiquidCrystal
library built into the Arduino IDE and has similar
functionality, which allows you to connect liquid crystal
displays based on the Hitachi HD44780 controller and
similar to it; MFRC522.h — for managing the RFID
module, which supports communication with MIFARE

Classic tags, and allows reading or changing the UID of
the tag or the information written on it; Preferences.h used
as a replacement for the Arduino EEPROM library for
arduino-esp32; SPLh is part of every Arduino platform
(avr, megaavr, mbed, samd, sam, arc32) and enables data
exchange with SPI devices; Wireh — enables data
exchange with 12C/TWI devices; mbedtls/aes.h — for
ESP32 family controllers, which allows you to use data
encryption or decryption capabilities, as well as generate
an encryption key.

The Cayenne MQTT ESP library provides functions
to easily connect to the myDevices Cayenne IoT cloud
service [11]. This library is designed to work with
ESP8266 and ESP32 Wi-Fi modules, enabling data to be
sent and received from the Cayenne. For use in the
project, we made some changes in the modules of this
library.

In the “CayenneMQTTWiFiClient.h” module, after
line 41, add the line:

int num try = 0;
and also find line 59, and replace it with the following:

while (WiFi.status() !'= WL CONNECTED) {

delay (500) ; B
num_try++;

if (num _try > 10)
return; }

In the “CayenneArduinoMQTTClient.h” module, find
line 57, and remove the “do” construction from it, but
leave everything in curly brackets. Also delete the
following lines:

while (error != MQTT SUCCESS);

CAYENNE LOG ("Connected") ;

The proposed code modifications allow the device to
work even without an Internet connection, as well as
resume work if it disappears.

® E—
P 3 J 504
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o s 280
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FIG. 5. Simplified schematic diagram of the device.
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IV. EXPERIMENT

A. Operating principle. When the device management
program is loaded, a basic check of the entire system
takes place, including the health of the reader module and
the stability of the connection to the Wi-Fi network. Next,
the user settings are loaded. After complete readiness for
work, the display shows the screen waiting for the tag,
which displays the current time in the case when the lock
is closed, in the opposite case, a countdown is displayed,
which shows how much more time the lock will be open.

To register a tag, you need to enter the “debug” menu
item and select a further action. To enter the menu, press
the “#” button on the keyboard and enter the master
password. The following buttons are used to navigate the
menu:

“4” — to return to the previous menu item;

“6” — to go to the next menu item;

“5” or “*” to confirm the selection;

“#” — to exit the menu.

The name and functions of each menu item are listed
in TABLE 1. The settings “Serial debug”, “Invert gate”,
“Invert sensor”, “Set unlock time”, “Set master key” are
stored in the device memory and are automatically
restored when the device is turned on again. When
registering a tag, first enter a password that will be written
into the tag’s memory, after that you need to attach the tag
to the reader and the tag registration procedure will end.
When one or more tags are recorded, it is enough to attach
them to the reader, following which the password entry
screen (FIG. 6) will appear, and if the correct password is
entered, the lock will be opened.

VSSVDOVE RS RM E D8 D1 D2 D3 D4 DS DEDT A K

VSSVDOVE RS RW E D8 D1 D2 D3 DS DS D6 D7 & K

FIG. 6. Graphical user interface: (a) standby screen “closed”, (b)
standby screen “open”, (c) password input screen, (d) menu
view.
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TABLE 1. Menu layout description.

Designation Action
Exit Exit the menu
Read UID Read UID tags
Register new tag Register new tag
Clear tag Clear tag

System status (displays the presence
of Wi-Fi network and the status of
the reader)

Set opening time
Enable/disable the display of service
information in the Serial-port
Invert the output
Invert sensor/button/peripheral input
Set a new master key
Reboot a device
Reset to default settings

System status

Set unlock time
Serial debug

Invert gate
Invert sensor
Set master key
Reboot
Reset settings

[ Password:  olg

L5

FIG. 7. Photo of the prototype of the main RFID module of the
access control system with an increased level of protection.

B. Integration with loT cloud service. To connect the
proposed device to the Internet, the Cayenne IoT cloud
service platform from myDevices is chosen, an IoT
prototyping tool that supports hundreds of devices, from
the most famous development boards to professional
remote sensors, incl [11].

To connect physical devices of “things” with IoT
cloud services, one can use HTTP and MQTT data
transfer protocols, or specialized solutions, such as AWS
[oT Core from Amazon. For our purposes, the MQTT
protocol was used [12]. There is also a version of the
MQTT-SN (MQTT for Sensor Networks) protocol,
formerly known as MQTT-S, which is designed for use
with wireless devices that do not support TCP/IP
protocols, such as ZigBee.

The main features of the MQTT protocol:
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- asynchronous protocol;

- compact messages;

- work in conditions of unstable communication on the
data transmission line;

- support for several levels of quality of service (QoS);

- easy integration of new devices.

The exchange of messages in the MQTT protocol is
carried out between a client, which can be a publisher or
subscriber, and a broker of messages (for example,
Mosquitto MQTT) [12].

The MQTT devices use certain types of messages to
interact with the broker, the main ones being:

- Connect — establish a connection with the broker;

- Disconnect — disconnect from the broker;

- Publish — publish data to a topic on the broker;

sour Device

OFFICIAL SDKS

Arduino MQTT O o
Cayenne MQTT mbed y] L]
Embedded C O

Cs Q £
Cayenne MQTT Python 0

Node.]S O

€) View all SDKs on GitHub

FIG. 8. MQTT device connection panel in myDevices Cayenne.

Devices & Wiagets

Value

§74°

Search

- Subscribe — subscribe to a topic on the broker;

- Unsubscribe — unsubscribe from the topic.

To start working with Cayenne IoT, you need to
register or log in using your personal login and password
on the mydevices.com website. After authorization, we
will be able to add the device to the system using the
MQTT protocol, for which purpose the MQTT Username,
MQTT Password, Client ID obtained on the website must
be specified in the program code (FIG.8). After
connecting the device to the Internet, we will get to the
control panel on the website, which allows adding control
elements (widgets) (FIG. 9). Some elements will be added
automatically, they can be removed or configured for use
in the project.

- e
MQ
. &
fal
M SERVEF MQTT POF
mgtt.mydevices.com 1883

MNAME YOUR DEVICE {optional)

Enter Settings

Display Widget

R 740 Value
Display Widget
Single Board Computers /.\ T
A Display Widget
MicroControllers ~ \ : p g
lame
Sensors Name
[ Gauge
Actuators - ‘ : g : T B
Display Widget
Extensions Example
Sensaor
LoRa
2 State
Display Widget Data >
Custom Widgets B
Button
Channel

Controller Widget

Bring Your Own Thing Gttt

FIG. 9. The item selection panel in myDevices Cayenne.
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When adding an element, you must specify the name
of the element, the channel number and the type of data
the element will work with. Information about the
channels we used in the development is shown in
TABLE 2. Channel 0 does not display information
directly, it serves as a buffer to send the user ID to the
server for display in the log.

TABLE 2. Data channels for exchange.

Channel Data type Description
The channel in which events
0 . .
are received in the log
1 Digital (0/1) Lock status indication

) Digital (0/1) Sending a command to open

the lock
. Sending a command to close
3 Digital (0/1) the lock
10 Analog Display current opening timer
15 Analog Display/set current maximum

opening time

The location of the elements of the graphical user
interface (FIG. 10) can be in any order, but it is worth
highlighting the main blocks:

1 — informs about the state of the lock;

2 —lock state control;

3 —setting the opening time.

= owenview  Eata ESP32 &
®0 .-
A #<7
/ @1 5 5.00
— 'I
0
8 —)

FIG. 10. Device control panel in myDevices Cayenne.

In the “Data” tab of myDevices Cayenne, there is a
log that allows one to track the means of opening the lock
and the time when it happened. The Timestamp column of
the “Data” tab shows the time, and the Values column
shows the tool.

V. CONCLUSION

The dual authentication technique proposed in the
work for RFID access control systems with an increased
level of protection has confirmed its effectiveness.

In the course of the research, the features of
authentication and the possibility of increasing the level
of RFID protection with the additional use of a digital
password, which is encrypted using the AES algorithm
and recorded on the tag. This removes any restrictions on
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the number of registered users in the system, since
passwords and UID are stored on the tag.

The research resulted in practical implementation of
the hardware and software tools of the laboratory model
of access control device with increased level of
protection. The feature of the development is its full
integration with most IoT cloud services that support the
MQTT standard. In particular, the device passed a
successful test for compatibility with the Cayenne service
from MyDevices.
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MeTtoaunKa noasinHoi aBTeHTUdiIKauii ana RFID cuctem
ynpasaiHHA A0CTYNOM 3 NiABULLEHUM PiBHEM 3aXUCTY

~ oo oo . *
AHpApiit ba6iii, AHapi Camina
Kadeapa pagiotexHiku Ta iHdopmauiiHoi 6e3nekn, YepHiBeLbKuiA HaLioHaNbHUI yHiBepcuTeT imeHi 0pia ®eabKoBmya, YepHiBui, YKpaiHa
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AHOTALIA Hapasi He iCHye €ANHUX MiIXKHAPOAHMUX CTaHAAPTIB ANA MPUCTPOIB i CUCTEM, LLO MPaLIOOTb 32 TEXHOJIOFIED
pagioyacToTHOI igeHTUIKaLii. BAKOPUCTaHHA AnLWE OAHUX MITOK B AKOCTI iAeHTUdIKaTOpa HaKNa[a€e NEeBHI 0BMEKEHHA Ha
piBEHb 3aXMCTYy CUCTEM YNPaBiHHA AOCTYNY, TOMY WO YHiKaNbHUI igeHTUdIKATOP MITKM MOXKHA 3 NErKicTiO CKomitoBaTH,
TOMy MOTpibHa ABoeTanHa aBTeHTUIKaUia. ApyrMm piBHEM 3aXUCTy MOXKe ByTv uMdpPOoBMIA NAPOab, AKWMIN BBOAUTHLCA 3a
[,0MOMOrOt0 KnaBsiaTypu. B poboTi npeacTtaBneHo MeToAuKy NoABiiHOT aBTeHTMdIKaLT 418 CUCTeM ynpaBAiHHA A4OCTYNOM 40
npumilLeHHA. [MiaBULLEHHSA pPIBHA 3aXMCTy CUCTEeM pPafioyvacToTHOI igeHTMOIKAUiT [AO0CATHYTO LWAAXOM A043TKOBOMO
BMKOPUCTaHHA UMdPOBOro Napoio, Lo 3amdpoByETLCA 33 ZOMNOMOTrOH CUMETPUYHOTO aNropuTMmy 6104HOrO WKbPYBaHHSA
Ta 3aMNUCYETbCA Ha MITKY. Lle 3HiMae byab-AKi 0BMeXKeHHS Ha KiNbKiCTb 3apeECTPOBaHMX KOPUCTYBaYiB B CUCTEMI, agxKe
naposi Ta igeHTUdikatopm 36epiratoTbca Ha MmiTKax. JlTabopaTopHUIA MaKeT NMPUCTPO0 peani3oBaHO Ha ocHoBi Opensource
nnatpopmn NodeMCU-32S 3 moaynem paaiodactoTHOi igeHTUdIKaALIT, AKa YMOMIMBAOE NiAKAOYEHHA [0 6inblOCTi
TYMaHHUX Ta XMapHWUX cepsiciB IHTEpHETY peyeiri. OCHOBOIO PO3pobKKM € KoHTponep ESP32, AkWiA nigTpumye HeobxiaHun
Habip KomaHA Ta anapaTHMX 3acobiB Ansa peanisalii MeToAMKM, 30Kpema — 6e34pOoToBi CTaHAAPTM | NPOTOKOAN 3B’A3KY,
anapatHe NPUCKOPEeHHA WKudpyBaHHA. Y AKocTi xmapHoi nnatdopmu obpaHo cepsic Cayenne Biga MyDevices, AKuiA
[03BO/IMB  HANaWTyBaTWU MPUCTPIA 3a LOMNOMOrOK MPOTOKONY OOMiHY MNOBIAOMAEHHAMM 33 MPUHLMMNOM BUAABELb-
NiANMCHMK Ta po3pobuTk rpadivHmi iHTepdelic Kopuctysada. na BegeHHA 06/1iKy KOPUCTYBaYiB BUKOPUCTOBYETLCA XKypHa
Ha nnatdopmi Cayenne, CUMBOIbHWUIA AUCMNEN BUKOPUCTOBYETLCA ANA BiAOOParKEHHA MOTOYHOrO CTaHy Ta HajalTyBaHb
NPUCTPOO, NOCNIAOBHUIA iHTEPdENC BUKOPUCTOBYETLCA ANA BigNaroAyKeHHAa anroputmis pobotu. MporpamHi 3acobu
peani3oBaHi 3 BUKOPUCTaHHAM MOBWM nporpamysaHHs Arduino C.

KNIKOYOBI C/IOBA aBTOMaTM4Ha iaeHTMdiKawia, RFID-miTka, 6e3neka loT, Kito4, XMapHUiA cepsic.
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