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ABSTRACT This paper develops a theoretical model for source-side implementation security in practical decoy-state quantum
key distribution (QKD). The research object is a weak-coherent-pulse transmitter in which the emitted mean photon number
is affected not only by the selected decoy setting, but also by semiconductor-laser dynamics, electrical drive response,
intensity-modulator memory, residual optical effects, and slow drift. The transmitter is described at two modelling levels. The
first layer is a nonlinear continuous-time carrier-photon-phase model used to explain physical mechanisms. The second layer
is a pulse-indexed validation surrogate obtained by sampling the emitted pulse train under a declared operating regime and
stroboscopic extraction rule. This distinction avoids treating a local discrete model as a globally valid replacement for
nonlinear gain-switched laser dynamics. The model maps the selected intensity sequence to the actual pulse mean photon
number, defines an operational memory length, and introduces vacuum-safe deviation metrics, residual-correlation
diagnostics, conditional intensity laws, and photon-number probability intervals. These quantities are explicitly distinguished
from composable security parameters. The security interpretation is an assumption audit: if the emitted intensity or phase
statistics are history dependent, the standard decoy-state reduction to setting-independent photon-number yields and error
rates is no longer automatic. The proposed framework therefore does not claim a new complete QKD security proof; it
identifies measurable source quantities that must be exported to an appropriate finite-key or imperfect-source proof. The
result is a mathematically traceable bridge between transmitter dynamics, source validation, and implementation-security
requirements for practical decoy-state QKD systems. The objective of this paper is to develop a mathematically traceable
dynamic source-deviation model for practical decoy-state QKD transmitters and to show how transmitter memory affects the

assumptions used in decoy-state security analysis.
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I. INTRODUCTION
ecoy-state QKD was introduced to make weak
Dcoherent laser sources usable in practical BB84
systems despite photon-number-splitting attacks [1-
3]. Its central idea lies at the protocol level: Alice (the
sender) randomly varies the source intensity and uses the
observed gains and error rates at different intensities to
estimate the contribution of single-photon pulses. This idea
is powerful, but it is valid only relative to a source model.
In practical high-speed transmitters, that source model is
not merely a static Poissonian light source followed by
attenuation. The laser, electrical driver, intensity
modulator, timing electronics, and thermal environment
form a dynamical transmitter system whose memory can

affect the emitted pulse sequence [4-7].

This paper studies the implementation-security
consequence of these transmitter dynamics. The objective
of this paper is to develop a mathematically traceable
dynamic source-deviation model for practical decoy-state
QKD transmitters and to show how transmitter memory
affects the assumptions used in decoy-state security
analysis. To achieve this objective, the paper addresses the
following tasks: formalizing the ideal decoy-state source
assumptions;  connecting  semiconductor-laser  and
transmitter dynamics with the emitted pulse mean photon
number; defining an operational memory length and
diagnostic deviation metrics for source validation; and

identifying proof-compatible quantities that must be
bounded when emitted intensity or phase statistics are
history dependent. The theoretical research object is a
prepare-and-measure  decoy-state QKD  transmitter
emitting phase-randomized weak coherent pulses with
nominal intensity labels u; € {s,d, v}, where s denotes a
signal setting, d — a weak-decoy setting, and v — a vacuum
or near-vacuum setting. The input to the model is the
selected intensity sequence together with physical
transmitter parameters, drive waveforms, or measured
pulse traces. The output is the actual pulse mean photon
number p;, its history dependence, and validation
quantities that indicate which assumptions of a standard
decoy-state proof must be replaced by implementation-
specific bounds.

The contribution is neither a new attack nor a complete
finite-key security proof. It is a dynamic source-deviation
model. The model connects semiconductor-laser rate
equations to emitted pulse energy, defines a pulse-to-pulse
sampled transition map, introduces a local state-space
surrogate for validation, and shows how history-dependent
photon-number probabilities weaken ideal decoy-state
assumptions. The aim is to provide an explicit modelling
chain from physical source characterization to proof-
compatible quantities such as an operational correlation
range, conditional intensity distributions, photon-number
probability intervals, and phase-randomization bounds.
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Il. DECOY-STATE SOURCE ASSUMPTIONS AND
IMPLEMENTATION PROBLEM

The usual decoy-state model begins with a phase-
randomized weak coherent pulse [1-3]. If the intended
mean photon number is a, phase randomization makes the
optical state diagonal in the photon-number basis,

pa =) pa@In)(nl,
M

n
a

_a
pn(a) =e€ ?
For a finite set of intensity labels, Alice records the
selected label, but Eve (eavesdropper) should not be able
to distinguish a signal-labelled n-photon pulse from a
decoy-labelled n-photon pulse except through the photon
number itself. Under this same-n indistinguishability
condition, the observed gain and error gain satisfy Eqgs. (2)
and (3):

Qq = Z Pn (a) Yo, 2)

E.Qq = z Py (a)e,Y, 3)

Here Y, is the conditional detection probability for an
n-photon pulse and e, is the corresponding error
probability. Egs. (2) and (3) are the mathematical reason
decoy-state estimation works: the coefficients p,(a)
change with intensity, while the unknowns Y, and e, are
shared across intensities [2-3].

The implementation assumptions behind this linear
structure are stronger than they may look. The emitted
mean photon number must be known or bounded for every
intensity setting. Phase randomization must be adequate;
otherwise, the Poisson mixture model is not justified. Side-
channel degrees of freedom of an n-photon pulse must not
reveal whether the pulse came from the signal or decoy
setting. Standard finite-key sampling arguments also
require independence or a proof-compatible treatment of
correlations. Imperfect-source and finite-size analyses
show that these details are part of the source model rather
than cosmetic hardware details [8].

A static calibration of the average signal and decoy
intensities is therefore insufficient when the actual pulse
energy depends on recent history. The ideal source
assumption is

Hie = @)

In a physical transmitter, the actual value may be
affected by previous settings and hidden source states. A
decoy pulse following several signal pulses may have a
different energy from a decoy pulse following several
vacuum pulses. The nominal label u;, is then not enough to
determine the photon-number distribution. This is the
implementation problem addressed below.

11Il. DYNAMIC SOURCE-DEVIATION MODEL

A. Continuous physical model. A directly driven single-
mode semiconductor laser can be represented by nonlinear
rate equations for carrier density N(t), photon
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density S(t), and, when phase behaviour is relevant,
optical phase ¢(t). With gain compression and Langevin
noise terms, a convenient model [9] is

dN 1) N g(N—Ny)

S A 5
dt  qV 1, 1+¢€S S+, %)

s g(N—N,) S N

i 1+—eSS_a+Fﬁa+FS(t)' (6)
dqb_af N — N, ! + Fy(t 7
X3 g(N — 0)_5 »(0) (7

The variables and parameters have their standard
meanings: [(t) is the injection current, q — the elementary
charge, IV — the active volume, 1,, — the carrier lifetime,
Tp, — the photon lifetime, I — the optical confinement factor,
B — the spontaneous-emission coupling factor, g — the
differential gain, N, — the transparency carrier density,
€ — the gain-compression parameter, and « — the linewidth-
enhancement factor. The stochastic terms model
spontaneous-emission seeding, amplitude jitter, and phase
diffusion.

The phase equation is included only to mark the

boundary of the intensity-memory model. Residual cavity
photons do not by themselves imply failure of a protocol.
Their relevance is narrower: if the optical phase is not
sufficiently randomized under the declared operating
conditions, the emitted pulses are not exactly described by
the phase-randomized weak-coherent-state mixture in
Eq. (1), and an imperfect-phase-randomization proof or
additional source bound is required [6-7].
B. From waveform to pulse mean photon number. For
decoy-state analysis, the relevant scalar observable is the
emitted mean photon number per pulse. Let t, be the
trigger time of the k-th pulse, and T, — the integration gate.
The output pulse energy and mean photon number are

tk+Tp
E,?ut = J Pout (t) dt' (8)
tk
E,?ut
Hi = Ty )
If photon density is used directly, then
tk+Tp
b =nexCs [ S @, (10)
tk

where Cs is the proportionality constant between photon
density and output power, and 7.4 includes attenuation
and external optical losses. In an externally modulated
transmitter, the corresponding expression is given by

Next ™
e =7 J Tim (t; Uk, X )PLp () dt
v )i,

(an

Eq. (11) makes explicit that the protocol label u,, first
enters the physical drive or modulator waveform. Thus, the
modelling chain is as follows: u, — I(t) or Tyq(t) —
Py, (t) = py. The same scalar py, is later used in the
decoy-state photon-number distribution.

C. Exact sampled transition map and local discrete

surrogate. The transmitter is modelled at two distinct
levels. Egs. (5,6), and (7) form the continuous-time
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physical mechanism model. Source validation, however,
works with pulse-indexed data. For a fixed clock period T
and a fixed stroboscopic extraction rule S, the continuous
dynamics induce an exact sampled map:
X1 = Fs (e wg) + wy, (12)
tie = Hs (e, wie) + G

Here x; denotes the hidden transmitter state at the
chosen sampling event. It may include residual carrier
state, electrical or modulator-memory state, slow thermal
state, and residual optical-field variables. The functions Fg
and Hg are generally nonlinear and may depend on the
operating regime and sampling rule.

The discrete linear model used in this paper is
introduced only after Eq. (12), as a local validation-level
surrogate of the sampled nonlinear map. Around a declared
operating trajectory (xp,uy), the deviations are defined as
8xx = x5 — X, Sy = W — up and Suy = w, —up. A
first-order approximation gives

6xk+1 = Ak6xk + Bk5uk + Wk, (13)

6‘U.R = Ck5xk + Dk6uk + {k (14)
A time-invariant form is acceptable only if the fitted
Jacobians are approximately constant over the declared
operating regime:
5xk+1 = A(Sxk + B(Suk + Wk'
dﬂk = CT(S.xk + d5uk + Ck
This model is not asserted to be a globally valid
replacement for nonlinear gain-switching dynamics. If one
matrix pair is too coarse across signal, decoy, and vacuum
settings, a switched-affine or nonlinear surrogate should be
used. The scientific role of Eq. (15) is to represent
measurable pulse-to-pulse memory while preserving y;, as
the output quantity used in source validation.

)

D. History-dependent source map and operational
memory length. The practical source map is given as

Ui = .u'(uk'uk—l' ""uk—L;ek)l (16)
where 6, represents hidden transmitter states, such as
carrier recovery, electrical waveform tails, modulator bias
memory, thermal drift, stochastic noise, or residual optical-
field effects. The memory length L should not be
interpreted as a claim that physical memory is exactly
finite. It is an operational truncation length under a
declared operating regime, tolerance, and confidence level.

Let h,(f) denote the most recent £-pulse history, while g
and g' denote two possible older histories. Define Ay (£)
as the maximum total-variation distance between the
conditional intensity laws obtained when the recent £-pulse
history is fixed and only the older history is changed:

? ’
Ay () = maXdTV(FJ,h).g' Fu(,h).g')'

Then a distributional operational memory length is
Lop (émems Omem) = Min{Z: Ary(£) < emem} (17)

with confidence of at least 1 — §em on the declared
operating set. If only conditional means are available, the
distributional criterion can be replaced by a weaker mean-
based dependence measure:
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4,(0) = max|E[py | u, h®, g] — E[uy 1w, h®, g']|

The corresponding mean-based operational memory
length is then defined as

L,(&,6,) = min{£:4,(¢) < g,} (18)

with confidence of at least 1 — &, on the declared operating
set.

For a fitted stable linear surrogate satisfying || 47 [I<
KrJ with 0 < r < 1, a sufficient design rule is to choose L
as the smallest integer for which K1 < g4y,. This is a
model-based shortcut, not a substitute for validation from
data.

E. Linearized memory estimation. For small deviations
around calibrated intensities, a first-order predictive
memory model can be used as a diagnostic:

L
=ty ) &G+ G (19)
j=1

The predictors 3,_; should be centered setting
variables or centered nominal intensities rather than raw
labels. Let y collect the measured deviations p, — i, , and
Areg contain the past predictors, the least-squares estimate
is as follows

y= Arega +4,

a= (A;I"‘egAreg) 1‘Ll’lljegy
provided that AfegAreg is nonsingular; otherwise, a
pseudoinverse or regularized estimator should be used.

The coefficients «@; characterize a local predictive
kernel, not a security parameter. Confidence intervals
should account for serial dependence in &, for example
through block resampling or a dependence-robust
covariance estimate. Structured residuals indicate that a
longer history, nonlinear terms, setting-pair terms, or
conditional distributions are needed.

As summarized in Fig. 1, the linearized memory model
is not the physical laser model itself; it is a pulse-indexed
validation surrogate fitted after the emitted pulse-mean
sequence has been extracted from the transmitter
dynamics.

(20)

IV. SOURCE-DEVIATION METRICS AND PARAMETER
ESTIMATION
The model produces a sequence of actual mean photon
numbers. The following quantities are diagnostic statistics
for source validation. They summarize deviation and
memory but do not by themselves establish a composable
security guarantee.

A. Vacuum-safe intensity deviation. For non-vacuum
settings, the relative deviation can be defined with a
calibration floor 7 > 0:
He — 1
S}E‘t) — | ukl (21)
max(,uuk, T)
For the non-vacuum settings,
()

V = max &
nonvac Kugels

(22)
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FIG. 1. Two-layer modelling chain for dynamic source-deviation analysis in practical decoy-state QKD. The upper layer represents
continuous-time transmitter mechanisms that map the selected setting sequence to the emitted pulse-mean sequence. The lower layer
represents the pulse-indexed validation surrogate that converts the emitted sequence into deviation metrics, operational memory length,

and proof-compatible bounds for decoy-state security analysis.

For a vacuum or near-vacuum setting, relative error is
not meaningful. The corresponding diagnostic should be
absolute:

Wac = max fy (23)

If an outlier-sensitive maximum is unsuitable for a

measurement campaign, the same definitions can be
replaced by one-sided confidence bounds or conditional
quantiles under each setting and history class.
B. Residual memory diagnostics. Autocorrelation should
not be computed directly on raw u;, because the raw
sequence contains deliberate decoy modulation. The
residuals are defined as

(24

where 7 is either a setting-only empirical mean or a fitted

T = Ug — ﬁ\l(uk' h;(cm))'

short-history ~ conditional ~mean.  The  residual
autocorrelation at phase lag j is
N = (e — 7
ﬁr(]) — Zk—]+1( k )( k—j ) (25)

j=1(re — )2
An aggregate residual memory diagnostic over the
operational window L is

L
Mg, = Zlﬁr(’)l
=1

This diagnostic is useful for detecting leftover serial
dependence after known setting structure has been
removed. It is not sufficient for security, because two
sources with similar autocorrelation may have different
conditional intensity laws.

(26)

C. Aggregate engineering score. For hardware comparison

one may define
Dgre = wilionvac + WoMgre + W3V, 27)
w; >0
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The weights are engineering choices. D, is a summary
index for monitoring and design comparison, not a
composable security parameter. Its correct role is to trigger
a more precise source-characterization step.

D. Conditional intensity laws and photon-number
intervals. The proof-facing validation object is the
conditional law of the emitted mean photon number,

Fun(m):=PGy <mlw =wh =h)  (28)
The induced photon-number probability is then a
mixed-Poisson law given by Eq. (29).

[ee] Hn
paut) = [ e dF G
L

If source characterization provides only an interval

(29)

Ly = [E(u, h), n(u, h)], conservative bounds are

“n

Bn (ui h) = #é?ihe_# E’ (30)
Hn

p,(w,h) = ,f'elffhe_u v (1)

Because e #u™/n! is unimodal in u, the extrema are
obtained at interval endpoints and, for the upper bound,
also at 4 = n when n lies inside the interval. These bounds
are suitable outputs of the validation layer; the security
proof must determine how they enter the final key analysis.

E. Numerical validation workflow. In the absence of
device-specific calibration data, this paper does not present
numerical results. A scientifically grounded validation
workflow would proceed as follows: define the continuous
source model and operating regime; simulate or measure
the pulse train under randomized decoy sequences; extract
U by the declared integration rule; fit the local pulse-to-
pulse surrogate; examine residuals; estimate L, Vonvac,
Viac, and Mg.c; construct F, , or interval bounds; and
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export photon-number probability bounds to the chosen
proof framework. Any further simulation should label
parameters as device-specific, literature-based illustrative,
or dimensionless sensitivity parameters.

V. SECURITY INTERPRETATION FOR DECOY-STATE QKD
In the ideal model, the photon-number probability in
round k depends only on the selected intensity label:
Ha

Pnlu, =a)=e ta—
n!

(32)

For the special case in which the emitted mean photon
number is deterministic conditional on the selected setting
and recent history, the photon-number probability becomes

n

P 1w, = a,hy = ) = oo LT oy

If residual conditional intensity fluctuations remain, the
mixed-Poisson representation in Eq. (29) should be used
instead.

The security implication is an assumption audit.
Standard decoy-state formulas rely on source conditions
under which observed detection statistics can be
decomposed into photon-number contributions with
setting-independent, or otherwise proof-compatible,
single-photon parameters. If transmitter dynamics make p;,
depend on recent history, the wusual reduction to
common Y,, and e, is not automatic, because pulses
carrying the same photon number n may still be
distinguishable through intensity, phase, temporal profile,
or other degrees of freedom.

The ideal Eqgs. (2) and (3) must therefore be replaced,
at the validation interface, by history-conditioned relations
of the form

Qa,h = Z Pn (a' h)Yn,a,hr (34)
n

Ea,hQa,h = Z Pn (a' h)en,a,hyn,a,h (35)
n

Eqgs. (34) and (35) are not presented here as a new
security proof. They show where the standard assumptions
are weakened. An appropriate proof may use conservative
photon-number intervals, conditional intensity laws, overlap
or fidelity bounds, phase-randomization quality parameters,
or other source-characterization data. The diagnostic
quantities Vyonvac> Yac» Msre» and Dy are therefore not
inserted directly into a key-rate formula. They must first be
translated into proof-compatible bounds [4-7].

For phase randomization, the same discipline applies.
Residual intracavity photons or insufficient phase diffusion
do not imply automatic key compromise. They indicate
that the emitted pulse train may not be exactly diagonal in
the photon-number basis under the standard abstraction. If
phase is relevant, the validation output should include a
bound on the conditional phase distribution or an
equivalent proof-facing parameter [6-7].

VI. COUNTERMEASURES AND VALIDATION
REQUIREMENTS
The model suggests that countermeasures should be
evaluated dynamically, not only through static optical
power calibration. Source monitoring can estimate pulse
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energy before the quantum channel and detect drift,
abnormal correlations, or history-dependent deviations.
The monitor must itself be calibrated and bounded;
otherwise, it remains an informal diagnostic rather than
proof evidence.

Transmitter design should also reduce pattern effects.
Electrical pre-emphasis, bandwidth-aware waveform
shaping, stable modulator bias control, and architectures
with stationary operating points can reduce dependence of
current pulse energy on previous settings. The dynamic
model provides a common comparison basis through
Voonvacs Yoacs Msre, conditional intensity laws, and photon-
number intervals.

If correlations cannot be made negligible, the next step
is a correlation-aware parameter-estimation procedure.
The validation report should state the declared operating
envelope, sampling rule, calibration uncertainty, estimated
memory length, residual-correlation results, conditional
intensity intervals, and phase-randomization evidence
where applicable. Standards facing documentation should
connect those source-characterization artefacts to the
security proof and module protection claims [10-11].

VII. DISCUSSION

The novelty of the proposed model is its traceability
chain. Existing proof frameworks already contain several
local abstractions: finite-key decoy-state bounds,
imperfect-source models, phase-randomization bounds,
correlation ranges, conditional distributions, overlap or
fidelity constraints, and certification evidence. This paper
does not replace those results. Instead, it organizes the
corresponding validation quantities around a hardware-
grounded dynamic source object: a transmitter whose
emitted mean photon number and possibly phase statistics
are functions of recent setting history and hidden physical
state.

The model is intentionally limited. It focuses on source
intensity memory in practical decoy-state QKD. Phase and
leakage are discussed as extensions because they interact
with the same source model, but the paper does not attempt
to provide a complete multi-mode side-channel proof. It
also does not claim that any single diagnostic score
determines the final secret-key length. These quantities are
useful only after translation into proof-compatible bounds.

The next stage of this research is numerical and
experimental validation. A numerical study should
simulate or identify the sampled transition map under a
declared operating regime, fit the memory kernel, and
compare conditional intensity distributions against static
calibration. An experimental study should use calibrated
pulse traces to estimate the same quantities with confidence
intervals. A later security-rate-cost study could compare
hardware improvements, monitoring precision, proof
penalties, and final key rate, but such trade-off curves are
not the core theoretical claim of this article.

VIIil. CONCLUSION
This study developed a dynamic source-deviation
model for practical decoy-state QKD transmitters and
established a method for representing source memory at the
interface between hardware validation and security
analysis. The proposed model shows that a practical
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transmitter cannot always be treated as a static Poissonian
source with fixed calibrated intensities. ~When
semiconductor-laser dynamics, modulator memory,
residual optical effects, or drift make the emitted mean
photon number dependent on recent settings, the source
model required by standard decoy-state analysis must be
checked dynamically.

The main result of the study is a two-layer modelling
framework for dynamic source-deviation analysis in
practical decoy-state QKD. The nonlinear carrier-photon-
phase equations describe the physical origin of source
dynamics, while the sampled pulse-to-pulse map and its
local validation surrogate provide a practical way to
estimate memory from measured or simulated pulse traces.
This separation is useful because it avoids treating a local
discrete approximation as a complete physical model,
while still producing quantities that can be used in
implementation assessment.

The introduced operational memory length, vacuum-
safe deviation measures, residual-correlation diagnostics,
conditional intensity laws, and photon-number probability
intervals form a validation interface between transmitter
characterization and security proofs. Rather than directly
proving composable secrecy, the primary significance of
these results lies in determining which source parameters
must be bounded before applying a finite-key or imperfect-
source proof to a physical device.

From the implementation-security perspective, the
model clarifies why static optical-power calibration is
insufficient for high-speed decoy-state QKD transmitters.
Dynamic source characterization can reveal history-
dependent deviations that may weaken the usual
assumption of setting-independent photon-number yields
and error rates. Therefore, practical QKD security should
include not only protocol level analysis, but also
documented validation of transmitter memory, phase-
randomization quality, and conditional photon-number
probability bounds. Future research should apply the
proposed framework to numerical simulations and
calibrated pulse-trace measurements, followed by
integration of the obtained bounds into an appropriate
finite-key security analysis.
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be3sneka peanisauii npaktnuHoro QKD 3 decoy-state
NPOTOKO/IOM: AMHAMIYHA MOoAeNb BiaXUneHb axepena

Makcum Januniok™”, KOnia TaHaclok?
Kadeapa pagioTexHiku Ta iHpopmauiinHoi 6e3nekn, YepHiBeLbKUid HaLioHanbHUI yHiBEpcuTeT iMeHi HOpia ®eabkosuya, YepHisui, YKpaiHa
2Kacdenpa KomMn'IOTEPHUX CUCTEM Ta Mepexk, YepHiBeLbKMit HalioHaNnbHWIA yHiBepcuTeT imeHi Opia Geabkosuya, YepHisu,i, YkpaiHa

*ABTOp-KOpecnoHaeHT (EnekTpoHHa agpeca: danyliuk.maksym.i@chnu.edu.ua)

AHOTALLIA Y uit poboTi po3pobaeHO TeOPETUUYHY MOAENb He3NeKn peanisalii Ha CTOPOHI AXKepena y NPaKTUYHMX CUCTEMAX
KBAHTOBOrO po3noginy Kntodis (QKD) 3i ctaHamu-npumaHKkamum (decoy-state). O6’eKToM AOCNIAKEHHA € NepeaaBay Ha OCHOBI
CNAabKUX KOrepeHTHWUX iMNy/bCiB, Yy AKOMY BMNPOMIHIOBAHe CepefHE YMCNo GOTOHIB 3aneXuTb He auwe Big, obpaHoro
HaNalWTyBaHHA CTaHY-NPUMaHKK, ane W BiA4 AMHAMIKM HaniBNPOBiIAHWKOBOrO fla3epa, BifAryKy e/NeKTPUYHOro Apalisepa,
nam’aTi MoAynATopa iHTEHCMBHOCTI, 3a/IMLIKOBUX OMNTUYHMUX edeKTiB Ta NoBiNbHOro Apendy. Y cTaTTi mMoaentoBaHHA
nepegasayva po3rnAfaeTbCcA Ha ABOX PiBHAX. Meplimii piBeHb — Lie HeniHiMHa HenepepBHa Yy Yaci mogenb «HOoCii-GoToHK-
daza», AKa BUKOPUCTOBYETLCA ANA MNOACHEHHA (i3MYHUX MeXaHi3miB. Jpyruii piseHb — Le cyporatHa moAesb BanigaLii 3
iHAEKCaLE iMNy/bCiB, OTPUMAHa LWAAXOM AUCKpeTM3auii Nocnig0BHOCTI BUNPOMIHIOBAHMX IMMNY/AbCiB 32 BM3HA4YeHOro
pexunmy poboTn Ta CTPOHOCKONIYHOIO NPaBuiIa BUAYYEHHSA. Take PO3MeXKYBAHHA A03BOJAE YHUKHYTU PO3rAaLy JI0KaNbHOT
OVCKPETHOI moaeni AK rnobanbHO afeKBaTHOI 3amiHM HeniHiIMHOT AMHaMiIKM nasepa 3 moayasuieto nigcuneHHa. Moaenb
Bif06parkae 06paHy NOCNILOBHICTb IHTEHCUMBHOCTEN Ha paKTUUYHE cepenHE YMCa0 GOTOHIB B iIMMY/bCi, BU3HAYa€e onepaLiiHy
LOBXMHY Nam’ATi, @ TAKOX YBOAMUTb METPUKM BiaxnneHb, 6e3neyni ana Bakyymy, AiarHOCTUKY 3a/IMLLKOBOT KOpenaLji, yMOBHi
3aKOHW [HTEHCMBHOCTI Ta iHTEpBa/ibHi OUiHKM MMOBipHOCTEN umcna ¢oToHiB. Lli BeanuMHM 4YiTKO BigOKpemneHi Big,
KOMMNOHOBaHWX (composable) napametpis 6e3nekun. IHTepnpeTauia H6e3nekn € ayauTom MPUNyLWEHb: AKWO CTaTUCTUKA
BMNPOMIHIOBAHOI iHTEHCMBHOCTI abo ¢asu 3anexutb Big nepeaictopii, CTaHAapTHe 3BEAEHHA CTaHiB-MPUMAHOK 40
He3aNeXHWX Bif HanawTyBaHb BMX04iB (OTOHIB Ta pPIiBHIB MOMWAOK 6inblle HE € aBTOMATUYHUM. TaKMM YUHOM,
3aMpoNoOHOBAaHA CTPYKTypa He npeTeHAye Ha HOBe MOBHe poBedeHHsA 6e3neku QKD; BOHa BW3HAYa€E BMMIpHOBAHI
XapaKTEPUCTUKKN AxKepena, AKi HeobxiAHO nepesaTy y BiAnNOBiAHE AOBEAEHHA ANA CKIHYEHHWUX KAoYiB abo HeA0CKOHANMX
Oykepen. Pe3ynbTaToMm € MAaTeMaTMYHO MPOCTEXYyBaHMM 3B’A30K MiXK AMHAMIKOIO Mnepenasava, Bajigauielo axepena Ta
BMMOramu ao 6esneku peanisauii 418 npakTMyHux cuctem QKD 3i ctaHamu-npumaHKkamu. MeToro i€l cTaTTi € po3pobka
MaTEMATUYHO MPOCTEKYBAHOI AMHAMIYHOI MOAeNi BiAXMNEHb AKepena ANsa MpPakTUYHMX nepepasadis QKD 3i ctaHamu-
NPMMaHKaMK Ta SEMOHCTPALLA TOro, AK Nam’ATb Nepegasaya BN/AMBAE Ha MPUMNYLEHHS, WO BUKOPUCTOBYIOTHCA B aHani3i
6e3neKn CTaHiB-NPUMaHOK. [1A AOCATHEHHA L€l MeTU BUPIWEHO TaKi 3aBAaHHA: $OpPMani3oBaHO MPUMYLEHHA WOoAO0
ineanbHOro A)kepena CTaHiB-NPUMAHOK; MOB’A3aHO AMHAMiKy HanmiBNPOBIAHMKOBOro nasepa Ta nepefasBava 3 cepegHim
yncnom GoTOHIB BUNPOMIHIOBAHOIO iMMY/bCY; BU3HAYEHO OMepaL,inHy AOBXKMHY Nam’ATi Ta A4iarHOCTUYHI METPUKM BiAXMNEHD,
NPUAATHI gNs Banigalii gxepena; a TaKoXK BU3HAYEHO CYMICHI 3 oBeAEeHHAM 6e3neKu BeIMYUHMU, AKi HEODXigHO 0bmeRnTH,
KO/IX CTAaTUCTMKA BUNPOMIHIOBAHOT iIHTEHCMBHOCTI abo da3u 3anexuTb Big nepegictopii.

K/TIOYOBI CJIOBA QKD, decoy-state, 6e3neKka peanisauii, nam’atb gKepena, AMHaMiKa nasepa.
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