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ABSTRACT This paper investigates the problem of generating high-entropy pseudorandom number sequences with enhanced
statistical properties for systems with limited computational resources, specifically Internet of things devices. It has been
established through rigorous testing that classical chaotic Wolfram cellular automata (CA) rules, such as Rules 30, 45, and 86,
exhibit significant spectral vulnerabilities. These defects are confirmed by failures in the fast Fourier transform spectral test
within the NIST SP 800-22 suite, which identifies hidden deterministic patterns. To address these security gaps, a hybrid
method called XOR-MIX is proposed, based on the bitwise mixing of streams from independent CA layers. The mathematical
foundation of this approach relies on the Piling-up Lemma, which demonstrates that the bitwise addition of independent
sources with distinct statistical profiles exponentially reduces probability bias and masks spectral peaks. Experimental results
were obtained through a high-performance implementation in the Rust programming language, utilizing memory-safe
mechanisms and look-up table optimization. The analysis demonstrates a significant increase in the NIST statistical test pass
rate to a level of 0.99 and the stabilization of Shannon entropy at 7.999998 bits per byte. Furthermore, the system
architecture utilizes a "thick client" model with React/Next.js and SHA-256 for deterministic initialization, ensuring data
privacy and integrity. The proposed approach provides an optimal balance between cryptographic strength, high throughput,
and low computational complexity, making it suitable for hardware-constrained environments and future field-

programmable gate array integrations.
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I. INTRODUCTION

he rapid advancement of the Internet of things (IoT),
T mobile systems, and sensor networks imposes new

requirements for data protection. Most such devices
face critical constraints regarding processing power,
memory capacity, and energy consumption, making the use
of traditional encryption standards (e.g., AES) resource-
intensive. This drives the development of lightweight
cryptography, where the priority is minimizing the number
of CPU cycles per operation [1].

One of the most promising tools for building such
systems is cellular automata (CA) — discrete dynamical
models consisting of a grid of cells whose states are
updated synchronously according to local transition rules.
Due to their exclusive use of bitwise logical operations,
CAs provide computationally efficient generation and
simplicity of hardware implementation [2].

However, despite the theoretical randomness of
Wolfram's Class 3 rules, they frequently exhibit statistical
defects. Popular rules, such as Rule 30, reveal spectral
vulnerabilities and hidden correlations, rendering them
potentially susceptible to linear and frequency
cryptanalysis [3].

This work addresses this issue through the development
of the hybrid XOR-MIX method. The core concept
involves the parallel operation of multiple independent CA
layers and their bitwise mixing, which mitigates the
deficiencies of individual rules and enhances the entropy

of the output stream. To verify the method's effectiveness,
a modern technology stack is utilized: the Rust
programming language, which guarantees memory safety
and maximum performance, and the NIST SP 800-22
international testing standard.

A. Evolution of approaches to CA-based pseudorandom
number generators. Traditional generators based on single
chaotic rules (e.g., Rule 30) demonstrate high sensitivity to
initial conditions but often fail rigorous statistical tests,
such as NIST Spectral FFT or Serial. This indicates the
presence of deterministic patterns that can be exploited for
cryptanalysis. To overcome these limitations, a trend
toward hybridization is observed in contemporary
research:

— Combination with chaotic maps. In "CAChaloT:
Hybrid lightweight image encryption for IoT using cellular
automata and chaotic maps" (2025), a combination of CA
with chaotic mappings (Tinkerbell map) is proposed,
where the automaton serves as a post-processor to enhance
diffusion.

— Self-organized criticality (SOC) models. The study
"Pseudo Random Number Generator Based on Cellular
Automata with Self Organized Criticality" (2024)
describes the use of "Langton’s Ant" for dynamic cell state
control, which increases sequence complexity [4].

— Multidimensional structures. The analysis of two-
dimensional linear CAs ("Performance analysis of pseudo-
random number generations of two-dimensional linear

p-ISSN 2786-8443, e-ISSN 2786-8451, 01015 (7) | Yuriy Fedkovych Chernivtsi National University | www.chnu.edu.ua



SISIOT Journal | journals.chnu.edu.ua/sisiot

uniform cellular automata that considers initial state
densities", 2024) emphasizes the importance of initial
noise density (within 25% - 70%) for ensuring
cryptographic quality [5].

B. Comparison with existing lightweight ciphers. CA-
based solutions are frequently compared to classical
lightweight algorithms such as PRESENT and SPECK. It
has been established that architectures based on modified
CAs can provide advantages in terms of computational
complexity and speed, as they minimize the number of
processor cycles per operation by utilizing exclusively
bitwise logic (Yogi B., Khan A. K., 2025).

Despite a significant number of developments, most
existing solutions do not integrate three critical factors:

— Computational efficiency — leveraging the Rust
language for low-level optimization via look-up tables
(LUT).

— Hybrid XOR-MIX architecture — bitwise mixing of
independent layers to achieve the destructive interference
of periodic defects. This process involves the XOR
operation of independent streams with distinct statistical
anomalies, leading to the mutual cancellation of these
anomalies and rendering the output sequence resistant to
frequency analysis.

— Entropy injection — state initialization using a
physical true random number generator (TRNG) with
controlled initial noise density.

The current research aims to bridge this gap by
proposing a method that ensures a NIST test pass rate of
0.99 while maintaining high performance.

Il. METHODOLOGY AND MATHEMATICAL MODEL OF
HYBRID GENERATION

A. Mathematical framework of one-dimensional cellular
automata. The foundation of this research is the model of
a one-dimensional cellular automaton (1D CA), defined as
a discrete dynamical system according to Wolfram:

A= (,SN,f), 1)

where the lattice (L) is an ordered array of cells indexed by
integers i € Z. This work utilizes a finite lattice with
periodic (cyclic) boundary conditions (where the neighbor
of cell n — 1 is cell 0). The state set (S) for cryptographic
purposes employs a binary alphabet S = {0,1}. The
neighborhood (N) is a template of radius r = 1, which
includes the central cell and its two nearest neighbors. The
local transition function (f) determines the state of a cell
at the next evolution step t + 1 based on the states of its
neighborhood at step t.

Mathematically, the update process is expressed by the
formula:

G = 8(cio, €, Civn)s )
where ¢f_,, cf, cf, ; represent the states of the left neighbor,
the central cell, and the right neighbor, respectively. Since
the number of possible input configurations for a
neighborhood of three cells is 23 = 8, the total number of
elementary rules is 28 = 256.

B. Concept of the "XOR-MIX" hybrid method. The primary
drawback of classical chaotic rules (e.g., Wolfram’s rule
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30) is the presence of hidden spectral defects that allow for
the detection of non-randomness through frequency
analysis. To eliminate these defects, the XOR-MIX method
is proposed, based on the principles of multi-layered
generation and bitwise mixing.
The operational algorithm of the method consists of the
following stages:
1. Parallel stream generation. The system
simultaneously launches two or more independent
processes ("Layer A" and "Layer B").
2. Rule differentiation. Each layer functions
according to a unique CA rule (e.g., chaotic Rule 86
for "Layer A" and nonlinear Rule 45 for "Layer B").
3. Bitwise mixing. At each evolution step, the final
sequence bit Bitsng is calculated by applying the
exclusive OR (XOR) operation to the corresponding
bits of the independent layers:

Bitfing = Bit,®Bitg. 3)

The mathematical justification of the method is based
on the properties of the XOR operation as a mixer of
independent sources. According to the XOR-sum theorem
(Pless's Lemma), the result of an operation between two
independent bit sequences has an entropy that is no lower
than the entropy of the most random source [6]. This
effectively masks the deterministic structures of individual
rules, even in the presence of spectral defects in one of the
streams; the overlay of an independent pattern from
another rule conceals these anomalies, ensuring high
diffusion. Thus, the XOR operation between two CA rules
(independent sources with different statistical profiles)
yields an output stream with entropy no lower than that of
the strongest CA, while the spectral peaks of one rule are
masked by the randomness of the other.

To quantitatively evaluate the generation quality and
the unpredictability of the output sequence, Shannon
entropy and minimum entropy (min-entropy) metrics are
used [7].

Shannon entropy defines the average amount of
information per symbol in the sequence:

HX) = = X1 pilog: (po), 4)
where n is the total number of unique symbols (for byte-
level analysis, n = 256), and p; is the probability of the i-
th symbol occurring [8]. In our case, the Shannon entropy
value for the source should reach 8.0 bits per byte,
confirming a maximally uniform distribution of zeros and
ones in the sequence.

Min-entropy (H,,;,) is a more stringent criterion, as it
evaluates the worst-case unpredictability, which is critical
for cryptographic analysis:

Hpin(X) = —log, (max(p;)), ©)
where max(p;) is the maximum probability of the most
frequent symbol in the sequence [9].

The theoretical efficiency of the XOR-MIX method is
based on the properties of summing independent sources.
Let X and Y be two independent binary streams from
different CA layers. The probability of a "one" occurring
in the final stream Z = X@®Y is defined as:

P(Z=1)=PX)+P(Y)—-2P(X)P(V). (6)
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FIG. 1. Architecture of parallel pseudorandom number generation based on the XOR-MIX method.

If the bias of each source from the ideal value of 0.5 is
denoted as &, and &, (where P(X) = 0.5 + &), then the
bias of the final stream ¢, is calculated according to the
Piling-up Lemma:

(7

Since |e| [citestart] < 0.5, the product 2e,¢, is
always smaller than each individual bias [10]. This proves
that even if one of the CA layers has a statistical deviation
(such as Rule 30 with pronounced periodicity), the XOR
operation with a second independent layer exponentially
reduces this bias, bringing the distribution closer to
uniform. In our case, even if one of the rules (Rule 150) is
linear, its combination with a nonlinear rule (Rule 45)
produces a result that passes all NIST tests.

C.Secure Initialization and Nonce/IV Integration.
Keystream reuse introduces a catastrophic vulnerability
traditionally known as the “many-time pad” or “double
notebook” attack. To mitigate this risk, the initialization
phase of the XOR-MIX method must incorporate a unique
initialization vector (IV) or nonce for every encryption
session. Consequently, the initial states of the parallel CA
lattices cannot be derived solely from a static user
password K.

Let K denote the user-defined master password, and let
1V € {0,1}128 represent a cryptographically secure random
vector generated dynamically on the client side for each
distinct message. The comprehensive seed generation
process utilizes the SHA-256 cryptographic hash function
as a pseudo-random key derivation function (KDF):

Seed_Pool = SHA-256(K || IV), ®)
where || denotes the bitwise concatenation operation. The
initial binary state vectors for Layer A(SJ) and Layer
B(S)) are subsequently extracted as distinct bit-slices of
the resulting 256-bit pool:

S{ = Seed_Pool[0...L — 1], )

S92 = Seed_Pool[0 ...2L — 1], (10)

where L represents the spatial length of the CA lattice
(L <128). This mathematical formulation ensures that
even if the identical master key K is reused across multiple

&, = 2848y,
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sessions, the distinct entropy injected via the IV guarantees
that S # S, and S # SE°. Consequently, the output
keystreams become completely uncorrelated,
exponentially  neutralizing  frequency-based  and
differential cryptanalysis.

11Il. SOFTWARE IMPLEMENTATION AND STATISTICAL
ANALYSIS OF RESULTS

A. System Design and Software Implementation. From a
software engineering perspective, developing a high-
performance lightweight generator with advanced
statistical traits generator based on CA requires strict
adherence to requirements regarding security,
performance, and architectural flexibility. The
information system was designed as a two-tier
architecture comprising a computational core and a
client-side web application.
Rationale for the Technology Stack

The Rust programming language was selected to
implement the generation core due to its specific systems
programming properties [11]:

—Memory Safety. Ownership and borrowing
mechanisms at the compilation stage eliminate
vulnerabilities such as buffer overflows and segmentation
faults, which are frequent targets of exploitation in
cryptographic software written in C/C++ [12].

— Zero-cost Abstractions. The wuse of high-level
language constructs does not introduce additional runtime
overhead, allowing for the implementation of complex CA
algorithms with performance comparable to Assembly
language [13].

— Bitwise Operation Efficiency. The language provides
extensive capabilities for low-level bit manipulation,
which is essential for the evolution of CA rules.

Computational Core Architecture

The software core is built on a modular principle,
ensuring scalability and maintainability:

— Initialization Module converts Wolfram rule decimal
codes (0 —255) into binary LUT [14, 10]. This architectural
decision replaces costly bit-shift operations during each
evolution step with array element access based on the
"neighbor" cell index.
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— Evolution Core implements the “evolve _single” and
“evolve_mixed” algorithms for calculating lattice states. A
ring (cyclic) array model is used to handle boundary
conditions, where the neighbors of boundary cells are
calculated using a modulo operation on the state vector
length.

— XOR-MIX module manages the parallel functioning
of independent state layers (state and state_b). The final
sequence is formed by bitwise mixing the streams before
the bit packing operation, which minimizes the number of
1/O operations.

Web Service Architecture and Security Model

The web application, built on React and Next.js,
implements a thick client model [15]:

— Client-side encryption. All cryptographic
transformations and keystream generation occur directly in
the user's browser. This ensures that passwords and
plaintext data are not transmitted over the network, which
is critical for privacy [16].

— Multithreading via Web workers. To prevent
blocking the main user interface (UI) thread during
intensive computations, the CA algorithm is offloaded to a
separate background thread (Web worker) [17].

—Nonce-based dynamic initialization. The initial
lattice state (seed) is generated dynamically by hashing the
concatenation of the user's password and a unique 128-bit
IV using the SHA-256 algorithm. The IV is generated on
the client side using the secure keystream uniqueness for
every distinct plaintext payload. The IV is transmitted
open-text alongside the ciphertext to allow legitimate
decryption without storing any session state or master
passwords on the server [18, 19].

B. Technology stack and computational optimization. Key
implementation features for maximum performance:

— Look-up tables. CA rules are converted to binary
tables during initialization to avoid bit shifts during
evolution.

— Ring boundary conditions. A state update mechanism
with closed boundaries is implemented, where the
neighbor index is calculated as (i + n  1)(mod,,).

—Layer parallelism. The XOR-MIX method is
implemented through independent state vectors (state Ta
state_b) that evolve under different rules and merge
immediately before buffer writing.

The architecture of parallel generation of VHF based
on the XOR-MIX method using LUT optimization and
deterministic initialization is shown in Fig. 1.

C. Experimental research according to the NIST SP 800-22
standard. To evaluate the statistical randomness and
uncover potential periodic or structural defects in the
generated streams, we subjected the XOR-MIX generator
to the NIST STS. The empirical evaluation was conducted
using a implementation of the suite compiled for a sample
size of N = 100 independent binary sequences, with each
sequence containing exactly M = 10° bits (totaling 10® bits
of analyzed data). The significance level was strictly set to
0=0,01. Under these experimental constraints, the
minimum acceptable pass rate for each individual sub-test
(except for the Random Excursions tests) is calculated
using the confidence interval formula:
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Pminz(l_a:)_3 WZ

=(1-0.01)-3 (11)

~ 0.9601.

Hence, a specific test is considered successful if at least
96 out of 100 sequences pass it. Furthermore, the
uniformity of P-values was analyzed via a chi-square (%)
test applied to the interval [0,1] divided into 10 sub-
intervals. The distribution is mathematically recognized as
uniform if the aggregate P-valuer>0,0001.

Analysis of P-value Distribution

A critical indicator is not only passing the test but also
the uniformity of the distribution of the obtained values.

The figures below show a comparison of test success
rates for different configurations. Fig.2 shows the
effectiveness of hybridizing two chaotic rules. The average
success rate is ~0.985. Notably, the XOR sum of these
rules corrected the spectral defect (FFT) that both rules
failed individually. Fig.3 demonstrates the best result
among dual systems (=0.996). Combining the nonlinear
Rule 45 with the linear Rule 150 ensured passing all 15
tests with scores ranging from 0.98 to 1.00.

PROPORTION

+ PROFORTION

0,955
0 20 a0 60 g0 100 120 140 160 180 200

FIG. 2. Histogram of statistical test pass rates for Rules 30 + 86.
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FIG. 3. Histogram of statistical test pass rates for Rules 45 + 150.

D. Efficiency comparison. The detailed results for the
optimal non-linear hybrid configuration (Rule 45 + Rule
150) across all 15 core NIST tests, including specific input
block sizes (m, m) and pattern lengths, are documented in
Table 1.
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TABLE 1. NIST Test Parameters and Results for XOR-MIX
(R45+R150).

Test Proportion
Statistical test of Passed P-value
Parameters
Sequences
Frequency (Monobit) - 0.990 0.4372
Block Frequency Block length  0.990 0.7399
m=128
Runs -- 1.000 0.5341
Longest Run of Ones ina Block length  0.980 0.2136
Block M=10*
Binary Matrix Rank -- 0.990 0.8344
Discrete Fourier -- 0.980 0.1224
Transform (FFT)
Non-overlapping Template 0.988 0.4291
Template Matching length m=9
Overlapping Template Template 0.990 0.6125
Matching length m=9
Maurer’s “Universal L=7, 0.990 0.3502
Statistical” Q=1280
Linear Complexity Block length  0.980 0.7104
M =500
Serial (Test1/Test2) Block length  0.990/0.990  0.2891/0.4105
m=16
Approximate Entropy Block length  0.990 0.6541
m=10
Cumulative Sums -- 0.990/0.980  0.8123/0.598
(Forward/Reverse)
Random Excursions 8 distinct 0.985 0.4321
states
Random Excursions 18 distinct 0.988 0.3981

Variant states

The pass rate for Random Excursions is computed
based only on the subset of sequences that generated the
minimum required number of cycles (>500) according to
NIST SPS guideless.

The drastic change in the FFT spectral test results (from
0.000 for single rules to 0.970+ for hybrids) is explained
by the destruction of hidden correlations. Since different
CA rules possess distinct phase and frequency
characteristics, their bitwise addition leads to the
destructive interference of periodic patterns inherent in
single streams. Consequently, mixing does not merely add
entropy; it actively disrupts the deterministic structure of
the CA, making the output sequence resistant to frequency
analysis methods.

Thus, single CA rules are unsuitable for use in robust
pseudorandom number generators due to critical failures in
periodicity tests. The XOR-MIX method mitigates these
vulnerabilities, ensuring stable statistical randomness.

IV. DISCUSSION

A. Spectral defect compensation mechanism. The central
issue addressed in this study is the mechanism behind the
significant improvement in Spectral FFT test results when
transitioning from single rules to the hybrid XOR-MIX
method.

— Single chaotic rules, such as Rule 30 and Rule 86,
possess their own deterministic “fingerprints” — hidden
frequency peaks that are identified by the NIST test suite.

—The application of the XOR operation between
independent CA streams leads to the destructive
interference of these patterns.

— According to the Piling-up Lemma, the bitwise
addition of independent sources with biases &, and ¢,
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results in a final bias &, = 2¢,¢,,.

—This relationship mathematically explains the
stabilization of entropy at the level of 7.999998 bits and the
successful randomization of the spectrum.

Regarding potential periodic structures often targeted
by TestUO1, the XOR-MIX method relies on algebraic
non-linearity. Combining the linear Rule 150 with the non-
linear Rule 45 prevents the aggregate system from being
reduced to linear recurrence relations. This high algebraic
complexity optimizes the linear complexity profile. The
NIST linear complexity test results confirm that the
keystream lacks linear recurrence patterns, preventing the
Berlekamp-Massey algorithm from deducing the
generator's internal state.

B. Balancing Security and Performance. In the context of
software engineering and IoT, increasing resilience is
important:

— Utilizing four parallel streams (e.g., R86 + R75 + R30
+ R45) ensures maximum statistical quality but
proportionally reduces generation speed.

— However, due to the implementation in Rust and the
use of LUTs, even a four-layer generator remains faster
than many classical block ciphers.

— This makes the XOR-MIX method optimal for
lightweight cryptography.

Choosing Rust is not just a technical decision, but an
element of a security methodology:

— The use of Ownership and Borrowing mechanisms
prevents common vulnerabilities, such as buffer overflows,
which frequently occur in cryptographic implementations
using C/C++.

— This supports the assertion that the proposed system
is robust not only mathematically but also at the
implementation level.

C. Perspectives on hardware implementation. While this
study focuses on software implementation, the XOR-MIX
architecture possesses significant potential for hardware
implementation within application-specific integrated
circuits or field-programmable gate arrays. By their very
nature, cellular automata are ‘“hardware-friendly”
structures [20], which is attributed to several technical
factors:

— Natural parallelism. Unlike sequential algorithms
where state calculations depend on previous iterations,
CAs allow for the synchronous update of all lattice cells
within a single system clock cycle. In a hardware
implementation, each cell is represented by a D-type flip-
flop and a small block of combinational logic that executes
the local transition rule.

—Low  hardware complexity (gate  count).
Implementing a single cell for Class 3 rules (e.g., Rule 30)
requires a minimal number of logic gates (XOR, AND,
NOT). This enables the creation of generators with an
extremely low gate equivalent (GE) index, which is critical
for passive [oT devices and RFID tags.

— Advantages of hardware XOR-mixing. Integrating
the XOR-MIX method into hardware architecture does not
increase the critical path and, consequently, does not
reduce the generator's maximum clock frequency. Bitwise
addition of two parallel CA layers requires only one
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additional layer of XOR gates at the output. This increases
the die area (semiconductor real estate) but maintains a
throughput of word per clock cycle.

Technical rationale for XOR-MIX
systems:

— Scalability without speed loss. When increasing the
lattice length (e.g., from 128 to 256 bits), the generation
time for a single random word remains constant (1 clock
cycle), unlike software systems where processing time
grows linearly.

— Energy efficiency. Since CA operations are local, the
switching activity of the gates remains low and stable. This
minimizes dynamic power consumption, providing a key
advantage over the complex arithmetic logic units (ALUs)
of traditional processors.

— Resistance to side-channel attacks. The parallel
nature of CAs complicates differential power analysis
(DPA) attacks, as all bits transition simultaneously,
“blurring” the operation's energy profile.

The software implementation in Rust served as a
golden model for verifying statistical characteristics, fully
validating the logic that can subsequently be ported to
hardware description languages (VHDL/Verilog).

in hardware

D. State reconstruction resistance under known-plaintext
attacks. Under a known-plaintext attack (KPA), an
adversary can extract the keystream via G, = C; @ M,.
While a single CA (e.g., Rule 150) is vulnerable to state
reconstruction via Gaussian elimination, the hybrid XOR-
MIX architecture neutralizes this threat. First, the observed
bit G, = Biti@®Bits introduces structural ambiguity,
providing zero local information about individual layer
states. Mapping the observed keystream back to the initial
seeds (S2,52) requires solving a system of non-linear
multivariate polynomial equations over GF(2). Since this
task scales directly to the Multivariate Quadratic (MQ)
problem, which is proven to be NP-hard, state
reconstruction under KPA  conditions  becomes
computationally infeasible for resources available to an
adversary in [oT environments.

V. CONCLUSION

During the research conducted, the hybrid XOR-MIX
method for pseudorandom sequence generation based on
elementary cellular automata was developed and verified.
The results obtained lead to the following conclusions:

1. Effectiveness of hybridization. It has been
experimentally proven that the use of individual chaotic
CA rules (e.g., Rule 30, 45, and 86) is insufficient for
ensuring a high level of security due to critical failures in
spectral characteristic tests (FFT) and linear complexity.
The application of the proposed XOR-MIX method
effectively mitigated these deficiencies, increasing the
average pass rate of the NIST SP 800-22 statistical tests to
a level of 0.985 —0.996.

2. CA in modern cryptography. The study confirmed
that cellular automata can serve as a robust source of
deterministic chaos and entropy. Their ability to generate
high-entropy streams using simple bitwise operations
makes them highly suitable for lightweight cryptography,
which is critical for securing IoT devices and embedded
systems.
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3. Role in software engineering. The development of
the software suite in the Rust programming language
demonstrated the potential of software engineering
methodologies in optimizing cryptographic primitives.
Utilizing modern approaches to memory safety and low-
level optimization (look-up tables) enabled the
achievement of high generator throughput. In a hardware
context, the XOR-MIX architecture demonstrates a peak
performance of 1 word per clock cycle, regardless of the
CA lattice length, making the proposed algorithm suitable
for integration into real-world software products and cloud
services.

4. Practical significance. The developed information
system based on React/Next.js proves the feasibility of
implementing cryptographic transformations directly
within the user's browser (“thick client”), ensuring data
confidentiality without the necessity of transmitting
sensitive data to the server.
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OnTuUMmi3auyia eHTPONINHUX XapaKTEPUCTUK
NOCNiAO0BHOCTEN NCEBAOBMNAAKOBUX UUCeN, 33
AOMNOMOTOI0 ribpuaHUX KAITUHHNX aBTOMaTIB

Ceprii iHyweBcbKuii®, IOpiit lo6posoncbKuii

Kadeapa nporpamHoro 3abesnedyeHHs KOMN'IOTEPHUX cUCTeM, YepHiBeLbKMI1 HalioHabHUI yHiBepcuTeT imeHi KOpia Peabkosuya, YepHisui, YkpaiHa
*ABTOp-KOpecnoHAeHT (EneKkTpoHHa agpeca: s.yanushevskyi@chnu.edu.ua)

AHOTALLIA Y poboTi aocnigxeHo npobaemy reHepaL,ii BUCOKOEHTPONIMHMX NCeBA0BMNaAKOBUX NOCNIAOBHOCTEN ANA CUCTEM
i3 obmeeHMMM O06YMC/IOBANIbHUMK pecypcamu, 30Kpema npucTpoiB |HTepHeTy pedyent (loT). LUnaxom petenbHOro
TECTYBaHHA BCTAHOB/IEHO, LLLO KNACUYHI XaOTUYHI NpaBuaa KNiITMHHKUX aBToMaTiB Bosibdpama, Taki aK Rule 30, 45 Ta 86, matoTb
CYTTEBi CNeKTpanbHi BpasansocTi. Lli aedbeKTn nigTeepaKytoTbca NpoBanamm B cnekTpanbHomy TecTi FFT y naketi NIST SP 800-
22, AKNW BUABNSE NPUXOBaHi AeTepMiHOBaHI NaTepHU. [11A yCyHEHHS LMX HeA0NiKiB 3anponoHOBaHO ribpuaHuii metoa XOR-
MIX, wo 6a3yeTbca Ha NobiTOBOMY 3MillyBaHHI MOTOKIB Bifg, He3anexXHuUxX wapis KA. MatematuyHe ob6rpyHTYBaHHA LLbOrO
nigxony 6asyetbca Ha nemi Piling-up, AKa AEeMOHCTPYE, Wo nobiToBe A0AABAHHA He3aNeXHUX Axepen 3a moaynem 2 i3
PiI3HUMM CTAaTUCTUHHUMMK NPODINAMM 3MEHLIYE MMOBIPHICHE 3MILLLEeHHA Ta MACKYE CMNEeKTpasbHi Miku. EKcnepumeHTanbHi
pe3ynbTaTv 6yn OTPMMAHI 33 LONOMOrOK BUCOKOMPOAYKTUBHOI peani3aLlii Ha MoBi NporpamyBaHHA Rust i3 BUKOpUCTaHHAM
MexaHi3miB 6e3nekn nam'ati Ta Tabauub nowyky (look-up table, LUT). AHani3 AeMOHCTPYE iCTOTHE NiABULLEHHA YaCTKM
npoxoayKeHHsA ctatucTuyHmx Tectie NIST go pisHsa 0,99 Ta cTabinisauito NokasHMKiIB eHTponii LLleHHOHa Ha piBHi 7,999998 6iT
Ha 6aiT. Kpim Toro, apxiTeKkTypa cMCTeMM BUKOPMCTOBYE MOZE/b KTOBCTOrO K/ieHTa» Ha 6a3i React/Next.js Ta anroputm SHA-
256 gna AeTepmiHOBAHOI iHiuianisauii, wo 3abesnedyye KOHOIAEHLIMHICTb Ta WiNiCHICTb AaHMX. 3anponoOHOBaHWUIA Niaxig,
3abe3neyye H6anaHc MiK KpunTorpadiyHOM CTIMKICTIO, BUCOKOK MPOMYCKHOK 34aTHICTIO Ta HU3bKOK 06YMC/IOBAIbHOK
CKNIAJHICTIO, WO POBUTb MOro NPUAATHUM A8 CepeoBULY, i3 0OMEXKEeHUMU anapaTHUMM pecypcamm Ta NepCnekTUBHUM A
ManbyTHLOI iHTerpauii y NnporpamoBaHi NOriYHi iHTerpanbHi cxemu. Pe3ynbTati NigTBEPANKYIOTb ePEKTUBHICTb ribpuaHOro
niaxoay ANA NPAKTUYHOrO 3aCTOCYBaHHA B cuctemax loT.

K/TIOYOBI C/IOBA kpuntorpadisi, KNiTMHHI aBTOMaTH, reHepaTopy BUMNAAKOBUX YMCEST, EHTPpONIs, IHTEpHET peyeit.

@ @ This article is licensed under a Creative Commons Attribution 4.0 International License.
To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.
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