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ABSTRACT This paper investigates two neural-network formulations for configuring the r-adding walk in Pollard’s Rho method
for the elliptic curve discrete logarithm problem on short Weierstrass curves over prime fields. The first formulation uses an
NM-r classifier to predict the increment-table size r and an NM-inc regression network to generate the normalized increment
coefficients (a_i, B_i) directly from the curve and subgroup context. An approximate spectral-gap dataset with context-
grouped training, validation, and test partitions was constructed for this formulation. Its evaluation revealed severe target-
class imbalance for NM-r and instability of the single-target increment labels under higher-precision transition sampling,
which limited reliable end-to-end generalization. These findings motivated a second formulation in which a neural model
scores a finite pool of candidate increment tables and selects the candidate with the highest predicted spectral quality for a
fixed r. To evaluate the second formulation without sampling uncertainty in the target, an exact dataset containing 5,000
curve contexts and 480,000 candidate configurations was generated for r € {8, 16, 32}, with the prime field modulus p and
subgroup order N satisfying 2" < p, N < 22°. Each target was computed from an exact r x r tag-transition matrix obtained by
enumerating every subgroup state. Candidate-scoring models were trained using context-grouped 80/10/10 splitting,
evaluated across multiple input representations and random seeds, and frozen before integration into a C# implementation
of Pollard’s Rho method. The benchmark compared neural selection, deterministic random selection, an L =512 sampled-gap
oracle, and an exact-gap oracle on 500 held-out contexts using 30 paired trials for each context and r, producing 180,000
successful measurements. Across r € {8, 16, 32}, neural selection reduced the mean number of iterations normalized by VN
by 2.52% relative to random selection, with a context-bootstrap 95% confidence interval of [0.24%, 4.79%)] and a paired sign-
flip value of p = 0.0325. For r = 8, the reduction was 5.25% with a 95% confidence interval of [1.40%, 9.00%] and a Holm-
adjusted value of p = 0.0237 across the three neural-versus-random tests. No conclusive improvement was obtained for r =
16 or r =32. Moreover, improvements in the exact spectral gap showed only a weak association with reductions in the number
of iterations of Pollard’s Rho method, and the exact-gap oracle did not provide a consistent advantage. The results
demonstrate a modest empirical benefit of neural candidate selection in the evaluated research-scale setting while showing
that the spectral gap alone is not a universal predictor of the performance of Pollard’s Rho method.

KEYWORDS software engineering, elliptic curve discrete logarithm problem, Pollard’s Rho method, r-adding walk, neural
networks.

I. INTRODUCTION

lliptic curve cryptography relies on the presumed
E intractability of the elliptic curve discrete logarithm

problem in groups of points defined over finite fields
[1, 2]. This work considers a short Weierstrass curve over
the prime field [FP given by
E(E):y?=x+ar+b (modp), ()
where a, b € [Fp, and 4>+ 27620 (mod p).
Let P be a generator of a cyclic subgroup of E( [Fp) of

order NV and let Q be another subgroup element. The elliptic
curve discrete logarithm problem is the task of recovering

the unknown scalar k from the relation:
Q=kP. 2)
The hardness of Eq. 2 underpins the security of widely
deployed elliptic curve protocols, therefore advances in

generic attacks remain directly relevant to parameter
selection and implementation practice [2].

Pollard’s Rho method is a fundamental baseline for the
elliptic curve discrete logarithm problem cryptanalysis
because it applies to arbitrary cyclic groups and requires
limited memory, while providing an expected running time

that scales as:
T(v) = 0(y/N) (3)

in group operations for a subgroup of order N [3].
Although Eq. 3 captures the asymptotic behavior, practical
efficiency depends on how the iteration function is
instantiated. In particular, the r-adding walk construction
introduces design choices such as the walk size r and the
increment selection mechanism, which influence the
mixing properties of the induced Markov process and
therefore affect the expected time to reach a collision in
concrete settings [4, 5].

A persistent difficulty is that r-adding walk parameters
are often chosen by manual tuning or heuristics, which can
be inconsistent across curve contexts and can obstruct
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systematic methodology. Motivated by the need for a
systematic configuration procedure, this paper investigates
whether neural-network-based parameter selection can
improve the behavior of an r-adding walk in Pollard’s Rho
method when the spectral gap of the induced tag-transition
model is used as the configuration-quality criterion. Two
complementary formulations are considered. The first is a
direct-prediction formulation in which the NM-r classifier

predicts the increment-table size r, while the NM-inc
regression network generates a normalized coefficient
table {(al_, ﬁl_)}r_' from the curve and subgroup context.
i=0

The second is a candidate-scoring formulation in which a
neural model evaluates a finite pool of increment tables for
a fixed r and selects the candidate with the highest
predicted spectral quality. The objectives of the study are
to construct reproducible datasets for both formulations,
evaluate label stability and model generalization on
previously unseen curve contexts, compare the learned
selection policies with random and oracle-based baselines,
and determine empirically whether the selected increment
tables reduce the number of iterations required by Pollard’s
Rho method.

The main contributions of this study are as follows.
First, a reproducible approximate-label dataset pipeline is
defined for the direct-prediction formulation based on NM-
r and NM-inc, including deterministic context generation,
canonical serialization of coefficient tables, context-
grouped data splitting, and higher-precision analysis of
target-label stability. Second, an exact-label dataset
generation procedure is introduced for the candidate-
scoring formulation, in which the spectral quality of every
candidate is computed from an exact r Xr tag-transition
matrix obtained by enumerating all states of the
corresponding prime-order subgroup. Third, the study
provides an empirical comparison of the direct-prediction
and candidate-scoring formulations, including
classification, regression, candidate-ranking,
representation-ablation, and multi-seed stability metrics on
previously unseen curve contexts. Fourth, the selected
increment tables are integrated into a C# implementation
of Pollard’s Rho method and evaluated in a paired
experiment against deterministic random selection, an

L =512 sampled-gap oracle, and an exact-gap oracle.
Finally, the complete experimental pipeline records dataset
configurations, random seeds, model checkpoints, source
hashes, raw measurements, and statistical-analysis
parameters to support independent reproduction of the
reported results.

The remainder of this paper is organized as follows.
Section II reviews recent research on Pollard’s Rho
method, r-adding walks, spectral analysis of finite-state
transition models, and machine-learning-based
cryptographic parameter selection. Section III describes
the approximate-label and exact-label datasets used to
evaluate the two neural configuration formulations and
defines the corresponding spectral-quality measures.
Section IV presents the direct-prediction formulation based
on the NM-r and NM-inc networks. Section V introduces
the candidate-scoring formulation, its input
representations, training procedure, and candidate-
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selection policy. Section VI describes the integration of
both formulations into Pollard’s Rho method and defines
the paired experimental benchmark. Section VII reports the
dataset, neural-model, spectral-selection, and Pollard’s
Rho method results. Section VIII discusses the
implications, limitations, and scalability of the proposed
approaches. Finally, Section IX summarizes the
conclusions and directions for further research.

Il. ANALYSIS OF RECENT RESEARCH AND PUBLICATIONS

Pollard’s Rho method remains a canonical generic
approach for solving the elliptic curve discrete logarithm
problem on the short Weierstrass curve in Eq. (1), where

the goal is to recover k from Q = kP in a cyclic subgroup
of order N [1-3, 7]. The method builds a pseudo-random
sequence in the group while tracking a linear representation
of each visited point. A typical state at iteration # is written
as:

R=aP+bQ, a,b€l,,
1] i ! t 3
and a collision R =R is exploited to obtain an algebraic
u v

relation among coefficients. Under standard non-
degeneracy conditions, the discrete logarithm can be
recovered by modular inversion

k= (au —av)(b —bu)‘l (mod N),

v

which highlights why the walk must induce collisions
while avoiding coefficient patterns that make the inversion
undefined.

Within this framework, the r-adding walk is a widely
studied family of iteration functions that constructs the next
state by adding one of # precomputed increments selected
by a tagging rule [4-5]. Let the increment set be
{Ml, I Mr} and letj(i) €11, ..., r} bedetermined from
a tag derived from Ri. The update can be expressed as:

R =R +M_ .,
i+1 i J(i)
M =aP+p0,
oo i

(aH_], le) E(ai T bi+/3j(l_)) (mod N),

so the practical behavior depends jointly on r, the
distribution of tags across the group, and the algebraic
diversity of (aj_, ﬁj). Prior analyses emphasize that poor

choices can lead to slow mixing, short cycles, or biased
visitation of subsets of states, which delays collisions even
though the asymptotic attack model remains unchanged.
As a consequence, parameter selection is not a cosmetic
implementation detail but a central determinant of whether
the walk approximates the heuristic assumption of
randomness that underlies the standard Rho argument.
The behavior of an r-adding walk can be studied
through a finite-state model of its tag dynamics. Let X’

denote the subgroup point visited at iteration ¢, and let
h(XI) €10, .., r — 1} be its tag. The reduced tag process is

represented by a transition matrix P €[0, 1]7*", whose
elements are defined as:

P, =Pr(h(xr . ]) =j | h(XI) = i).
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The sequence of tags is treated as an aggregated
Markov approximation of the underlying walk rather than
as a complete representation of the point-level process. Let
the eigenvalues of P be ordered so that }tl =1 is the

stationary eigenvalue and:

|/12|2 |/12|2...z )

r

The spectral gap of the reduced transition model is
defined as:

"/(P) =1— max

2<k<r

For a finite ergodic Markov chain, the magnitude of the

non-stationary eigenvalues is related to the rate at which

the chain converges toward its stationary distribution [13].

Spectral analysis has also been used to connect random-

walk mixing and collision bounds for Pollard’s Rho

method [8]. Consequently, a larger value of y(P) generally
indicates faster mixing of the modeled tag process and
weaker persistence of tag correlations. However, this
theoretical relationship applies to the reduced Markov
model and does not by itself prove that an increment table
with a larger spectral gap will require fewer iterations in
Pollard’s Rho method. The practical relationship between
the spectral criterion and the collision behavior of the
complete elliptic-curve walk must therefore be evaluated
experimentally.

Recent studies demonstrate increasing interest in
applying machine-learning and optimization techniques to
elliptic-curve cryptography, including cryptographic
parameter selection, protocol-level optimization, and
implementation improvement [6,9-12]. These works
indicate that data-driven methods can support the
exploration of large parameter spaces and can complement
conventional analytical and implementation-oriented
optimization. Nevertheless, most existing studies focus on
curve parameters, protocol configurations, or arithmetic
implementations rather than on the iteration function of
Pollard’s Rho method. In particular, they do not provide a
reproducible methodology for learning the increment-table
configuration of an r-adding walk from curve and subgroup
contexts or for evaluating the resulting configuration
through both a spectral criterion and a direct collision-
search experiment.

Despite these advances, the literature does not provide
an experimentally validated and reproducible framework
for neural configuration of an r-adding walk in Pollard’s
Rho method. In particular, previous work does not compare
direct generation of increment-table parameters with
neural scoring of candidate tables, analyze the stability of
spectral-gap-based training targets, or evaluate whether
neural selection reduces the number of iterations required
to recover a discrete logarithm. The present study
addresses this gap by examining both direct prediction and
candidate scoring under context-grouped evaluation and by
testing the selected configurations in an integrated
Pollard’s Rho method implementation.

2,(P)|

I1l. DATASET GENERATION AND SPECTRAL EVALUATION

The experimental study uses two complementary
datasets corresponding to the two investigated neural
configuration formulations. The datasets are generated
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independently and are not combined during model training
or evaluation. The first dataset supports direct prediction
through NM-r and NM-inc. It contains curve and subgroup
contexts over prime fields satisfying 2%° < p <23, with
candidate configurations generated for
r€{8, 16, 32, 64}. Candidate quality is estimated from
sampled tag transitions using L =512 observations per
transition-matrix row. This dataset is used to examine
whether the increment-table size and normalized
coefficient table can be predicted directly from the task
context.

The second dataset supports neural scoring and
selection of candidate increment tables. To remove
sampling uncertainty from the target spectral-gap values, it
uses research-scale prime fields and prime-order
subgroups 25<p, N<2®.  Candidate

configurations are generated for r € {8, 16, 32}, and their

satisfying

quality is computed from exact r X r tag-transition matrices
obtained by enumerating every state of the corresponding
subgroup. The reduced field and subgroup range makes
exhaustive construction of the tag-transition model
computationally feasible and is not intended to represent
cryptographic-strength parameters.

Both datasets use deterministic generation seeds,
canonical serialization of candidate tables, and context-
grouped training, validation, and test partitions. All records
associated with the same elliptic-curve context are
assigned to exactly one partition. This prevents
information leakage between correlated candidate
configurations and ensures that model evaluation measures
generalization to previously unseen curve and subgroup
contexts.

A. Approximate-gap dataset for direct prediction. The
approximate-gap dataset contains 5,000 independently
generated elliptic-curve contexts. A stored context is
represented as:
Cc=(p,a,b,N,P,Q),
where p is the prime field modulus, ¢ and b are the
coefficients of the short Weierstrass curve defined by
Eq. (1), NV is the prime order of the selected subgroup, P is
its generator, and Q =kP is the target point instantiated
using a hidden validation scalar k£ € {1, ..., N—1}. The
prime modulus satisfies:
225 < p < 23(),
while the subgroup-selection procedure requires:
N> 220.

The scalar k is retained only for mathematical
validation of the generated context and is not included in
the neural-network inputs or used as a learning target.

Prime moduli are generated by rejection sampling. An
integer is sampled uniformly from [2%3,2%°), it is made odd,
and it is tested for primality using a deterministic primality
procedure suitable for this bit range, then the process is
repeated until a prime is obtained. For a fixed prime p,
coefficients @ and & are sampled independently and
uniformly from {0, ..., p — 1}, after which the curve is
accepted only if it is non-singular. Nonsingularity is
enforced through the discriminant computed modulo p,
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and the acceptance condition is:
—16(4a’+27b%) #0 (mod p).
If the condition fails, coefficients are resampled while

keeping p fixed.

After a valid curve is obtained, a prime order subgroup
is selected and a generator is constructed through group
operations. The group cardinality |E( IFP)l is computed, it
is factored, and a prime divisor N is chosen as the subgroup
order under a fixed exclusion rule that removes trivial cases
by requiring N > 2%, If no such prime divisor exists, the
entire curve is discarded and a new context is sampled.
Given |E ( [Fp)l and N, a subgroup generator is derived from

a random curve point. A point R € E([Fp) is obtained by

sampling an x € {0, ..., p — 1}, evaluating the right-hand
side x* +ax + b modulo p, checking quadratic residuosity,
and constructing a corresponding y when a square root
exists, then repeating until a valid point is found. The
E(F

generator candidate is then computed as P = l(N—p)|R.
This construction forces P into the subgroup of order
dividing A, and since N is prime, it suffices to reject the
identity point. The generator is verified by checking P # &
and NP=0, where @ denotes the point at infinity.
Contexts that yield P = @ are rejected by resampling R.

For each accepted context, a target point Q is
constructed by drawing an integer x uniformly from
{1,..., N—1} and setting Q =xP. The value x is used
only to instantiate candidate r-adding increments through
the point Q, and it is not used as a direct learning label.
This separation ensures that the learning objective depends
on configuration quality rather than on recovering a
discrete logarithm value.

Candidate  configurations  are
r€{8, 16, 32, 64}. For
admissible value of r, four independent coefficient tables
are generated, resulting in 16 candidates per context and
80,000 candidates in the complete dataset. A candidate
table is represented as:

T(n:) — {(a(_c)’ ﬁ(_c))}r— ]’
r l i i =O
where the candidate index is c¢€1{0,1,2,3}. The
coefficients are sampled independently and uniformly
from Z,;, subject to:
(o, 647 = (0, 0).

Each  accepted table is canonicalized by
lexicographically sorting its coefficient pairs. The resulting
order defines the final index assignment and is used
consistently during increment construction, transition
evaluation, serialization, and target generation. The
corresponding increment points are computed as:

M) =glp+ g,

The partition index is defined through a deterministic

generated  for

every context and every

tagging function A that maps a group element to one of the
r indices using the least significant bits of the x-coordinate.
Since every candidate uses an r that is a power of two, one
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writes = 2% and fixes:
h(x)= lsbk(x(X)).

Here x(X) is the x-coordinate of X represented as an
integer in {0, ...,p—1}, and 1sbk extracts the k least

significant bits and returns an integer in {0, ..., r—1}. In
the implementation this mapping is evaluated by a bit mask
operation that depends only on k and the canonical
representative of x(X), which makes & fully deterministic
for a given context and candidate configuration.

Each candidate receives an approximate quality label
derived from an empirical tag-transition matrix. For a fixed
context and r, transition counters cle) = [CSI’) =1 are

7 dig=0
initialized for all four candidate tables. Starting s‘;]ates are
shared across candidates with the same context and r. At
every sampling step, a scalar s is selected uniformly from
Zz - and the corresponding subgroup point is computed as
X =sP. Its current tag is determined as

i=h (X).

For each candidate c, the transition associated with row

i is evaluated by computing

X'(C) =X +M(_C)
1
and
j(c) = hr(Xr(C)).
The observation is then accumulated as:
) ) +1,

Sampling continues until every row contains exactly L
observations. Separate rejection-sampling loops are not
executed for individual rows. Since the current tag depends

only on the shared starting point X and the fixed value of
r, same accepted starting states contribute to the
corresponding rows of all four candidate matrices. In the
main dataset:
L=512,
The estimated transition probabilities are computed as:

cte)
ﬁ(C) - _Y

Therefore, every row of FE_;) sums to one, and all

candidate tables belonging to the same context and r are
evaluated using identical sampled starting states.
Let the eigenvalues of the empirical transition matrix

P) be ordered so that /l(]C ) =1 is the stationary eigenvalue.

The approximate spectral-gap reward of candidate ¢ is
defined as

F=1- max |l

‘ 2<k&r

For every context, all 16 candidate configurations are

compared, and the target candidate is selected as:

¢* = argmax 7).

e
If multiple candidates have numerically identical
rewards, the candidate identifier and candidate index are
used as a deterministic tie-breaking rule. The table size
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associated with ¢” becomes the classification target for
NM-r. The normalized coefficient table of the same
candidate becomes the regression target for NM-inc:

a, ﬁo a p

{0 0 r—1 r—1
ic \ NN N N

Thus, both direct-prediction targets are derived from
the same approximate spectral-selection rule.

To assess the stability of the approximate labels, a high-
precision reevaluation is performed on 50 contexts,
corresponding to 10% of the held-out test contexts. The
original curve contexts and all 16 candidate tables are
retained without modification. Their transition matrices are
reevaluated using LHP = 4096 observations per row and an

y - L

independently recorded random seed. The reevaluation
measures the correlation between the rewards obtained
with L =512 and LHl> = 4096, as well as the proportion of

contexts for which both settings select the same target
candidate and the same value of r. These stability results

are reported in Section VII rather than being used to modify
the frozen training labels.

B. Exact-gap dataset for candidate scoring. A separate
dataset was generated to investigate whether a neural
model can learn to rank candidate increment tables
according to their spectral properties. Unlike the
approximate-gap dataset, this dataset contains the spectral
gap of the complete reduced tag-transition matrix for every
candidate. Exact enumeration required smaller problem
instances; therefore, the field modulus and subgroup order
were restricted to 2'° < p <22 and 23 < N < 2%,

The dataset contains 5000 independently generated
curve contexts. For each context and each value
r€1{8, 16,32}, 32 candidate coefficient tables were
generated. Consequently, the dataset contains

5000 X 3 X 32 = 480000
labelled candidates. Each candidate is represented by its

context parameters, the value of r, and the normalized
coefficients a /N and ,Gi_ / N, where:

M=aP+pQ, i€0,..,r—1}

For every candidate table, all subgroup states were
enumerated. For a subgroup state X =sP , where
P

s€10, ..., N—1}, the current tag and the tag after
applying the corresponding increment were computed as:
i= hr(XS),
j - hr(Xs +M[)'

The observation was added to the transition count Clj.
After all N subgroup states had been processed, the exact
reduced transition probabilities were obtained as:

__ 4
ij - r—1
2.C
k=0

Thus, each row was normalized by the actual number
of enumerated subgroup states assigned to the
corresponding tag. The exact spectral gap of the reduced

ik
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transition matrix was then calculated as:
;)(P) =1— max |}{k(P)|,
2<kSsr
where the eigenvalues are ordered so that zll(P) =1.

The term “exact” in this experiment refers to the
complete enumeration of the subgroup when constructing
the rXr tag-transition matrix. It does not imply the
construction or eigen decomposition of an N XN state-
transition matrix. The reduced representation is retained
because the investigated spectral criterion is defined for the
tag process induced by the r-adding walk.

In addition to the exact matrix, sampled transition
matrices were constructed using

L€{16, 32,64, 128, 512}. Nested samples were used so

that the observations included at a smaller L were also
included at every larger sampling level. These matrices were
retained as candidate features and approximation baselines,
whereas the exact spectral gap obtained by complete
subgroup enumeration remained the regression target.

The contexts were deterministically partitioned into
4000 training, 500 validation, and 500 test contexts. All
candidates associated with a particular curve context were
assigned to the same subset. An explicit validation
confirmed that no context identifier occurred in more than
one subset. Any secret scalar used internally to accelerate
offline subgroup construction was excluded from the
exported neural-network features.

For each pair of a curve context and r, the candidate
with the largest exact spectral gap was treated as the finite-
pool oracle:

¢ =argmax y(P).
CEC‘_

This oracle was used only as an evaluation reference.
The candidate-scoring model was trained to predict the
spectral quality of every individual candidate rather than to
reproduce the coefficient vector of a single selected table.
At inference time, the predicted scores can therefore be
used to rank independently generated candidate tables and
return the highest-ranked table to Pollard’s Rho method.

IV. DIRECT NEURAL PARAMETER GENERATION
The first investigated approach formulates the
configuration of the r-adding walk as direct supervised
parameter prediction. It consists of two neural networks
with separate roles. The NM-r network predicts the
increment-table size from the curve and subgroup context,
whereas the NM-inc network predicts the coefficient table

conditioned on the selected value of r. The admissible table
sizes are restricted to the ordered set
R = {8, 16, 32, 64}.
NM-r is formulated as a four-class classifier whose
output identifies one element of R. Its training label is the

value of r associated with the candidate configuration

having the largest estimated spectral gap in the

approximate-gap dataset described in Section III-A.
NMe-inc is formulated as a masked regression model.

Given the same context and a one-hot representation of r,
it predicts the normalized coefficients:
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G B
N'"N'7 N N
of the selected increment table. The corresponding

increment points are subsequently constructed as:
M=aP+0Q, i€{0,...,r—1}
I 1 1

To support every admissible value of r with a fixed
network architecture, the NM-inc output dimension is set
to:

M2r =128, r =64,
max max

Only the first 2+ output components participate in loss
computation and deterministic decoding. The remaining
128 —2r components are masked and do not affect training
or inference. This direct-generation formulation is
evaluated as the initial neural configuration strategy. Its
limitations motivate the candidate-scoring formulation
introduced in Section V.

Input features are constructed deterministically from
the curve and subgroup parameters. The NM-r input is the
five-dimensional vector:

Z=[log2p, alp,blp, logzN, N/p],

where p is the prime modulus, @ and b are the coefficients
of the short Weierstrass curve, and N is the order of the
subgroup generated by P. Before feature construction, the
curve coefficients are represented by their canonical
integer residues:

a,b €{0,...,p—1}.

No dataset-dependent min-max scaling,
standardization, or z-score normalization is applied. The
ratiosa /p, b/ p,and N/ p provide relative representations
of the corresponding integer values, whereas logz(p) and
logz(N) retain information about the absolute field and
subgroup scales.

For NM-inc, the selected table size is represented by the
one-hot vector:

(r)

corresponds

e =onehot
r [8. 16, 32, 64]

whose component order
[8, 16, 32, 64].
The NM-inc input is therefore defined as:

z. =c0ncat(z, e )E R?
C r

ihl

exactly to

This representation conditions NM-inc on the value
predicted by NM-r while preserving a fixed input
dimension. In the direct-generation experiment, the
coordinates of P and @ are not included in z. The

implications of this restricted representation for predicting
context-specific increment coefficients are examined in
Sections VII and VIIIL.

Both NM-r and NM-inc are multilayer perceptrons with
three hidden layers containing 256 units each. Every
hidden layer applies a rectified linear unit followed by
dropout with probability 0.1. For an input vector x, the
shared form of the hidden backbone is:

h = Dropout(ReLU( Wox+ bl), 0. 1),
h2= Dropout{ReLU( W x + bz)’ 0.1 ),

h,= Dropout(ReLU( Wt b3), 0. 1).
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For NM-r, the input dimension is 5, and the output layer
produces four unnormalized logits:
=W h +b ER
The predicted class is determined as:
k= argmax £,
k€0, 1,2,3)
and is mapped to the corresponding element of the ordered
set[8, 16, 32, 64].

Softmax probabilities may be calculated when class
probabilities are required for analysis, but the training loss
is applied directly to the logits.

For NM-inc, the input dimension is 9, and the output
layer contains 128 components followed by a sigmoid

activation:
F=o(W, h,+b €O, 18,

C
The output represents normalized coefficient pairs up
to the maximum supported table size rmax=64. For a

training or inference instance with table size r, only the
prefix: 3?1 . is used. This masking rule prevents the unused
output components from contributing to either the
regression loss or coefficient decoding.

The NMe-inc output is converted into an integer
coefficient table by deterministic decoding. Let ¥ denote
the sigmoid output of NM-inc. For the selected table size
r, the first 2r components are interpreted as ordered
coefficient pairs. For every i € {0, ..., r—
performed as:

1}, decoding is

Aat_ = round(/\’j?zj) mod N,
B.= round(N?ZH_ ]) mod N.
Consequently, N
6?,,, B, €1(0,..,N—1}.
A deterministic postprocessing procedure is then
applied to ensure that the decoded coefficient table satisfies

the validity requirements of the r-adding walk. First, the
pair corresponding to the point at infinity is prohibited. If:

(@.5)=(0.0),
it is replaced with: R
(@, 5)=0.0.

Second, duplicate coefficient pairs are removed. If the
current pair has already occurred among the accepted pairs,
its second component is incremented modulo N:

,(?t_ 4—([&:& 1) mod N,
This operation is repeated until the resulting pair is

unique. If it produces (0, 0), the increment is continued
until both the nonzero and uniqueness constraints are
satisfied.

Finally, the coefficient pairs are sorted
lexicographically to obtain a canonical serialized
representation:

- -~ - -~
(ao, ‘80) < lex™** < 131(0‘,_ r ﬁr_ ]).
The corresponding increment points are constructed

after postprocessing:
M =TP+B0O, i€{0,...,r=1}



SISIOT Journal | journals.chnu.edu.ua/sisiot

The same decoding and canonicalization rules are applied
to every model output. This procedure guarantees a
syntactically valid and reproducibly serialized increment
table, but it does not by itself guarantee that the repaired table
preserves the spectral quality of the raw network output.
Accordingly, empirical use of a decoded table requires an
additional spectral evaluation. In the present study, the direct
NM-inc formulation was not promoted to that stage after the
target-stability check reported in Section VII-B.

NM-r and NM-inc are trained as separate supervised
models. For NM-r, cross-entropy loss is applied directly to

the four output logits. Let # € R* be the logits and let
yr E {0! l! 2’ 3}

be the target class index. The
classification loss is:
exp(fv)
£, = —log 3

kgoex p( 4 k)

The primary experiment uses the unweighted loss.
Because the selected r labels are imbalanced, an additional
experiment applies class weights calculated from the class
frequencies in the training subset:

exp( fyr)

;L’(r‘”) = o log 3
expl?Z
kg[) p( k)

The weighted and unweighted models are evaluated
separately and are not selected using the test subset.

For NM-inc, the regression target is the normalized
coefficient vector:

|:a0 ﬁO ar—l ﬁr—l :|
N'N'77 N N’

SmoothL1 loss is calculated only over the first 2r
output components. For a scalar residual d, it is defined as:

y. ,
inc

1
Edz, ld] <1,
SmoothL1(d) = {
dl——, |d|21.
4= Il
The masked NM-inc objective is:
2r—1
L =-— 2 SmoothLI(T —y
ine  p j;(, oo (y j )'j)

Components with / 2 27" do not participate in either loss
calculation or gradient propagation for the corresponding
training instance.

Both networks are optimized with AdamW using
learning rate 7 = 1073 and weight decay A =10"% The
minibatch size is 1024, and training proceeds for at most
50 epochs. Early stopping is applied when the validation
loss does not improve for 5 consecutive epochs. The
checkpoint with the lowest validation loss is retained.
Seeds for dataset splitting, model initialization, and
minibatch ordering are fixed and stored in the experiment
manifests.

The approximate-gap dataset is split by complete curve
contexts into 80% training, 10% validation, and 10% test
subsets. Thus, the 5000 contexts are divided into 4000,
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500, and 500 contexts, respectively. Every candidate and
selected target associated with one context remains in
exactly one subset. An explicit leakage check verifies that
the sets of context identifiers are pairwise disjoint.

NM-r is evaluated using -classification accuracy,
macro-averaged Fl-score, per-class recall, and the
confusion matrix. Its results are additionally compared
with a majority-class baseline. For NM-inc, masked mean
absolute error over the active 2r components and the
integrity rate of decoded tables were defined as planned
evaluation metrics. However, the high-precision label-
stability check reported in Section VII-B showed that the
single-table targets were not sufficiently stable.
Consequently, NM-inc was not promoted to a definitive
downstream evaluation, and no coefficient-regression
performance claim is made.

V. NEURAL CANDIDATE SCORING AND SELECTION

The limitations of direct coefficient prediction
motivated a second formulation in which the neural
network does not generate an increment table directly.
Instead, a deterministic candidate generator produces a
finite pool C = {Csl), s CSK)} for a fixed value of r. A
neural surrogate independently estimates the spectral gap
of every candidate and selects:

=argmax ?H(Cgc) | X),
c€EC .

where X =(p, a, b, N, P, Q) is the curve context and ?0 is
the spectral-gap estimate produced by the trained model.
Candidate generation uses a recorded pseudorandom seed and
does not require the exact transition matrix during inference.
A. Candidate representations. The candidate-scoring

experiments use the nine-dimensional context vector:
y X ¥

a b N *p Yp o Yo
X L= 10g2(p),?,7, 1082(/\/),7,7,7,?,?
Unlike the direct NM-inc formulation, this

representation explicitly includes the normalized affine

coordinates of P and Q. Context features are standardized
using means and standard deviations calculated
exclusively from the training subset.

Several candidate representations are compared in an
ablation study. The context-only representation contains no
candidate-specific information and is used as a negative-
control baseline:

context " etx’
The coefficient representation concatenates the context

with the normalized coefficient table:
“o B 0 “ - b
Cl.]i’ N 1 N 3 oy N L) N
Its dimension is 9+ 2r. The point representation uses
the affine coordinates, tag, and point-at-infinity indicator
of each increment M :
]
T B (M)
m.= _1 _’—!]I[M =@] b
/ p P r—1
= concat(xm, My ey M _ ]).

r—1

X _=concat|x
coeff

X
points

Its dimension is 9 +4r.
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Two sampled-matrix representations are also

evaluated. For L€ {128,512}, the sampled transition
counts are divided by L and flattened:

( ( C(L) ]]
X . =concat|x , vec .
matrix, L ctx L

The corresponding input dimension is 9+ r2.

The sampled matrices are candidate features rather than
training targets. In every case, the target is the exact
reduced-matrix spectral gap obtained by complete
subgroup enumeration.

B. Scoring architectures. For the context, coefficient, point,
and flattened-matrix representations, the scorer is a
multilayer perceptron with three hidden layers of 256 units.
Each hidden layer uses ReLU followed by dropout with

probability 0.1. The final layer returns one scalar:
5;&;) =_f9(x(f)).
The scalar is interpreted as the predicted spectral gap of
candidate c. All 32 candidates belonging to the same training

context and fixed r are processed as one candidate group.

An additional matrix-aware architecture processes the
L =512 representation without flattening its row structure.
For every tag row, the sampled transition values are
concatenated with the corresponding coefficient and
increment-point features. The resulting row vector is
projected into a 64-dimensional embedding. A two-layer
Transformer encoder with four attention heads and a feed-
forward dimension of 128 processes the sequence of r tag
rows. Mean pooling is then applied, the pooled
representation is concatenated with X and a regression
head produces the predicted spectral gap.

These architectures estimate candidate quality rather
than reproducing an oracle coefficient vector. At inference
time, the candidate with the largest predicted score is
returned as the neural configuration of the r-adding walk.

C. Training objective and selection metrics. Separate
16, and
=32, Each training instance is a group containing all

K =32 candidates associated with the same curve context

candidate-scoring models are trained for r =8, r =

and fixed . This grouping allows the objective to account
for both absolute spectral-gap prediction and relative
candidate ordering.

The exact spectral gaps are standardized using the mean
“, and standard deviation ¢ calculated exclusively from

the training subset:

where g identifies the context group and ¢ € {1, ..., K}
identifies a candidate. Let s be the standardized score

g,(‘
predicted by the model. The corresponding spectral-gap
estimate is:
:\ = +
Voo Sg, %y T Hy
The first objective component is the pointwise

regression loss:

e Z Z SmoothLl( ae e, c)'

=le=1
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Because candidate selection depends on score
differences within the same context, a centered regression
component is also included. The group means are:

-1

A—l 5 C

- 1
1 =—=2.1
g chlg,c

and the centered loss is:

£ =— Z]CZISmoothLl(( ) —(rg, L_—Eg)).

A hstw1se ranking component encourages the model to
assign more probability to candidates with larger exact
spectral gaps. The target and predicted candidate
distributions are defined as:

cw{{r, 7)1
é’p('z K ’
Ze(r,, 7))

7/
o o))

K -
s -7/ )
Fen(s, )
where 7 =0.002.
The listwise loss is:

rank_ T Z Z T{ log(ﬁgnf)'

=1c=1 °
The complete tralnlng objective is:
L =L +L +0.1£

total reg center rank”
Optimization uses AdamW with learning rate 1073,

weight decay 1074, and dropout probability 0.1. Training
proceeds for at most 30 epochs with early-stopping
patience 5. The number of context groups per minibatch is
32, 16, and 8 for r =8, r =16, and r =32, respectively.
Each context group contains all 32 candidates. The
checkpoint with the smallest validation loss is retained.
Independent runs use seeds 20260723, 20260724, and
20260725.

Regression quality is evaluated using mean absolute
error, root-mean-square error, and Pearson correlation
between predicted and exact gaps. Candidate ordering is
evaluated separately using within-context Spearman
correlation, top-1 recovery, top-4 recovery, selected-
candidate percentile, and spectral regret. For context g,
spectral regret is defined as:

Regret = max py —y
c€ Cr 8¢
where:
~__ ~
¢=argmaxy
s C, "
The uplift over expected random selection is:
K
Uphft =y T Z p
L =] 5¢

These selection metrics dlstmgulsh a model that merely
predicts the average gap of a context from a model that can
rank candidate increment tables within that context.
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VI. INTEGRATION INTO POLLARD’S RHO
WITH r-ADDING WALK
The integrated solver receives a short Weierstrass
elliptic curve:

E:y’=x*+ax+b (modp)
a cyclic subgroup of prime order N, a generator P, and a
target point:
Q =kP,
where k€Z, is the unknown discrete logarithm. The

neural configuration module is invoked once before the
iterative phase of Pollard’s Rho method. It produces a

table:
— F—1
M, ={(@s B, Mi)}i =0,
where:
M=aP+p0.
The proposed framework supports two configuration
modes. In the direct-generation mode, NM-r first predicts:

FE (8, 16, 32, 64},
after which NM-inc predicts the normalized coefficient
table conditioned on 7. The predictions are decoded and
postprocessed according to the deterministic procedure

described in Section I'V.
In the candidate-scoring mode, a value:

FE(8, 16, 32}
is fixed for the experiment. A pseudorandom generator

with a recorded seed constructs a pool of K wvalid
coefficient tables:

C = {CE}), c(rK)}.

The trained candidate-scoring model assigns a
predicted spectral gap to every table and selects:
€= argmax ?g(CE_C) | p,a, b, N, P, Q).
c€{l, ..., K}

The selected coefficient table C(r?) is then used to

construct the increment points. This mode replaces an
expensive online spectral evaluation with neural inference
and comparison of the predicted candidate scores.

After either configuration procedure has produced .# ,
the neural module is no longer invoked during the walk.
The selected value of r, coefficient pairs, increment points,
and tagging rule remain fixed for the duration of the run.
The subsequent state updates, collision detection, discrete-
logarithm recovery, and restart handling are performed by
the classical algorithmic core of Pollard’s Rho method.

The iterative phase begins by sampling two
independent scalars U v0<k—Z y and constructing the
initial state:

X 0= MOP + VGQ.

Every state is stored together with its coefficient

representation:
St=(X[, I Vf),
which satisfies the invariant:
=upP+
Xr uIP va.

The deterministic tagging function maps an elliptic-
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curve point to one of the r increment-table indices. For an
affine point X = (xX, yx), it is defined as:

hr(X) =xX mod r.

Because all supported values of r are powers of two,
this operation is equivalent to selecting the least significant
logz(r) bits of the canonical integer representation of x .

The point at infinity is assigned the fixed tag:
hr(@) =0.
At iteration ¢, the current table index is:
i =h p_(X t).
The corresponding increment entry is:

(ait’ 'Bit’ Mir)’

M =a P +p . 0.
f f I3
One transition of the r-adding walk is then calculated as:

X =X+M

t+1 t ir’
u = ur+a_) mod N,
1

where:

r+1 ,
=(v +
L ﬂi,) mod V.
These updates preserve the invariant because:
X =X+M
t+1 t i
=utP+viQ +a P+p QO
1 1
r r
=(u + +(v +
o))
= + v .
ut + IP ¥ t+ lQ

Thus, the neural module changes only the configuration
of the r-adding walk. It does not modify the algebraic state
invariant or the collision-recovery mechanism of Pollard’s
Rho method.

Collision detection uses Floyd’s cycle-finding
procedure. The slow state applies one r-adding transition
during each outer iteration, whereas the fast state applies
two transitions. Let:

S =(XS, “ v‘),
and:
S = X ) 1 2
=X e vy)
denote the slow and fast states. A collision is detected when:
X =X.
s f
By the maintained coefficient invariant:
X =uP+tv 0,
5 s &
and:
X =u P+ .
f uf va
Using Q = kP, equality of the two states implies:
uP+v kP=u P+v kP.
s s f f
Therefore:

(us - uf)P = (vf - vl‘)kP.

Because P generates a subgroup of prime order N, the
candidate discrete logarithm is recovered as:

~

k= (us - uf)(vf - vs)_ ' mod N,
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provided that:
vf—vC #0 (mod N).

The recovered value is verified by checking:
kP=0.
If the denominator is zero modulo N, the collision is

degenerate and does not determine k. A failed verification
is treated in the same manner. In either case, new initial
coefficients are sampled:
v, S
uov0<—Z "
and the walk is restarted from:
X 0" HDP + VOQ.

The selected configuration.#Z, remains unchanged
across such restarts. Consequently, the neural module
controls the increment table, whereas the initialization
randomness and collision processing remain part of the
classical Pollard’s Rho method.

VII. EXPERIMENTAL RESULTS
A. Experimental protocol. The experiments comprise two
stages. The first stage evaluates direct prediction with NM-
r and NM-inc using the approximate-gap dataset. The
second stage evaluates neural candidate scoring using the
exact-gap dataset and measures the effect of the selected
increment tables on Pollard’s Rho method.

The candidate-scoring models are trained separately for
r={8, 16, 32}. Three independently initialized models
are retained for each r, using seeds 20260723, 20260724,
and 20260725. Their predicted spectral gaps are averaged
during candidate selection:

3

B
f\(f) = — f‘(i)
/ens 3 s‘gl/v :

Based on the representation comparison, the frozen
downstream selection policy uses the point representation
for r=38, the sampled L=128

representation for r = 16, and the coefficient representation

transition-matrix

for r=32. The seclected representations and model
checkpoints are fixed before executing the Pollard
benchmark.

The benchmark uses 500 held-out curve contexts from
the test subset of the exact-gap dataset. Their prime
subgroup orders satisfy 2'° <N <220,

For every context and every r, the same pool of K =32
candidate increment tables is used to compare four
selection policies:

e Random: one candidate is selected uniformly from
the pool.

e Neural: the candidate having the largest ensemble-
predicted spectral gap is selected.

e Sampled oracle: the candidate having the largest
spectral gap estimated with L =512 observations per
transition-matrix row is selected.

e Exact oracle: the candidate having the largest exact
reduced-matrix spectral gap is selected.

The sampled and exact oracles are evaluation
references rather than neural networks. The exact oracle
identifies the best candidate according to the investigated
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spectral criterion within the finite pool; it is not assumed to
be an oracle for the minimum execution time of Pollard’s
Rho method.

For each combination of context, r, and selection
policy, 30 trials are executed. The initialization
randomness is paired across the four policies within each
trial. The complete benchmark therefore contains

500X 3 X4 X 30 = 180000 measurements. All 180000 runs
recovered the correct discrete logarithm.

The primary outcome is the number of r-adding
transitions required to recover the discrete logarithm. To
compare contexts having different subgroup orders, the
iteration count is normalized as:

1 .
norm \/ﬁ

For each context and policy, normalized iterations are
first averaged across the 30 paired trials. Statistical
resampling then uses the curve context, rather than an
individual trial, as the independent unit. Confidence
intervals are calculated using 50000 bootstrap samples, and
two-sided paired sign-flip tests use 100000 permutations.
Holm correction is applied both to the three planned
neural-versus-random comparisons and to the family of
nine per-r comparisons.

Dataset manifests, generation seeds, split identifiers,
model checkpoints, raw Pollard measurements,
configuration files, tables, figures, and SHA-256 hashes
are retained as reproducibility artifacts. Neural candidate
selections are generated and frozen before the C#
benchmark. Consequently, the reported iteration and walk-
time comparisons exclude neural-inference latency and
measure the behavior of Pollard’s Rho method after
configuration selection.

B. Direct-prediction results. The approximate-gap dataset
produced a strongly imbalanced distribution of selected
table sizes. Among the 5000 context targets, 4072 selected
r=28, 801 selected r=16, 117 selected »r =32, and 10

selected r=64. The corresponding proportions were
81.44%, 16.02%, 2.34%, and 0.20%, respectively.
The frozen test subset contained 500 contexts. Its target

distribution was 416 instances of »# =8, 73 instances of

4 =16, 11 instances of » =32, and no instance of r = 64.
Table 1 summarizes the NM-r results.

TABLE 1. NM-r classification results.

Macro- Prediction
Model Accuracy F1 behavior
Majority-class  0.832 0.227 Predicts r =38
baseline for all contexts
Unweighted 0.832 0.227 Predicts r =8
NM-r for all contexts
Class-weighted  0.148 0.065 Predicts r =16
NM-r for 499 of 500

contexts

Although the unweighted NM-r model achieved an
accuracy of 83.2%, it exactly reproduced the majority-class
baseline and did not correctly separate the minority classes.
The weighted model changed the dominant predicted class
but reduced accuracy to 14.8% and macro-F1 to 0.065.
Therefore, neither loss formulation demonstrated context-
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dependent prediction of 7.

The stability of the approximate spectral labels was
examined by reevaluating the same 800 candidate tables
from 50 test contexts using Lmain =512 and LHP =4096.

The Pearson correlation between the two sets of
candidate-gap estimates was:

fe) =0.0202¢.

The same candidate table was selected at both sampling
levels in only 5 of 50 contexts, giving a target-agreement
rate of 0.1.

Thus, increasing L by a factor of eight frequently
changed which particular coefficient table had the largest
estimated spectral gap. This result indicates that the single
coefficient vector selected at L = 512 was not a sufficiently
stable regression target.

The NM-inc architecture was implemented, but its one-
to-one target formulation was not promoted to the
downstream Pollard benchmark after this stability check.

Pearson

TABLE 2. Exact-gap prediction and within-context ranking.

A coefficient-wise mean absolute error against an unstable
selected table would primarily measure reproduction of a
sampling-dependent target and would not establish spectral
quality. Accordingly, the direct NM-inc output was not
used to claim successful increment generation.

These findings do not show that neural configuration of
the r-adding walk is impossible. They show that direct

classification of # and one-to-one regression of a single
sampled winner were not supported by the approximate-
gap dataset. This negative result motivated the candidate-
scoring formulation, in which all candidates receive
continuous exact-gap targets and the model learns spectral-
quality estimation and within-context ranking instead of
reproducing one arbitrarily selected coefficient table.

C. Exact-gap prediction and candidate ranking. Table 2
reports the held-out results for the candidate
representations retained for the downstream experiment
and for the matrix-aware attention model. The displayed
single-seed results use seed 20260723.

Within-group

r Representation MAE Pearson Top-1 Uplift
Spearman

8 Points 0.001727 0.3695 0.0051 0.014 0.000157
8 Attention, L =512 0.001602 0.9783 -0.0131 — —

16 Matrix, L = 128 0.001555 0.4576 0.0101 0.024 0.000187
16 Attention, L =512 0.001420 0.9867 -0.0109 — —

32 Coefficients 0.001847 0.3355 —-0.0090 0.016 0.000558
32 Attention, L =512 0.001300  0.9971 —0.0089 — —

The matrix-aware model achieved Pearson correlations
between 0.9783 and 0.9971 when candidates from all test
contexts were pooled. However, its mean within-context
Spearman correlations remained close to zero. The
context-only baseline similarly produced nonzero pooled
Pearson correlations of 0.3651, 0.4564, and 0.3358 for
=8, r=16and r = 32, respectively, despite containing no
candidate-specific information.

This ablation demonstrates that a large pooled
correlation does not necessarily imply useful candidate
ranking. A model can estimate the average spectral-gap
level of a curve context while failing to distinguish among
the 32 increment tables belonging to that context. Within-
context correlation, spectral uplift, and selection regret are
therefore more relevant than pooled regression correlation
for the intended selection task.

Across the three training seeds, the point representation
for » = 8 produced mean uplift 7.4 X 107 with mean regret
0.003428. The L =128 matrix representation for r =16
produced mean uplift 1.00X10™* with mean regret
0.002971.
produced mean uplift —8.9X 107> with mean regret
0.003279. The seed-level results were variable, and the
uplift confidence intervals generally included zero.

The top-1 recovery rates were also low. For the retained
seed-20260723 models, they were 1.4%, 2.4%, and 1.6%
for r =8, r =16, and r =32, respectively. For comparison,
uniform selection from 32 candidates has an expected

The coefficient representation for r =32

11
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top-1 probability of 1/32=3.125%. Consequently, the
candidate scorer did not reliably recover the exact spectral-
gap oracle.

Memorization experiments were conducted to
distinguish insufficient model capacity from limited
generalization. When trained and evaluated on the same
100 context groups, the retained architectures achieved
within-group Spearman correlations 0£ 0.9719, 0.8358, and
0.9563 for ¥=8, r=16, and r =32, respectively. Their
training-set top-1 recovery rates were 83%, 58%, and 71%.
The models could therefore fit finite candidate groups, but
the learned ordering did not transfer reliably to unseen
curve contexts.

Training-set fractions of 10%, 25%, 50%, and 100%
were also compared. Increasing the number of training
contexts did not produce a monotonic improvement in
held-out uplift or within-context Spearman correlation.
Within the investigated dataset size and representations,
the primary limitation was therefore not resolved solely by
adding more training groups.

Despite weak exact-oracle recovery, candidate-scoring
checkpoints were retained for the downstream empirical
test. This test addresses a different question: whether
increment tables selected by the frozen neural policy affect
the measured iteration count of Pollard’s Rho method, even
when the model does not consistently identify the
maximum-gap candidate.

D. Pollard iteration results. All four selection policies
successfully recovered the discrete logarithm in every trial.
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The overall success rate was therefore:

TABLE 3. Mean normalized iterations of Pollard’s Rho method.

18000 1009%
18000 0. ; Random Neural Sampled Exact
N " ired in th ded benchmark oracle oracle
0 restart was required in the recorded benchmar 8  1.3954 1.3222 13421 13524
runs. Table 3 presents the mean normalized iteration
counts. The same comparison is visualized in Fig. 1, which 16 1.3092 1.2823 1.3040 1.3174
shows the mean normalized iteration count and its 32 12933 1.2927 1.2890 12631
uncertainty for each selection policy and value of r.
r=28 r=16 r=32
_ 1.40 A
£
é‘ 1.35 A
% 1.30 A
1.251
Ran;iom Neullral Sam‘p\ed Ex‘act Ram‘dum NEL‘IFEI\ Sam‘pled Exlact Raﬂaom Ne\-‘lfﬁl Samlpled Ex.‘act

oracle oracle

oracle oracle oracle oracle

FIG. 1. Mean iteration count of Pollard’s Rho method normalized by 1/N for random, neural, sampled-oracle, and exact-oracle

candidate selection. Points represent context-level means; error bars show 95% normal-approximation confidence intervals.

For r=8, the neural policy reduced the mean
normalized iteration count by 0.07325, which corresponds
to a relative reduction of 5.25%. The context-level
bootstrap interval for the relative reduction was

95% CI=[1.40%,9.00%].
The paired sign-flip test produced p =0.0079. After
Holm correction across the three planned neural-versus-

random comparisons, the adjusted value was
Proms 0.0237. However, after correction across all nine
olm, 5
exploratory per-r comparisons, it became
P =0.0711.
Holmn,9

Thus, the r =8 result remained significant within the
planned neural comparison family but not within the
broader nine-comparison family.

TABLE 4. Paired neural-versus-random comparisons.

For r = 16, the estimated relative reduction was 2.06%,
with:
95% CI=[—1.83%,5.81%],
and:
p=0.9829.
The experiments therefore did not establish a
conclusive neural advantage for r = 16 or r = 32.

When the three values of r were aggregated at the
context level, the neural policy reduced normalized
iterations by 0.03359 corresponding to a relative reduction
of 2.52%. The aggregate bootstrap interval was:

95% CI1=[0.24%,4.79%],

and the paired sign-flip test produced p = 0.032438.
Table 4 summarizes the neural-versus-random effects.

Scope Relative reduction 95% CI Context win rate  p- value
r=8 2.25% [1.40%,9.00% ] 54.0% 0.0079
r=16 2.06% [—1.83%, 5.81%] 52.4% 0.2995
r=32 0.05% [—4.15%, 4.04%] 49.8% 0.9829
Allr  2.52% [0.24%, 4.79%] 51.2% 0.03248

The sampled oracle produced an aggregate relative
reduction of 1.57%, with a confidence interval of
[—0.88%,3.97%]. The exact oracle produced an
aggregate relative reduction of 1.63%, with:

95% CI=[—0.82%,3.98%].

Neither oracle comparison was statistically conclusive.
Therefore, selecting the largest estimated or exact reduced-
matrix spectral gap within a pool of 32 candidates did not
consistently minimize the iteration count of Pollard’s Rho

method. The per-r effect estimates and their confidence
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intervals are summarized in Fig. 2.

Within the investigated toy-field regime, the frozen
neural policy nevertheless demonstrated a modest
aggregate empirical advantage over random candidate
selection. The strongest individual result occurred for
r=28; the evidence does not support a universal
improvement across all examined values of r.

E. Spectral-gap Association and execution time. To
evaluate the spectral gap as a proxy for practical walk
behavior, the change in exact spectral gap relative to

12
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r=8: neural 4

1=8: sampled _oracle {

r=8: exact_oracle

r=16: neural

r=16: sampled_oracle

r=16: exact_oracle |

r=32: neural -

r=32: sampled_oracle

r=37: exact_oracle -

-4 -2 0 2 4 6 8
Relative reduction in normalized iterations (%)

FIG. 2. Relative reduction in the normalized iteration count of
Pollard’s Rho method compared with random candidate
selection. Positive values indicate fewer iterations than random
selection; error bars show context-level 95% bootstrap
confidence intervals.

random selection was compared with the corresponding
reduction in normalized iterations. Table 5 presents
context-level Pearson and Spearman correlations.

All observed correlations were weak. In particular, the
Spearman correlations for the exact-oracle comparisons
ranged from 0.0010 to 0.0590. Thus, contexts in which the
exact oracle produced a larger spectral-gap increase were
not consistently the contexts in which it produced a larger
iteration reduction. The corresponding context-level
relationship for neural versus random candidate selection
is visualized in Fig. 3.

The result does not imply that the spectral properties of
the walk are irrelevant. It shows that the exact spectral gap
of the reduced r X r tag-transition matrix was not, by itself,
a strong context-level predictor of finite-run collision time
in the investigated regime. The reduced matrix describes
tag mixing, whereas the collision time also depends on the

TABLE 5. Association between
iteration reduction.

spectral-gap change and

r Comparison Pearson Spearman
8  Neural vs. random —-0.0406 -0.0399
8 Sampled oracle vs. -0.0149 —0.0466

random
8  Exactoracle vs.random  0.0454 0.0368

16 Neural vs. random -0.0772  -0.0476
16 Sampled oracle vs. 0.0343 0.0208

random

16 Exact oracle vs. random  0.0035 0.0010
32 Neural vs. random -0.1299  0.0281
32 Sampled oracle vs. -0.0986 0.0640

random
32 Exactoracle vs. random  —0.1023  0.0590

The selection policies generally returned different
tables. The neural and exact-oracle policies selected the
same candidate in 2.4%, 3.4%, and 3.6% of the contexts
for r =8, r =16, and r = 32 respectively. The sampled and
exact oracles agreed in 2.6%, 4.2%, and 3.6% of the
contexts. These rates are close to the uniform finite-pool
reference: .

— =3.125%.
32

Therefore, the neural, sampled-oracle, and exact-oracle
policies should not be interpreted as approximately
equivalent selectors.

A separate single-worker timing check was performed
on 50 held-out contexts with 10 trials per context and r.
The mean walk times were below 0.56 ms for all methods.
At this scale, elapsed-time measurements were sensitive to
runtime overhead, scheduling, and timer resolution. For
example, the neural policy reduced the iteration count for

algebraic state trajectory, increment interactions, =28 but did not reduce the corresponding mean single-
initialization, and finite-sample variability. worker wall-clock time.
r=28 r=16 r=32
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FIG. 3. Context-level relationship between the exact spectral-gap difference of neural and random selections and the corresponding
reduction in normalized iterations. Positive vertical-axis values indicate fewer iterations for the neural policy. Spearman coefficients
are calculated using all 500 contexts for each r; points outside the 1%-99% horizontal-axis quantile range are omitted from the

visualization only.

For this reason, normalized iteration count was selected
as the primary implementation-independent outcome.
Wall-clock measurements are retained as supplementary
descriptive results. Neural-inference latency is excluded
because all candidate selections were frozen before the C#
benchmark. Consequently, the reported timing results
characterize the configured walk and must not be
interpreted as end-to-end neural-module latency.
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VIII. DISCUSSION AND LIMITATIONS
A. Interpretation of the two neural approaches. The
experiments distinguish two formulations of neural r-
adding walk configuration. The direct NM-r + NM-inc
formulation assumes that every curve context has a
sufficiently stable single target: one value of » and one
coefficient table. The results did not support this
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assumption. NM-r reproduced the majority-class baseline,
whereas high-precision reevaluation changed the selected
coefficient table in 90% of the examined contexts.

This instability does not imply that all candidate tables
are equally effective or that neural configuration is
intrinsically infeasible. It indicates that selecting one winner
from a small candidate pool using a sampled spectral
estimate produces a noisy one-to-one supervision target.
Multiple tables may have close estimated gaps, and their
ordering may change when the transition sample is enlarged.

The candidate-scoring formulation avoids coefficient-
wise reproduction of a single winner. It assigns a continuous
spectral target to every candidate and allows the model to
compare independently generated tables. This formulation is
therefore methodologically better aligned with the available
data. Nevertheless, its held-out within-context ranking
performance remained weak, even when pooled exact-gap
regression correlations were high.

The Pollard benchmark produced a different and
practically relevant result. The frozen neural policy reduced
normalized iterations by 2.52% in aggregate and by 5.25% for
= 8. However, the model did not reliably recover the exact
spectral-gap oracle, and exact-gap improvements were only
weakly associated with iteration reductions. The empirical
improvement therefore cannot be attributed solely to
consistent maximization of the reduced-matrix spectral gap.

A cautious interpretation is that the neural policy
captured some candidate or context characteristics that were
useful for the tested walks, while the investigated scalar
spectral criterion provided only a partial description of
finite-run collision behavior. Replication on independently
generated datasets is required before treating the observed
reduction as a general effect.

B. Limitations. First, the experiments use controlled
research-scale groups. The approximate-gap dataset covers

2% < p <2%, whereas exact enumeration and the Pollard

benchmark use 2'° < p,N <2%°. The results must not be
extrapolated directly to cryptographic-size elliptic-curve
groups.

Second, the exact spectral gap is exact only for the
reduced r X r tag-transition matrix. It is not the spectral gap
of'a complete N X N state-transition matrix. Reduction to tag
dynamics discards information about individual group states
and algebraic dependencies between successive increments.

Third, the exact-gap dataset and Pollard benchmark
cover r€{8,16,32}, but not r=64. The direct dataset
includes r = 64, although this class accounts for only 0.20%
of its targets and is therefore insufficiently represented for
reliable classification.

Fourth, every candidate-selection policy is restricted to a
pool of 32 randomly generated tables. The exact oracle is
consequently a best-of-32 oracle rather than a global
optimum over all possible coefficient tables. A different pool
size or generation distribution may change both spectral and
Pollard results.

Fifth, candidate representations have different online
costs. Coefficient and increment-point features can be
calculated without constructing a transition matrix, whereas
the L =128 and L =512 representations require sampled
transition observations. The present benchmark freezes
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candidate selections before execution and excludes neural-
inference latency. It therefore measures walk quality rather
than complete end-to-end configuration cost.

Sixth, the representation comparison and the selection of

the downstream per-r models were exploratory. Although
Pollard trials used fresh paired initialization randomness,
confirmation on a separately generated external context set
is required to eliminate selection-related optimism.

Finally, the strongest individual neural result was
obtained for » = 8. The confidence intervals for » =16 and
r =32 included zero, and the » =8 result did not remain
significant after Holm correction across all nine exploratory
comparisons. The evidence therefore supports a limited
empirical improvement in the investigated setting rather than
a universal superiority claim.

C. Directions for further research. Future dataset generation
should replace single-winner labels with uncertainty-aware
targets. Possible alternatives include elite candidate sets, soft
target distributions, repeated spectral measurements, and
adaptive selection of L until the confidence intervals of
leading candidates can be separated.

Candidate models should also be designed to respect the
set structure of increment tables. Permutation-invariant set
networks, attention over increment points, and graph-based
representations of transitions may generalize more
effectively than flattening coefficient vectors.

The spectral target can be extended from one scalar to a
vector of transition characteristics, including several leading
eigenvalue magnitudes, row imbalance, entropy, and
uncertainty of the sampled matrix. Such multi-characteristic
supervision may retain information that is lost when every
candidate is represented only by:

y(P) =1— max |itk(P)|.
2€k<r

Further  experiments should separate  model-
development contexts from a final untouched replication set,
evaluate larger candidate pools, include r = 64, and measure
the complete configuration latency. Validation on Pollard’s
Rho method should remain an empirical evaluation stage
even when the neural model is trained exclusively using
spectral targets.

IX. CONCLUSION

This study developed and experimentally evaluated a
reproducible framework for neural configuration of the r-
adding walk in Pollard’s Rho method for the elliptic curve
discrete logarithm problem. Two related approaches were
investigated: direct generation of walk parameters through
NM-r and NM-inc, and neural scoring of independently
generated candidate increment tables.

The direct approach used an approximate-gap dataset
containing 5000 curve contexts and 80000 candidate
configurations for r € {8,16,32,64}.

NM-r achieved 83.2% test accuracy, but this result was
identical to the majority-class baseline because the model
predicted r=28 for every test context. High-precision
reevaluation increased the transition sample from L =512 to
L =4096, but the same coefficient table remained selected
in only 10% of the examined contexts. Consequently, direct
one-to-one prediction of a single selected table was not
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supported by sufficiently stable labels.

The second approach reformulated neural configuration
as exact-gap regression and within-context candidate
ranking. Its dataset contained 5000 contexts and 480000

candidate labels for r € {8,16,32}.

Although the trained models did not reliably recover the
exact best-of-32 spectral candidate, their frozen selections
were evaluated in a paired C# implementation of Pollard’s
Rho method. The benchmark contained 180000 successful
discrete-logarithm measurements over 500 held-out
contexts.

Across »=8, r=16, and r =32, neural selection
reduced the normalized iteration count by 2.52% relative to

random selection, with 95% CI=1[0.24%,4.79%] and
p =0.03248. For r =28, the reduction was 5.25%, with

95% CI=[1.40%,9.00%]. This result remained
significant after Holm correction across the three planned
neural comparisons, with P ioim ;=0.0237, but not after

correction across all nine exploratory per-r comparisons.

The exact and sampled spectral-gap oracles did not
consistently reduce Pollard iterations, and the relationship
between spectral-gap improvement and iteration reduction
was weak. Therefore, the reduced tag-transition spectral gap
should be treated as an informative but incomplete proxy for
finite-run collision behavior rather than as a guaranteed
optimizer of Pollard’s Rho method.

The obtained results support the feasibility of neural
candidate selection as an experimental configuration
mechanism in the investigated toy-field regime, while direct
single-target parameter generation remains unresolved.
Future work should introduce uncertainty-aware or elite-set
supervision, permutation-invariant candidate
representations, larger independent replication datasets,
complete  configuration-latency  measurements, and
experiments on larger subgroup orders.
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HellpomepekeBe HanawTyBaHHA r-404aBa/ibHOrO

6nyKaHHA B p-meToai Monnapaa 3 BUKOPUCTAHHAM

CMEeKTpasibHOro po3puBy ANA 3a4a4i AUCKPETHOro
norapndmyBaHHA Ha eNiNTUYHUX KPUBUX

Mukona OHaii*, lanmuno MNynbko

Kadegnpa nporpamHoro 3abesneyeHHA KOMMN'lOTepHUX cucTem, HauioHanbHUI TEXHIYHWUIA yHiIBepcUTET YKpPaiHN « KUTBCbKWUIA MONITEXHIYHUI iHCTUTYT
imeHi Irops Cikopcbkoro», Kuis, YkpaiHa

* ABTOp-KOpecnoHAeHT (EnekTpoHHa agpeca: onay@pzks.fpm.kpi.ua)

AHOTALLIA Y cTaTTi gocnigxKeHo ABa HeMpoMepeKeBi NiaXoan A0 KOHQirypyBaHHA r-goaaBanbHOro 6/ykaHHA B p-mMeToa,
Monnapaa pna po3s’a3aHHA 3a4adi AUCKPETHOTO NorapndmMyBaHHA Ha eNiNTUYHUX KPUBKUX Y KOPOTKi popmi Beleplutpacca
Hag, npocTumu nonsamu. Y nepwomy nigxoai KnacuodikauiiHa HelpoHHa mepexka NM-r nporHosye posmip r Tabauui
iHKpemeHTIB, a perpeciiiHa HelMpoHHa Mmepexka NM-inc 6e3nocepegHbO reHepye HOPMani3oBaHi KOeiliEHTU IHKpEMEHTIB
(a_i, B_i) Ha ocHOBI KOHTEKCTy KpuBoi Ta niarpynu. Aas uboro nigxoay 6yno cpopmoBaHo Habip AaHUX i3 HABAUMKEHUMM
3HAYEeHHAMM CMEKTPasIbHOro PO3PMBY Ta FPYMOBMM 3a KOHTEKCTaMW PO3MNOAINOM Ha HaBYasbHY, BanifauiiHy W TecToBy
YacTuHU. OLiHIOBAaHHA NiAX0o4y BMABMAO 3HAYHWM AucHanaHc uinbosux Knacie gaa NM-r i HecTabinbHICTb OAHO3HAYHUX
LiNboBMX TabAnUb IHKPEMEHTIB 3@ TOYHILLOrO BMBIPKOBOrO OLHIOBAaHHA MATPULb Nepexoi. Lie 0bMexnno MoxauBicTb
Ha4iMHOrO HaCKPI3HOro y3ara/lbHEHHSA MOYaTKOBOI MoAeni. BusBneHi obMeXKeHHA MOTMBYBanW PO3POBAEHHA ApPYroro
niaxoay, y AKOMY HEMPOHHA MEPEXKa OLHIOE CKIHYEHHY MHOMMHY TabANULb iHKPEMEeHTIB-KaHAMAaATIB | ana dikcoBaHoro r
06UMpa€e KaHaUAATa 3 HAMBINbLLIOK NPOrHO30BAHOID CNEKTPA/IbHO AKICTIO. 1A OUiHIOBaHHA Lboro nigxoay 6e3 Bubipkosoi
HEBM3HAYEHOCTi LifIboBUX 3HaYeHb 6yN10 cGOPMOBAHO TOYHUI Habip AaHMX, WO MICTUTb 5000 KOHTEKCTIB eNiNTUYHUX KPUBUX
i 480000 KoHirypauii-kaHamAaTie gaa r € {8, 16, 32}. Mpoctnit moaynb Noas p i NopaAoK niarpynv N 3a40BONbHAAN YMOBY
2" < p, N < 22°, LlinboBe 3HaYeHHA AN KOXHOIO KaHamaaTa 06uYMC/IIoBaNM 33 TOYHOK MaTPULIEIO NEPexXoaiB MixK Teramu
po3Mipy r x r, NobyA0BaHOLO WAAXOM nepebopy BCiX CTaHIB BigNoBiAHOT NiaArpynu. Mogeni ouiHIoBaHHA KaHAMAATIB HaBYaM
3 rPYNoBMM 33 KOHTEKCTamM posnoginom 80/10/10, nopisHOBaNM ANA AEKiNbKOX MPeACcTaBAeHb BXigHUX AaHWUX | BUMALKOBUX
NMOYaTKOBUX 3HAYeHb, a ixHi NnapameTpu ¢ikcyBanu [o iHTerpauii 3 peanisauieto p-metoay Monnapaa mosoto CH. Mig yac
€KCMePMMEHTAIbHOTO MOPIBHAHHA AOCAIAMXKYBAaAN HeMpomeperkeBuin BMbip, AeTepMiHOBaHUIN BMNAAKOBMUI BMBIp, opakyn
HabMXKeHOoro cnekTpasbHOro po3puey 3 L =512 Ta opaky/n TOYHOTO CNEKTPasbHOro po3puay. EKcnepMmeHT BUKOHAHO Ha 500
BiAKNAAEHUX TECTOBUX KOHTeKcTax i3 30 mapHMMW 3amnycKamMu A1 KOXKHOTO KOHTEKCTY Ta 3HAYeHHA r, yHacAigoK 4oro
oTpumaHo 180000 ycniwHMX BUMiptoBaHb. Aaa cyKynHocTi r € {8, 16, 32} HelipomeperkeBuit BUBIp 3MEHLINB cepeaHto
KinbKicTb iTepaLiit, HopmanizosaHy 3a VN, Ha 2.52% nopiBHAHO 3 BUNaaKoBUM BUOOpOM. KOHTEKCTHUI ByTCTpen-iHTepsan i3
[oBipyoto MmosipHicTio 95% cTaHosue [0.24%, 4.79%)], a 3HaYeHHA MAapHOro pPaHAOMI3aLiMHOIO TECTy 3i 3MiHOK 3HaKiB
ctaHoBwno p = 0.0325. nA r = 8 3MeHLIEHHA KiNbKOCTi iTepaLii ctTaHoBuA0 5.25%, f0BipYMi1 iHTepBan i3 imoBipHicTio 95%
popisHioBaB [1.40%, 9.00%], a ckopuroBaHe 3a MeToAOM XO/IMa 3HAYEHHA ANA TPbOX MOPIBHAHb HelpomepexeBoro Ta
BMMagKoBoro Bnbopy craHosuno p = 0.0237. Ansa r = 16 i r = 32 NepeKoHMBOro MOKpPaLLEeHHA He oTpumaHo. Kpim Toro,
36i/IbLUEHHA TOYHOrO CMEKTPA/IbHOrO PO3PMBY Masio /iMLIE CNabKUI 3B'A30K 3i 3MEHLIEHHAM KiNIbKOCTi iTepaLiit p-metoay
Monnapaa, a opakya TOYHOIo CNEKTPAIbHOIO PO3pMBY He 3abe3neuns cTanoi nepesarn. OTpMMaHi pesyanbTaTv AEeMOHCTPYIOTb
NOMIPHUI eMNiPpUYHUIA BUTPALL Bif HEMPOMEPEIKEBOTO OLLHIOBAHHA KAaHAWMAATIB Y AOC/AIAMKEHOMY eKcnepuMeHTasibHoOMY
LianasoHi, ane BOAHOYAC MOKa3ylTb, IO CMNEKTPA/JibHUA pPO3pUB cam Mo cobi He € YyHiBepCa/JibHUM NPEANKTOPOM
edpeKTUBHOCTI p-meToay Monnapaa.

K/TFOYOBI C/IOBA iH}XeHepis NporpaMHoro 3abesneyeHHs, 3a4a4a AUCKPETHOTO IorapnudMyBaHHA Ha eNiNTUYHUX KPUBUX, P-
meTog Monnapaa, r-aofasanbHe 6yKaHHA, HEMPOHHI Mepexi.
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