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ABSTRACT Integration of Artificial Intelligence (Al) Assistants into digital learning environments is becoming an essential part of
modern educational processes. The use of Al assistants enables personalized learning that takes into account the individual needs
of students, enhances communication efficiency between students and instructors, and automates routine administrative tasks.
As a result, students gain access to adaptive learning materials, timely support, and valuable educational resources, significantly
improving their learning experience and outcomes. This approach fosters deeper student engagement in the learning process,
making education more interactive and convenient for all participants. However, the implementation of Al assistants in
educational processes is accompanied by numerous cybersecurity challenges, particularly concerning data privacy protection.
The article provides an in-depth examination of the risks associated with using Al technologies in learning environments. It
analyzes existing technological and organizational approaches to minimizing these risks. Technological approaches include the
use of advanced data encryption methods, multi-factor authentication, intrusion detection and prevention systems (IDS/IPS),
and regular security audits. These measures are aimed at enhancing the protection of Al systems from potential cyberattacks
and reducing the risk of data compromise. Organizational approaches involve developing security policies for users, conducting
training sessions on cyber hygiene, and regularly informing them about current cyber threats. This helps foster a culture of
cybersecurity among students and educators, reducing the likelihood of successful social engineering attacks. The article
emphasizes the need for developing comprehensive cybersecurity strategies that consider the specific operations of Al assistants.
Implementing such strategies is critically important for creating a secure digital learning environment where Al technologies are
used. The proposed approaches can serve as a foundation for developing effective data protection strategies and promoting the

safe integration of innovative technologies into digital learning environments.
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I. INTRODUCTION

rtificial Intelligence (Al) assistants are becoming an
Aincreasingly integrated part of digital learning

environments, which are an essential component of
modern education [1]. Their use opens up new opportunities
for optimizing the learning process, providing
individualized approaches to education, automating
administrative tasks, and offering timely support to
students [2]. Tools such as chatbots, virtual assistants, and
adaptive learning systems are already being actively
employed in educational institutions to enhance the quality
of education and increase learning efficiency. These tools
allow for the customization of learning materials according
to the needs of each student, supporting personalized
learning and increasing engagement in the learning
process [3].

The use of Al assistants in education also has significant
potential for automating routine tasks, such as grading
assignments, creating class schedules, or providing instant
feedback to students [4]. This allows educators to focus
more on meaningful interactions with students, preparing
educational materials, and developing new teaching
methods. Additionally, Al assistants can serve as crucial
tools in supporting the learning process by facilitating the
organization of remote or hybrid learning, which is
particularly relevant in the face of global challenges such as

pandemics or other crisis situations [5].

However, despite the significant advantages of
implementing Al technologies in educational processes,
there are several risks associated with their use [6]. The
primary concerns are related to data privacy and
cybersecurity. Al assistants typically require access to large
amounts of personal information from students and
educators, which can lead to vulnerabilities regarding data
storage and unauthorized access. Moreover, the algorithms
used in Al systems can be subject to manipulation or
cyberattacks, which may negatively impact the quality of
the learning process and compromise the security of the
educational environment [7].

The purpose of this article is to analyze the
cybersecurity challenges that arise during the
implementation and use of Al assistants in digital learning
environments.

Achieving this objective involves solving the following
research tasks:

- analyzing current approaches to the implementation
of Al assistants in digital learning environments and
identifying the associated cybersecurity challenges;

- determining the main threats to the confidentiality,
integrity, and availability of educational data when Al
assistants are used;

- developing a generalized risk assessment model that
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considers the probability, impact, and controllability of
cybersecurity threats;

- substantiating technological and organizational
approaches aimed at reducing cybersecurity risks and
improving the protection of digital learning environments.

Il. BACKGROUND OF RESEARCH

The issue of implementing artificial intelligence
assistants is gaining increasing attention in academic
circles, as evidenced by numerous studies in this field [8].
This is reflected in works dedicated to exploring the use of
Al assistants in digital learning environments, their impact
on the quality of education, as well as the challenges
related to ensuring cybersecurity and protecting personal
data. For instance, in [9], the authors examine the role of
Al assistants in enhancing the learning process,
emphasizing the benefits of personalized learning
approaches and the automation of routine tasks. They also
stress the importance of protecting confidential data in the
interaction between students and such assistants.

Another study [10] focuses on analyzing the security
risks associated with the use of Al assistants, particularly
cyber threats related to the potential for unauthorized
access to personal data or manipulation of learning
algorithms. The authors propose the application of
cryptographic methods and technologies to mitigate these
risks but note that such approaches require further research
and development. In[11], the issue of regulatory
frameworks for data protection in digital learning
environments that utilize Al assistants is addressed. An
important aspect of this work is the analysis of European
standards and recommendations for ensuring privacy and
information security in educational institutions.

Researchers also highlight the social and ethical aspects
of Al use in educational processes. For example, [12]
discusses the ethical use of artificial intelligence and the
challenges associated with the responsibility for data
preservation and processing. The authors of [13]
emphasize the need for a comprehensive approach to
developing security policies that encompass both
technological and social aspects.

Despite the considerable number of studies devoted to
Al assistants in education, several important research gaps
remain. Existing publications mainly focus either on
educational effectiveness or on general cybersecurity
recommendations without providing an integrated
methodology  for  quantitative  cybersecurity  risk
assessment. In particular, insufficient attention has been
paid to combining technological protection mechanisms
with organizational security measures within a unified
evaluation framework. Moreover, most existing studies do
not propose formal mathematical models that enable the
prioritization of cybersecurity threats according to their
probability, impact, and controllability. Another limitation
concerns the lack of practical recommendations that
simultaneously consider the security requirements of Al
assistants and the operational characteristics of digital
learning environments. These unresolved issues motivate
the development of the proposed risk assessment model
and the comprehensive cybersecurity approaches presented
in this study.
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11l. RESEARCH METHODOLOGY
The primary objectives of the methodology are to
identify data privacy risks, assess the vulnerabilities of Al
systems, and develop measures to enhance cybersecurity in

educational institutions. The research methodology
includes several stages aimed at analyzing the
cybersecurity  challenges  associated  with  the

implementation of Al assistants in digital learning
environments. The research methodology involves the
following stages:

- Analysis of current security challenges. Identifying
the main risks associated with the use of Al assistants in
learning environments, such as unauthorized data access,

DoS/DDoS  cyberattacks, phishing, and social
engineering.
- Assessment of data privacy risks. Detecting

vulnerabilities in the storage and processing of student and
educator data.

- Development of technological and organizational
approaches. Implementing secure programming practices
and training Al models, using cryptographic methods such
as data encryption, intrusion detection systems, developing
cybersecurity policies for users, raising awareness through
cyber hygiene training, and establishing incident response
protocols.

IV. THE ROLE AND IMPACT OF Al ASSISTANTS IN DIGITAL
LEARNING ENVIRONMENTS

Al assistants play a crucial role in modernizing
educational systems by providing innovative approaches
to learning, automating administrative tasks, and
enhancing interactions between students and educators.
This section explores the types of Al assistants, their
successful implementation in educational institutions,
and their technological features.

Al assistants can be classified into several types based
on their functions and use in educational processes:

- Chatbots — the most common type of Al assistant,
which automates communication with students [14].
Chatbots can answer frequently asked questions,
coordinate class schedules, and send deadline reminders.
They are integrated into Learning Management Systems
(LMS) like Moodle or Canvas.

- Virtual Assistants — Al tools that help with task
management, time organization, providing access to
learning resources, and offering real-time support to
students [15]. They utilize Natural Language Processing
(NLP) to interact with users [16].

- Adaptive Learning Systems (ALS) — Al algorithms
in these systems tailor learning materials to the needs of
each student by analyzing their performance and learning
pace [17]. This ensures a personalized approach to
learning and enhances the efficiency of the educational
process.

Successful examples of Al assistant implementation
in educational institutions demonstrate the effectiveness
of these technologies. For instance, Georgia State
University introduced a virtual assistant named "Pounce"
to support communication with students [18]. This
chatbot helps students with questions about admissions,
financial aid, class schedules, and more. As a result of
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implementing the bot, the university reduced
misunderstandings and improved student interaction.

Another example is the use of adaptive learning
systems in schools and universities, such as the Knewton
platform, which allows for the customization of learning
materials to meet students' needs, providing a personalized
learning experience [19]. These systems enhance the
learning process's efficiency by offering educational
resources that match students' knowledge levels and
learning speeds.

The technological features of Al assistants include the
use of Machine Learning (ML), NLP, cloud computing, and
Application Programming Interfaces (APIs). Specifically,
ML algorithms enable systems to learn from large datasets
and improve their recommendations over time. NLP
facilitates interaction with users through natural language,
making communication easier and more effective.

Cloud computing allows for the scaling of Al solutions,
storing large amounts of data, and ensuring their
accessibility from anywhere in the world. Additionally,

using APIs enables the integration of Al assistants with
other LMS, such as Moodle or Canvas, making the learning
process more seamless and convenient.

Fig. 1 presents a chart demonstrating the effectiveness
of implementing various types of Al assistants in
educational institutions, based on their functionality and
level of automation. The quantitative values presented in
Fig. 1 were obtained through an expert-based comparative
assessment of Al assistant categories according to two
evaluation criteria: functional capabilities and degree of
process automation. The assessment employed a
normalized five-level scoring procedure, after which the
obtained scores were transformed into percentage values to
simplify visual comparison. The presented values therefore
illustrate the relative performance of the considered Al
assistant categories rather than statistical measurements
collected from a particular educational institution. Fig. 1
highlights the differences in functionality and automation
between chatbots, virtual assistants, and adaptive learning
systems.

Adaptive Learning Systems

Virtual Assistants

Chatbots

‘ == Functionality (%

33 Automation Levell o)

FIG. 1. Chart of Al assistants implementation effectiveness.

Specifically, chatbots are effective for automating routine
communications, such as answering common student
questions. Virtual Assistants (VAs) have a higher level of
functionality and automation, enabling them to assist with
more complex tasks, such as organizing learning and
managing schedules. ALS exhibit the highest levels of both
functionality and automation. They are also capable of
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tailoring learning materials to meet individual student
needs, providing a highly personalized approach to
education.

Fig. 2 presents a risk and security model that illustrates
key aspects to consider when implementing Al assistants,
particularly regarding data privacy, protection against
cyberattacks, and ensuring system reliability.
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FIG. 2. Al assistant risk and security model.

This model illustrates the key aspects of risks and
security measures that are crucial to consider when
implementing Al assistants in educational processes to
ensure their safety and effectiveness. Specifically, one of
the main aspects is Data Privacy. This involves using data
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Bias detection and ‘Transparent decision User education and
mitigation making awareness

encryption methods to protect information during
transmission and storage, as well as access control to
sensitive data based on user roles. This helps minimize the
risks of unauthorized access to important information and
ensures its confidentiality in educational environments.
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Another important aspect is Protection Against
Cyberattacks. Here, Intrusion Detection Systems (IDS) are
employed to detect and prevent unauthorized access and
threats. Regular Security Audits also play a crucial role,
providing ongoing assessment of system security to timely
identify vulnerabilities and apply appropriate measures to
address them.

The third key aspect of the risk and security model
concerns System Reliability. This includes Backup and
Recovery mechanisms that ensure system continuity in the
event of failures or attacks. Additionally, Redundancy
Mechanisms are used to provide extra resources to support
system reliability and availability.

A. Cybersecurity challenges in using Al assistants. When

implementing Al assistants in educational institutions,
various cybersecurity challenges arise related to data
privacy, protection against cyberattacks, and ensuring
system reliability. Table 1 presents the main threats and
their impact on learning environments.

Table 1 summarizes the main security threats that may
arise during the implementation of Al assistants in
educational institutions, including their impact and risk
mitigation measures. Unauthorized access to data and social
engineering are particularly dangerous threats, as they can
lead to the leakage of confidential information and cause
significant damage to the institution's reputation.
Implementing multi-factor authentication, data encryption,
and regular cybersecurity awareness training can
significantly reduce these risks.

TABLE 1. Main security threats in using Al assistants in educational environments.

Threat Description Impact Mitigation measures
Unauthorized Unauthorized access to sensitive  Data breaches, identity Multi-factor authentication,
access data (e.g., personal data) theft, reputational damage  data encryption
Social Manipulation to gain access to Data loss, malware Cyber hygiene training,
Engineering information or systems infection phishing simulations
Man-in-the- Intercepting communications Data compromise, loss of ~ SSL/TLS encryption, VPN
Middle (MITM) between users and Al systems communication integrity
AT Algorithm Weaknesses in Al algorithms Al system malfunction, Strong algorithms, regular
Vulnerability that can be exploited data manipulation updates and testing
Denial of Service ~ Overloading systems to cause Service unavailability, DDoS protection, network
(DoS/DDoS) service disruptions disruption of learning monitoring

B. Privacy and personal data protection risks. Privacy and
personal data protection risks are among the key issues
when implementing Al assistants in educational
institutions. Major threats, such as unauthorized data
access, social engineering, and insider attacks, can lead to
significant losses of confidential information and
violations of privacy for students and faculty. For instance,
unauthorized access to data could result in the theft of
personal information, which might be used for phishing or
other fraudulent activities. Similarly, social engineering
can lead to system infections with malware, jeopardizing
data integrity or causing data leaks.

To effectively counter these risks, comprehensive
measures are needed, including data encryption, access
control, intrusion detection systems, and regular security
audits. Additionally, educating staff and students about
cybersecurity hygiene and increasing their awareness of
current cyber threats are crucial.

To assess the risk level during the implementation of
Al assistants in educational institutions, a mathematical
model is proposed, taking into account the probability of a
threat (P) and its impact (/) on the system (1).

Ci
R=Z?=1Pi'li'(1—gi)'5i: (1)

where R — the overall risk level; P; — the probability of
threat i occurring; I; — the impact of threat i on the system;
C; — the level of control over threat i; M; — the maximum
level of control that can be applied; S; — the importance
factor of threat i.

The proposed model evaluates the overall cybersecurity
risk as a weighted aggregation of individual threats while
simultaneously  considering the effectiveness of
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implemented security controls. The probability component
reflects the likelihood of a specific threat occurring within
the educational environment, whereas the impact
component characterizes the expected consequences for
confidentiality, integrity, and availability of educational
data. The control coefficient represents the effectiveness of
existing technological and organizational protection
measures and proportionally decreases the contribution of
mitigated threats to the final risk value. Finally, the
importance coefficient enables prioritization of threats
according to their criticality for Al-assisted educational
services. Such an approach supports comparative analysis
of different cybersecurity scenarios and assists decision-
makers in selecting appropriate protection measures.

V. TECHNOLOGICAL AND ORGANIZATIONAL
APPROACHES TO ENHANCING CYBERSECURITY

Given the challenges and risks associated with
implementing Al assistants in educational institutions, it is
critically important to develop both technological and
organizational approaches to ensure an adequate level of
cybersecurity.

- Technological Approaches. One of the most crucial
technological  approaches is employing secure
programming practices and training AI models. This
includes using robust cryptographic methods for data
protection, such as AES-256 for data encryption in transit
and at rest, and implementing SSL/TLS security protocols
for network communications. Additionally, continuous
updating and testing of Al models are necessary to identify
potential vulnerabilities and enhance their resilience
against attacks. The use of lightweight encryption methods
that provide reliable protection while optimizing
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computational resource usage is also vital, especially in
resource-intensive environments like mobile or embedded
systems used by Al assistants [20].

- Another important approach is the deployment of IDS
and Intrusion Prevention Systems (IPS), which monitor
network activity and detect suspicious actions in real-time.
This enables rapid threat response and minimizes the risk
of successful attacks. Regular security audits are also a key
aspect for evaluating the current security status of systems
and identifying potential gaps that could be exploited by
malicious actors. Additionally, implementing container
orchestration systems [21] for managing Al assistants in
various environments is significant. Containerization
allows for the isolation of different system components,
controlling resource access and minimizing risks
associated with software vulnerabilities [22]. Container
orchestration also facilitates quick updates without
disrupting the entire system, thereby enhancing attack
resilience and ensuring the continuity of the educational
process.

- Organizational Approaches. At the organizational
level, it is crucial to develop security policies and guidelines
for faculty and students regarding the use of Al assistants.
These policies should include password management rules,
measures to prevent phishing attacks, incident reporting
protocols, and recommendations for the secure use of Al
systems. Increasing user awareness of cybersecurity through
training workshops, seminars, and simulated testing also
plays a significant role. This helps build a culture of security
among students and faculty, which, in turn, reduces the risks
of successful social engineering attacks, such as phishing or
social engineering.

The obtained results demonstrate that the highest
cybersecurity effect can be achieved only through the
combined implementation of technological and
organizational protection measures. While technological

mechanisms reduce the probability of successful
cyberattacks by  strengthening system resilience,
organizational measures significantly decrease risks

associated with human factors, including phishing and social
engineering. The proposed risk assessment model enables
educational institutions to prioritize cybersecurity
investments according to the estimated threat levels and
available protection resources. Consequently, the proposed
framework supports more informed cybersecurity
management decisions and contributes to improving the
overall resilience of Al-assisted digital learning
environments.

VI. CONCLUSION

The article examines the role and impact of Al assistants
in modern educational systems, as well as the challenges and
risks associated with their implementation. The analysis
indicates that while Al assistants significantly enhance the
educational process and interaction between students and
educators, they also introduce new cybersecurity threats.

The study's findings show that implementing Al
assistants in educational institutions substantially increases
the effectiveness of the learning process but comes with
numerous cybersecurity challenges and risks. The analysis
identified key threats such as unauthorized data access,
MITM attacks, social engineering, vulnerabilities in Al
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algorithms, and DoS/DDoS attacks.

The proposed risk assessment approaches, including the
developed mathematical model, helped identify critical
threats and determine which aspects to focus on for risk
mitigation. The use of the risk model in practical scenarios
aided in identifying necessary technological measures, such
as data encryption, multi-factor authentication, IDS/IPS
implementation, and regular security audits.

Additionally, the study emphasized the importance of
organizational measures, such as wuser training in
cybersecurity hygiene and the development of
comprehensive security policies for faculty and students
using Al assistants. These measures contribute to building a
security culture within the educational environment, helping
to prevent social engineering attacks and reducing the
likelihood of successful cyberattacks.

The scientific contribution of this study lies in the
proposed generalized cybersecurity risk assessment model
for Al-assisted digital learning environments, which
combines threat probability, potential impact, control level,
and threat importance within a unified evaluation
framework. The practical significance of the obtained results
consists in providing educational institutions with structured
technological and organizational recommendations that can
support the design of secure Al-assisted learning
infrastructures, improve cybersecurity decision-making, and
reduce the likelihood of successful cyberattacks.

Overall, the proposed approaches can serve as a
foundation for developing effective cybersecurity strategies
in educational institutions using Al assistants and promoting
the safe integration of innovative technologies into
educational processes. Further research could focus on
evaluating new data protection methods, implementing Al
for threat detection, and developing cybersecurity standards
for educational institutions.
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Al-acucteHTn y undppoBmuxX HaBYa/IbHUX cepeoBULLAX
Ta BUK/IMKU Kibepbe3snekn

InHa Posnomiit’3, Anapiii Apminko?”, Cepriii Haymenko?

Kadeapa iHpopmauiinHoi 6e3nekn Ta Komn'toTepHOI iHXeHepii, YepKacbKuit AepKaBHUIN TeXHOMOrYHMI yHiBepcuTeT, YepKacu, YKpaiHa
2Kadenpa nporpamHoro 3abesneyeHHs aBTOMaTU30BaHMX CUCTEM, YepKacbKuii HaLiOHaNbHUIA YHIBEPCUTET iMeHi boraaHa XmenbHULBKOro,
Yepkacu, YKpaiHa
3Kadeapa iHbopmaLiiHWUX TEXHONOTIN, YepKacbKuii HaLioHanbHUI YHiBEpCMTET iMeHi boraaHa XmenbHuLbKoro, Yepkacu, YkpaiHa

* ABTOp-KOpecnoHaeHT (EnekTpoHHa agpeca: a-ja@vu.cdu.edu.ua)

AHOTALLIA IHTerpauia acucTeHTiB WTy4HOro iHTenekTy (Al) y umdpoBsi HaBYaNbHI cepenoBULLA CTAaE BaXKAMBOK YaCTUHO
CyYacHMX OCBITHiX npouieciB. BukopuctaHHa Al acucTeHTiB f03BONA€E 3a6€3NeUnTn NepcoHani3oBaHe HaBYaHHA, WO BPaXOBYE
iHAMBIAYyanbHi NOTPebM CTyAeHTiB, MiABULLMTM edEeKTUBHICTb KOMYHIKaLUil MiXK CTyaeHTaMM Ta BMKNaZadaMu, a TaKOX
aBTOMATU3yBaTU PYTUHHI aAMIHICTPATMBHI 3aBAAHHA. 3aBAAKM LbOMY CTYAEHTU OTPUMYIOTb A0CTyn A0 afanTUBHUX
HaBYasIbHMX MaTepianiB, CBOEYACHOI NiATPMMKM Ta KOPUCHUX HABYANbHUX PECYPCIB, WO 3HAYHO NMOKPALLYE iX OCBITHIN JOCBIA,
i pe3ynbTaTv HaBYaHHA. Takui Niaxig cnpusae rnbLomy 3anyyYeHHIO CTYAEHTIB A0 HaBYa/IbHOTO NpoLecy, PobUTb HaBYaHHA
6iNbl iHTEPaKTUBHMM i 3py4YHUM p[aA BCiX y4vacHWKiB. MpoTe, BNpoBagsKeHHA Al acuCTeHTiB y HaBYa/bHi mpouecu
CYNPOBOAXYETLCA YNCNAEHHUMWN BUKANKaMK Y chepi Kibepbesnekn, 0cobMBO LWOAO 3aXMCTy KOHOIAEHUiIMHOCTI AaHux. Y
CTaTTi AeTaNbHO PO3MNAHYTO PU3MKK, MOB'A3aHI 3 BUKOPUCTaHHAM Al TeXHONOri y HaBYaNbHUX cepedoBuwax. Y CTaTTi
NpoBeAEHO aHaNi3 HafABHWUX TEXHOJIOFYHUX Ta OpraHi3auiMHMX nigxo4iB [0 MiHIMI3auii 3a3HauyeHWx pusukie. [o
TEXHOOFYHMX NiAXOAiB BifHECEHO BUKOPUCTAHHA Cy4acHUX MeTOAIB LWNdpyBaHHA AaHMX, baraTopakTopHOi aBTEHTUIKALLT,
CUCTEM BUAB/IEHHSA Ta 3aM0biraHHsA BTOPrHEHb, @ TAKOXK NPOBEAEHHA peryaapHux ayauTis 6esneku. Lli 3axoam cnpamoBsaHi Ha
NiABULLEHHA PiBHA 3axulieHocTi Al cuctem Big, NOTEHUiMHMX KibepaTak Ta 3MEHLIEHHSA PU3MKIB KOMNpomeTauii AaHuX.
OpraHi3auiiiHi nigxoon BKAOYAOTL PO3POOKY NOAITUK 6e3neKkn Ana KopUCTyBadiB, MPOBEAEHHA HABYa/IbHWUX TPEHIHriB 3
KibepririeHn Ta perynapHe iHGopmyBaHHA MPO Cy4acHi Kibep3arposu. Lle no3sonse chopmyBaTn KynbTypy Kibepbesneku
cepef, CTyAEeHTIB Ta BUKIAAAYiB i 3MEHLUIMTM MMOBIPHICTb YCNilWHMX coLjianbHMX aTak. Ocobausy yBary B CTaTTi NpuaineHo
HeobXiaAHOCTI PO3pPOBbKM KOMNAEKCHMX CTpaTerii Kibepbe3aneku, fKi BpaxoBylTb crneundiky pobotn Al acucteHTis.
BnpoBagKeHHs TaKUX CTPATEriii € KOUTUYHO BaXKAMBUM NS CTBOPEHHA 6e3neyHoro umdpoBoro HaB4YabHOrO ceEpeoBULLa,
Ae BUKopucToBytoTbeAa Al TexHonorii. 3anponoHoBaHi NiAXOAN MOXKYTb C/AYryBaTM OCHOBOK ANA PO3POOKM edeKTUBHMX
cTpaTerii 3axucTy [AaHux i CnpuATM 6e3neyHoMy BMPOBAAMKEHHIO iHHOBALIMHWUX TexHosorih y uMbpoBi HaBYaNbHi
cepefoBuLa.

K/IIOYOBI C/IOBA  acucteHtn Al, umdposi HaByasbHi cepefoBulla, Kibepbesneka, WWPYBaHHA AaHUX, BUABNEHHSA
BTOPrHEHb.

@ @ This article is licensed under a Creative Commons Attribution 4.0 International License.
To view a copy of this licence, visit http://creativecommons.org/licenses/by/4.0/.
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