Security
of Infocommunication Systems
and Internet of Things

2025 Vol 3, No 2

https://doi.org/10.31861/sisiot2025.2.02017

Received 11 November 2025; revised 21 December 2025; accepted 29 December 2025; published 30 December 2025

Modeling a Fog Computing Network Architecture for
Secure loT Data Processing

Yaroslav Malyuta, Maryna Derkach” and Taras Lobur

Departmet of Cybersecurity, Ternopil Ivan Puluj National Technical University, Ternopil, Ukraine
*Corresponding author (E-mail: m_derkach@tntu.edu.ua)

ABSTRACT This article presents a fog computing network architecture designed for secure processing of Internet of Things
data. The proposed architecture consists of four layers: the cloud layer — a central server for analytics and long-term data
storage; the proxy layer — responsible for caching, routing, and load balancing; four fog nodes that provide real-time data
processing; and the device layer — representing Internet of Things endpoints. This structure enables flexible load distribution
and enhances the system’s resilience to component failures. To verify the effectiveness of the developed architecture,
simulations were performed in the iFogSim environment. Scenarios were created with different numbers of smart cameras
(from 16 to 48). The modelling results showed that, with 16 cameras, the data processing latency of the proposed architecture
was 286 ms, while in the traditional cloud-based architecture was 811 ms. These results demonstrate an overall 64.7%
reduction in data processing latency in the developed architecture. The fog computing network architecture also achieved a
17-fold reduction in network resource utilization under minimum load (16 cameras) and a 4.3-fold reduction under maximum
load (48 cameras). This translates to up to 90% savings in bandwidth and a significant decrease in the risk of network
congestion. The proposed architecture ensures a high level of protection of users’ personal data through the local processing
of video streams. Sensitive information is processed on fog nodes without being transmitted to external networks, which
minimizes the risk of personal data leakage. The modeled fog computing network architecture provides a solid foundation
for further development of fog computing technologies in the Internet of Things domain.
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I. INTRODUCTION
T he scalability issues in 10T systems create complex

Furthermore, centralized storage of large amounts of
personal data creates attractive targets for cyberattacks and
may conflict with local data protection regulations [8]. A
promising solution to these challenges lies in the rapidly
developing tools and platforms for implementing fog
computing, which provide developers with a wide range of
options for building distributed 10T systems [9].

The proposed model consists of four layers, each with
specific functions and technical characteristics optimized

technical and architectural challenges that require

innovative approaches to solve them [1]. Modern
Internet of Things (1oT) ecosystems are characterized by
an extraordinary diversity of devices, ranging from simple
temperature and humidity sensors to complex industrial
robots and autonomous vehicles [2-4]. Each type of device
has unique characteristics in terms of power consumption,

computing capabilities, the types of data it generates, and
the frequency of data transmission. This heterogeneity
poses significant difficulties for the development of unified
data processing systems [5]. Horizontal scalability
becomes critically important when a system must
simultaneously serve millions or even billions of devices.
Traditional centralized architectures quickly reach their
performance limits due to constraints in network
bandwidth, computing resources, and data storage capacity
[6]. At the same time, vertical scalability is also limited by
the physical characteristics of the hardware and economic
factors. The traditional model of centralized cloud-based
data processing, which has long been the standard for
enterprise applications, proves inadequate for modern loT
systems due to several fundamental limitations and
drawbacks [7]. The economic costs associated with
transferring data to cloud can render centralized
architectures economically impractical for large-scale 10T
projects, especially for applications that generate large
volumes of data or require continuous information transfer,
particularly over mobile or satellite networks.

for loT data processing tasks (Fig. 1).

Il. FOG COMPUTING NETWORK ARCHITECTURE MODEL
The fog computing network architecture is a complex

multi-layer model that enables efficient data processing at

different levels of proximity to the data sources [10].
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FIG. 1. Fog Computing network architecture model.
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A. Cloud Layer. The Cloud Layer represents the highest
level of hierarchy, incorporating a high-performance
central server. This layer is designed to perform resource-
intensive computing tasks, long-term data storage,
machine learning, and big data analytics. The cloud server
parameters include 44,800 MIPS of computing power,
equivalent to a powerful server-grade processor; 40 GB of
RAM for processing large volumes of data; and
asymmetric bandwidth of 100/10,000 Mbps, which reflects
the typical configuration of data center Internet
connections.

B. Proxy Layer. The Proxy Layer functions as an
intermediate aggregation node between the cloud and local
fog nodes. Its main functions include traffic routing, data
caching, load balancing, and fault tolerance. The proxy
server performs aggregation and routing functions while
maintaining a balance between performance and energy
efficiency:

—Computing power: 2,800 MIPS,
routing, caching, and data preprocessing.

—RAM: 4GB for traffic buffering and temporary
storage.

—Bandwidth: symmetric 10,000/10,000 Mbps for
efficient data transit.

— Power consumption: 107.339/83.43 W, optimized for
continuous operation.

— Hierarchical level: 1.

C.Fog Layer. The Fog Layer represents distributed
computing nodes located near 10T data sources. These
nodes perform the bulk of real-time data processing,
ensuring low latency and reducing network load. The
system models four fog nodes configured as routers with
computing capabilities. Fog nodes are a key component of
the architecture, providing localized processing of loT
data:

— Computing power: 2,800 MIPS for executing threat
detection algorithms and processing video streams.

sufficient for

—RAM: 4GB for buffering and intermediate
calculations.
—Bandwidth:  1,000/10,000 Mbps  with  uplink

throttling to optimize traffic.

—Power consumption: 107.339/83.43 W for energy-
efficient operation.

— Hierarchical Level: 2.

D. Device Layer. The Device Layer includes loT devices —
in this case, smart cameras are used. Smart cameras
function as edge computing devices with limited resources:

— Computing power: 500 MIPS for video capture and
basic processing.

—RAM: 1 GB for buffering video streams.

— Bandwidth: 10,000/10,000 Mbps for high-quality
video transmission.

—Power consumption: 87.53/82.44 W, corresponding
to typical IP cameras.

— Hierarchical level: 3 (lowest level).

The network architecture is organized according to tree
topology with controlled delays at each level. This
approach enables realistic modeling of real network
behavior and assessment of how network characteristics
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affect overall system performance. A latency of 100 ms
reflects the typical characteristics of connections to remote
cloud data centers over the Internet. This delay includes
signal propagation time, processing in network equipment,
and potential packet loss.

IIl. MODELLING RESULTS

To evaluate the fog computing network architecture,
the iFogSim simulation platform was selected.
iFogSim is a specialized extension of the well-known
CloudSim platform, designed for modelling fog and edge
computing environments.

As part of the study, two scenarios with different
computing module placement strategies were developed,
allowing for a comparison of the efficiency of the fog
computing approach with traditional cloud-based
solutions. For this purpose, a comprehensive smart home
security simulation system was created to demonstrate
typical 1oT applications within a fog computing
environment. The system includes video surveillance,
threat analysis, and real-time notification generation. 10T
traffic generation was simulated using a deterministic
distribution. A transmission interval of 5 seconds was
chosen to reflect the typical update frequency of video
surveillance systems, balancing monitoring quality and
network resource utilization. The multi-layer architecture
provides natural isolation between different network
segments. loT devices do not have direct access to cloud
resources, which reduces the attack surface and potential
vectors of compromise [11, 12]. Fog nodes function as
demilitarized zones, filtering and processing data before
transmitting it to higher levels. This enables early detection
of anomalous behavior and potential cyberattacks. The
computing module distribution strategy aims to minimize
the transmission of sensitive data. The video capture
module is located directly on the cameras, ensuring local
pre-processing without sending raw video data over the
network. Critical threat detection and notification modules
are deployed on fog nodes, enabling rapid response without
dependency on cloud services. The system is modeled as a
directed graph of interconnected processing modules. Each
module is characterized by a computational complexity of
10 MIPS, allowing for flexible load distribution across
different layers of the architecture.

The first scenario demonstrates the full implementation
of fog computing principles, with data processing
maximally shifted toward the data sources. The second
scenario models the traditional centralized approach, in
which data processing is performed in the cloud for
comparative analysis. The scenarios are selected using a
Boolean parameter that enables dynamic switching
between architectural approaches without altering the
underlying network topology. This ensures a fair and
consistent comparison between the two models.

One of the most critical performance indicators is data
processing latency. Therefore, key performance metrics
were measured for both the proposed fog-based
architecture and the traditional cloud-based approach.

In Table 1, the modelling results demonstrate a
significant difference in loT data processing latency
between fog and cloud approaches. When using the
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proposed fog-based architecture, latency increased from
286.44 ms for 16 cameras to 823.76 ms for 48 cameras.
This growth is associated with the increased load on local
fog nodes and the need to process a larger number of video
streams at the edge level. However, even under maximum
load, the latency of the fog solution remained within
acceptable limits for real-time applications. In contrast, the
cloud-oriented approach demonstrated an initial latency of
811.57 ms for 16 cameras, which gradually increased to
997.99 ms for 48 cameras. It is important to note that even
the minimum latency of the cloud solution exceeded the
maximum performance of the fog architecture, confirming
the efficiency and advantage of local data processing.

TABLE 1. Data processing latency analysis.

Number of Fog Latency Cloud Latency
cameras (ms) (ms)
16 286.44 811.57
20 505.82 865.7
24 580.13 901.78
28 697.32 927.56
32 746.66 946.89
40 792.14 973.947
44 814.62 983.785
48 823.76 997.99

The difference in latency between the fog and cloud
approaches is particularly evident in the comparative
analysis (Fig. 2). Fog computing provided a 64.7% latency
reduction with 16 cameras and 17.4% reduction with 48
cameras compared to the cloud solution. This trend can be
explained by the fact that fog nodes gradually reach the
limits of their computing capabilities as the load increases,
whereas cloud infrastructure possesses greater scalability
and resource capacity.

Fog VS Cloud Latency
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FIG. 2. Latency comparison.

The analysis of network resource utilization revealed
fundamental differences between fog and cloud
architectures in the context of data transmission. These
differences are critically important for loT applications,
where limited network bandwidth often becomes a system
bottleneck (Table 2). The fog-computing architecture
demonstrated significantly lower load on the backbone
networks. Fog network utilization increased from 24.9 MB
for 16 cameras to 112.1 MB for 48 cameras. This growth
was nonlinear, with a sharper increase observed when
scaling from 40 to 48 cameras, indicating that the critical
load threshold of fog nodes had been reached. The cloud-
oriented approach was characterized by considerably
higher consumption of network resources — from 429.8 MB
for 16 cameras to 479.6 MB for 48 cameras.
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TABLE 2. Network resources consumption analysis.

Number of Fog Network Cloud Network
cameras Usage (kB) Usage (kB)
16 24912.2 429832.6
20 31136.2 436056.6
24 37360.2 442280.6
28 43584.2 454728.6
32 49808.2 467176.6
40 62256.5 467176.6
44 87168.7 473400.6
48 112080.9 479624.6

Even with a minimal number of devices, the cloud
solution consumed 17.3 times more network traffic
compared to the fog architecture. At maximum load, this
difference decreased to 4.3 times but remained a critical
factor for system scalability (Fig. 3).
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FIG. 3. Network resources consumption comparison.

A comparative analysis of system behavior with an
increasing number of 10T devices highlights key aspects of
the scalability of fog computing architecture. The
simulation results show that the fog solution exhibits a
nonlinear relationship between performance and load,
which is typical for distributed systems with limited local
resources.

However, it is particularly important to note that even
under maximum load, the fog architecture provided better
performance than the cloud solution under minimum load.
Fog nodes are responsible for critical threat detection and
real-time analysis based on pre-processed video data
received from 10T devices. This result confirms that fog
computing is an effective approach for a wide range of
practical 10T applications.

IV. PRIVACY AND SECURITY OF FOG COMPUTING
NETWORK ARCHITECTURE

One of the most important advantages of fog computing
from a privacy perspective is the ability to process personal
data within the local network, without transmitting it
externally [10].

In a smart home system, video recordings may contain
intimate details of residents’ lives, including their habits,
daily routines, and personal interactions. The video capture
module performs lightweight pre-processing directly on
the cameras, such as frame filtering and extraction of basic
metadata. This reduces the amount of raw video data
transmitted over the network. Actual threat detection and
decision-making are performed on fog nodes, which
analyze the pre-processed data received from the cameras.

Fog computing also enables the implementation of
differential privacy, by introducing controlled “noise” into



SISIOT Journal | journals.chnu.edu.ua/sisiot

data before transmitting it to cloud services. In the context
of a security system, this may include the generalization of
timestamps, event locations, or object characteristics. The
distributed processing architecture also provides increased
resilience to DDoS attacks and other network threats. The
failure of individual fog nodes does not result in total
system downtime, unlike centralized cloud-based
solutions.

Finally, the modular application design implemented in
the system allows isolation of critical security components
and the application of differentiated protection policies for
various data types and operations.

V. CONCLUSION

As a result of the research, a fog computing network
architecture was developed for the secure processing of 0T
data. Modelling of the developed architecture using the
example of a smart home system in the iFogSim
environment demonstrated the optimal balance between
performance, security and cost-effectiveness, which is a
critical factor for modern loT applications.

The modelling results show that the proposed fog-
based solution exhibits a nonlinear relationship between
performance and load, which is typical for distributed
systems with limited local resources. The effectiveness of
fog computing was particularly evident in the optimization
of upstream traffic to cloud services. Local processing of
video streams enables only aggregated and non-sensitive
threat metadata (such as event type, timestamp, and
location) to be transmitted to the cloud for long-term
storage and statistical analysis, instead of full video feeds.
Typical detected threats include unauthorized presence,
abnormal motion patterns, and intrusion events.

The research findings confirm the feasibility and
efficiency of fog computing architectures in addressing the
challenges of modern 10T systems and provide a
foundation for the development of next-generation
distributed computing platforms.
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MopagentoBaHHA apXiTEKTYpU mepeKi TYMaHHUX
obuncneHb gna 6esnevyHoi 06pobKkn gaHux IHTepHety
peuei

fipocnas Maniota, MapuHa [lepkau®, Tapac /lo6yp

Kadepnpa Kibepbesneku, TepHONiNbCbKUIA HALiOHANIbHUI TEXHIYHWUIA YHiIBEpCUTET iMeHi IBaHa Myntos, TepHoninb, YkpaiHa
* ABTOp-KopecnoHAeHT (EnekTpoHHa agpeca: m_derkach@tntu.edu.ua)

AHOTALLIA B cTatTi npeactaBieHa po3pobaeHa apxiTekTypa Mepeki TYMaHHMX obuncieHb ana 6e3nevyHoi 06pobKkM AaHMX
IHTEpHeTYy peyei. 3aNnpPOMNOHOBAHA apXiTEKTypa MICTUTb 4 pPiBHi: XMAapHUN — LEHTPaNbHUI cepBep ANA AHANITUKK i
[0BroTpnBasioro 36epiraHHA; NPOKCi — AN KeLyBaHHA, MapLUpyTM3aLyii Ta 6anaHcyBaHHsA; 4 TYMaHHUX BY3/M — AN 06po6Ku
LAHWX B peasibHOMYy 4aci; piBeHb MPUCTPOIB. Taka CTPYKTypa A03BO/IAE FHYYKO PO3NOAINATM HaBaHTaXKEHHA Ta NiABULLYE
CTiMKICTb CMCTEMM [0 BiAMOB OKPEMMX KOMMOHEHTIB, B Pa3i HEAOCTYNHOCTI TYMaHHOro By3/1a, 06pobKa MoKe 34ilicHIoBaTMCA
B XMapi, 3abe3neyvytoun 6esnepepBHicTb poboTn. [nsa nepesipkn edeKTMBHOCTI po3pobaeHoi apxiTekTypu byno npoBeaeHo
MOZEN0BaHHA Yy cepenoBuuli iFogSim. Byno cTBOpeHO cueHapii 3 Pi3HOK KiNbKiCTIoO po3ymHMX Kamep (Big 16 o 48).
Pe3ynbTaT MofentoBaHHA MOKasanu, Wo npu 16 Kamepax 3aTpMmKa 0H6pO6KM JaHMX HA 3anpOMOHOBAHIN apXiTeKTypi
CKNapae 286 mc, a 3aTPUMKA 06pOBKM AaHWX HA TPAAMUIMHIN XMapHilt apxiTekTypi - 811 mc. Lle cBigumMTb Npo 3arasbHe
3HUMKEHHA 3aTPUMKM 0BPOOKU fJaHux Ha 64,7% Ha po3pobieHiit apxiTeKTypi. ApXiTeKTypa mepeKi TYMaHHWUX 064YncieHb
[,03BO/INIA 3MEHLLMTM CNOXUBAHHA MepeXeBUX pecypciB y 17 pasiB npyu miHiManibHOMY HaBaHTaXeHHi (16 Kamep) Ta B 4.3
pa3u npu 48 kamepax. Lo, B cBotO Yepry, ekKoHOMUTb A0 90% NPOMNYCKHOI 34aTHOCTI Ta 3MEHLLYE PU3MK NEepeBaHTAXKEHHA
Mepexi. 3anponoHoBaHa apxiTeKkTypa 3abe3neyye BUCOKUIM PiBEHb 3aXMCTy NEPCOHANbHMX AAHWUX KOPUCTYBAuiB 3aBAAKM
NIOKaNbHi 06pobui BigeoaaHux. Yytamea iHpopmauia 06pobaseTbea Ha TYMaHHMX By3ax 6e3 nepesayi B 30BHILLHI Mepeski,
WO MiHIMI3ye PU3UKM BUTOKY NEPCOHANbHUX AaHMX. [poMoAeIboBaHa apXiTEKTYpa Mepeki TYMaHHUX 0BYUCNEHDb CTBOPIOE
MiLHy OCHOBY A/18 MOAANbLLIOIO PO3BUTKY TEXHO/OTIA TYMaHHUX 06YMC/IEHb B CepenoBULLi IHTEPHETY peyen, NigKpecntoe
nepesarv TYMaHHUX OBYMCNEHD HAZ TPAAULIMHUMM XMAaPHUMM NigX04aMK.

KNIKOYOBI C/IOBA TyMaHHi 064McneHHs, IHTEpHET peyeir, besneka, Meperka, apxiTekTypa.
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