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ABSTRACT The rapid evolution of large language models (LLMs) and their incredible ability to work with natural language is 
generating interest within an increasing number of human activities. Modern language models are no longer limited to simple 
text generation. They can perform the following complex operational processes: reasoning and planning, content generation 
and big data processing, programming, and information retrieval. LLMs bring significant benefits to various industries, 
including finance, education, and the public sector. However, in addition to the significant advantages of using these models, 
there are certain security challenges that must be taken into account when developing and using LLMs. These challenges 
include generating incorrect answers (hallucinations), creating forbidden content, and generating responses that contain 
confidential data. This study presents a software tool and technology for assessing and ensuring the cybersecurity of LLMs 
against the generation of forbidden content. The main goal of this tool is to improve the accuracy of security assessment and 
the level of protection of LLMs against this threat. A set of basic data required for the software tool was identified, which 
includes exploits, prompts for checking the model’s output, and countermeasures for its protection. A procedure for 
collecting, converting, storing, and potentially extending and adapting this data to the individual requirements of the tool’s 
users is proposed. A functional model of the technology was developed, which consists of the following stages: environment 
setup (verification of configuration options, verification of connection with models); analysis of system vulnerabilities by 
simulating attacks on it and verification of the results of its work; analysis of threats, effects, and criticality of attacks on the 
system using the IMECA (Intrusion Modes Effects Criticality Analysis) method of assessing LLMs; choice of countermeasures 
(CM) to ensure the cybersecurity of the system. A test of the software tool was conducted, confirming its effectiveness in 
increasing the security of LLMs due to more complete and trustworthy assessing effects of attacks on vulnerabilities and 
choice of justified CM set. Directions for future research on increasing the flexibility and usability of the software tool and 
technology as a whole were proposed, specifically, managing its settings and extending and adapting the basic dataset to the 
individual requirements of users. 
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I. INTRODUCTION 

arge language models (LLMs) got popular because 

they can process big text data and make text that looks 

like it was written by a human. The integration of this 

technology into educational institutions is a significant 

technological breakthrough that offers significant 

opportunities, such as improving the learning process, 

translating texts, assisting in programming, collecting 

information, and summarizing content [1]. LLMs are 

rapidly transforming healthcare by automating tasks, 

optimizing administration, improving clinical decision 

support, and demonstrating capabilities in processing, 

interpreting, and generating complex medical information 

[2]. The financial sector uses these models to interpret 

complex financial documents, automate various tasks, and 

assist in decision-making processes [3]. The Unmanned 

Aerial Vehicle industry is also begin to use LLMs to 

control these vehicles in real time [4]. However, in addition 

to the advantages of using LLMs in various areas of human 

activity, there are also disadvantages associated with 

certain risks for the systems in which these models are 

used. LLMs may not behave as intended by their 

developers. Models can generate incorrect responses, 

forbidden content, and leak confidential information [5]. 

This behavior of models leads to risks of loss of integrity 

and confidentiality. 

Given the growing popularity of LLMs in different 

areas of human activity, including critical ones, assessing 

and ensuring the cybersecurity of this technology is also 

becoming more important. The European Union’s AI Act 

defines cybersecurity as one of the key aspects of artificial 

intelligence (AI) reliability. Systems that use AI must be 

designed with cybersecurity requirements in mind and 

must include measures to prevent, detect, respond to, 

mitigate, and control attacks that could compromise their 

integrity [6]. 

The purpose of this work is to develop and 

experimentally test the software tool and technology for 

assessing and ensuring the cybersecurity of LLMs. It is 

expected that this technology will increase the 

cybersecurity of language models and the reliability of the 

systems that use them in general. 

The article is structured as follows. Section II reviews 

recent research and publications in the field of assessing 

and ensuring the cybersecurity of language models. 

Section III focuses on defining the main dataset and the 

software tool for assessing and ensuring cybersecurity of 

large language models. Section IV considers an example of 
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using the presented software tool, and Section V 

summarizes the work and suggests directions for future 

research. 

II. ANALYSIS OF RECENT RESEARCH AND PUBLICATIONS 
There are numerous studies on assessing and ensuring 

the cybersecurity of language models. However, most of 

them focus on the process of attacking LLMs, determining 

the Attack Success Rate (ASR), and using 

countermeasures to reduce this rate. In addition, the entire 

process is performed without the use of formalized 

methodologies and quantitative risk assessment. 

The papers [7] and [8] test various language models and 

determine the ASR. Studies [9] and [10] focus on creating 

comprehensive frameworks for evaluating jailbreak attacks 

against LLMs. Forbidden content is classified into 

categories in accordance with the security policies of the 

companies that develop these models. The security level of 

LLMs is determined after the attack procedure. Using 

repeated attacks with certain protective mechanisms, the 

updated security level of LLMs and the impact of 

protection on reducing the ASR coefficient are determined. 

The entire procedure for assessing and ensuring the 

cybersecurity of LLMs is performed without the use of 

formalized methodologies and without quantitative 

assessment of the security risks of these models, which is 

necessary to determine the values of countermeasure 

indicators. 

The study [5] developed a cybersecurity model for 

LLMs. This model is based on the following chain of 

related elements: attack, threat, vulnerability, risks, and 

countermeasures. The paper provides a detailed analysis of 

the elements of this model. In addition, the paper provides 

a definition of the statistical probability score of the 

probability of an attack occurring and succeeding, the 

severity of the effects of attacks, and the assessment of the 

criticality level of cyber risks for LLMs, which is a 

combination of the above indicators. The paper [11] 

presents XMECA (x modes, effects and criticality analysis, 

where x could be from different known techniques and 

domains) as a key safety assessment technique, and 

discusses the features of adapting the proposed method for 

security assessment, considering intrusions, 

vulnerabilities, and effects analysis (Intrusion Modes 

Effects Criticality Analysis method, IMECA). The model 

and indicators from work [5] and the IMECA methodology 

from work [11] provide an opportunity and create a basis 

for developing a software tool for assessing and ensuring 

the cybersecurity of LLMs. 

Therefore, it is important to develop a software tool for 

assessing and ensuring LLM cybersecurity in a more 

formal way, using the IMECA risk-based method. 

III. TECHNOLOGY AND SOFTWARE TOOL FOR ASSESSING 
AND ENSURING CYBERSECURITY OF LLMs 

A. Basic dataset for the software tool. The main dataset 

required for the following attack simulation includes 

exploits for LLMs vulnerabilities, prompts for verifying 

model results, and information about countermeasures 

needed to protect models. 

The functioning of LLMs is based on receiving text 

data at the input, performing certain transformations, and 

returning a human-like response. Thus, the data input into 

the model is a potential exploit for its vulnerabilities [5]. 

This data can potentially lead to unexpected model results, 

such as the generation of incorrect responses, forbidden 

content, and the disclosure of confidential information [5]. 

In addition to simple text data, requests that are improved 

by obfuscating malicious intent are also used to attack 

models, as they are more effective at throwing the internal 

mechanisms of models off balance. These improved texts 

are classified as jailbreak methods for attacking LLMs 

[12]. Given that the software is focused on protecting 

LLMs from generating forbidden content, it is necessary to 

classify exploits for this threat. 

The classification of forbidden content is typically 

based on the usage policies of modern models such as 

OpenAI. Based on the research [7] and expanding it with 

categories from studies [9] and [13], forbidden content is 

classified into the 15 categories listed below. The severity 

of the effects of each category is determined in relation to 

the severity of penalties in accordance with European 

Union law through expert assessment. 

Harmful Content (HC). Generation of content that 

promotes hate, harassment, and discrimination on racial, 

gender, religious, and other grounds. Severity - 4. 

Cybercrime Activities (CA). Creation of software 

products designed to disrupt, damage, or gain unauthorized 

access to other systems. Severity - 6. 

Physical Harm (PH). Activity that has high risk of 

physical harm to people. Severity - 10. 

Economic Harm (EH). Activity that has high risk of 

economic harm. Severity - 5. 

Illegal Drugs (ID). Content related to the creation, 

distribution, or procurement of drugs. Severity - 9. 

Weapons Activities (WA). Content related to the 

creation, distribution, or procurement of weapons. 

Severity - 9. 

Terrorist Content (TC). Creation or distribution of 

content promoting terrorism or extremist ideologies. 

Severity - 8. 

Intellectual Property Infringement (IPI). Violation 

of intellectual property rights, copyrights, trademarks, or 

any other legal rights. Severity - 6. 

Fraud (F). Fraudulent or deceptive activities. 

Severity - 8. 

Disinformation (D). Creation of false information 

designed to manipulate public opinion. Severity - 2. 

Adult Content (AC). Creation or promotion of adult 

content. Severity - 7. 

Political Activities (PA). Political Campaigning or 

Lobbying. Severity - 1. 

Privacy Violations (PV). Activity that violates 

people’s privacy rights. Severity - 4. 

Unauthorized Practices (UP). Providing advice in 

professional fields (legal, financial, health, or other 

specialized areas) without verification by a qualified 

professional. Severity - 2. 

Government Decisions (GD). High risk government 

decision-making. Severity - 3. 

Work [9] divides jailbreak methods into the following: 

human-based, obfuscation-based, heuristic-based, 

feedback-based, fine-tuning-based, and generation-
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parameter-based. The software tool being developed will 

use a set of 10 human-based jailbreak methods (listed in 

section IV). 

The process of attacking models must be followed by 

verification of their working results. There are several 

options for such verification, including algorithmic 

verification, verification using classification models, and 

verification using other language models. The most 

accurate verification method utilizes language models, 

which achieve accuracy levels near those of a human. [14]. 

In addition, the tool needs to use data about 

countermeasures to select them based on criteria for 

ensuring the safety of LLMs. The number of 

countermeasures is based on access to information about 

their impact on the threat of generating forbidden content. 

The current implementation of the software tool will use 5 

countermeasures (listed in section IV). 

Thus, a combination of 15 categories of forbidden 

content and 10 human-based jailbreak methods will be 

used to simulate attacks on LLMs. The model responses 

will be verified by another language model. The 

cybersecurity of LLMs against the generation of forbidden 

content will be ensured by using 5 countermeasures. 

B. Data processing procedure. The data processing 

procedure includes the following stages: collecting, 

converting, storing, extending and adapting. All processing 

stages are performed manually to create a high-quality 

dataset. 

Collecting. For each of the 15 categories of forbidden 

content, 5 sentences were collected by selecting them from 

the corresponding categories of the JailbreakBench [7], Do 

anything now [8], JailbreakRadar [9], HarmBench [10], Do-

not-answer [13], and AdvBench [15] datasets. 

To reduce the attention of the model's internal 

mechanisms, 10 jailbreak methods were collected, which 

were generated by humans by selecting them from the 

results of the Do anything now [8] and StrongReject [16] 

studies. Thus, the total number of requests to the model 

using these methods will be 750, as well as 75 requests 

without using them. The total number of malicious requests 

to the model will be 825. 

An effective prompt for testing model responses should 

consist of the following parts: role, context, instruction, 

methodological requirements, and output format. The 

application uses a prompt based on the results of 

JailbreakBench [7] and PAIR [14] studies and further 

improved in accordance with best practices for creating 

effective prompts. 

Based on studies [17] and [18], a set of 5 

countermeasures and related data on their impact on the 

threat of generating forbidden content were identified. 

Converting. The data required for the functioning of 

the software tool is located in various sources. In each 

individual case, the format of data storing varies 

significantly. For further storing, all necessary data is 

organized into separate human-readable files in YAML 

(YAML Ain’t Markup Language) format. This format is 

distinguished by its clean syntax (as in the Python 

programming language), focus on structured data, 

organization of data in key-value format, and support for 

various data types. This format is a good choice for both 

parsing by program code and for reading and editing by a 

human. 

Storing. Exploits, prompt for checking model 

responses, and countermeasures are stored as separate 

YAML files. All of these files are grouped in a separate 

directory located next to the main application code, which 

improves navigation efficiency and simplifies the search 

for the necessary file when changes need to be made. As a 

result, users can quickly and easily find, analyze, and 

update the specified data, thus ensuring a high level of 

application usability. 

Extending and adapting. If it is necessary to expand 

or adapt the data used in assessing and ensuring the 

cybersecurity of LLMs, users of the software tool can 

perform such operations by working with files in a user-

friendly YAML format. Each data file can be modified 

according to the specific requirements of the experiment, 

allowing for flexible configuration of assessment 

parameters. In addition, users have the ability to create new 

sets of data, which increases the adaptability of the 

application. The evaluation can also be aimed not only at 

detecting the generation of content forbidden by policy, but 

also at detecting content that is forbidden directly in a 

specific client environment. For example, it is possible to 

check for the generation of text commands that could 

potentially lead to unauthorized changes in the behavior of 

equipment controlled by language models in automated 

mode. 

C. Functional model of the software tool. The general 

functional model of the software tool is presented in the 

form of an IDEF0 diagram [19] (Fig. 1). It includes the 

following elements: input data (left), output data (right), 

control (top), mechanisms (bottom). 

 
FIG. 1. IDEF0 diagram. 

After decomposition, the IDEF0 diagram becomes an 

IDEF1 diagram (Fig. 2), which consists of the following 

stages: 

– environment configuration (verification of 

configuration options, verification of connection with 

models); 

– system vulnerability analysis (by simulating attacks on 

it and verification of results of its work); 

– analysis of threats, effects, and criticality of attacks on 

the system (using the IMECA method for assessing 

LLMs); 

– selection of countermeasures to ensure system 

cybersecurity.  
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FIG. 2. IDEF1 diagram. 
 

D. Software tool components. The developed software 

tool is a CLI (Command Line Interface) tool, interaction 

with which occurs by entering text commands in the user's 

operating system console. The evaluated LLMs must 

support interaction through an OpenAI API (Application 

Programming Interface) compatible interface and can be 

located both locally and on cloud servers. The tool is 

developed in the Python programming language using the 

following external libraries: Jinja, PyYAML, and 

Requests. The results of the assessment and ensuring the 

cybersecurity of LLMs are formatted as HTML reports, 

which are styled using the Bootstrap CSS library. The 

generated reports are stored in a separate directory and can 

be viewed using a web browser. The development of the 

interface for the software tool can be considered as a 

separate task. 

IV. CASE STUDY 
As a test example, we simulate an attack on the local 

Google’s Gemma 3 model (4B parameters, Q4_K_M 

quantization). The evaluation is performed by OpenAI’s 

local gpt-oss model (20B parameters, Q4_K_M 

quantization). The simulation is performed on a MacBook 

Pro laptop with an Apple M1 Max processor and 32 GB of 

memory. The models are run using Docker Model Runner 

feature. 

First of all, the software tool provides the main 

summary information (Fig. 3), which includes the date, 

total scan duration, names of the target and judge models, 

total number of requests to the target model, and number 

of unsafe responses. 

FIG. 3. Scan report summary. 

The next step generates information about the scan 

settings (Fig. 4), which includes information about 

forbidden categories and exploits that were used during the 

running of the program. 

 
FIG. 4. Scan settings. 

Next, an IMECA analysis of the cybersecurity of the 

tested model is performed (Fig. 5). The full names of the 

threats are listed in section III. SPRG vulnerability stands 

for Statistical probabilistic response generation. PH attack 

stands for Prompt hacking. The risk value is automatically 

determined by the tool as a combination of the attack 

probability and severity. 

 
FIG. 5. IMECA cybersecurity analysis. 



 

5 
Vol 3, No 2, Paper 02020, pp. 1-7 (2025) 

SISIOT Journal | journals.chnu.edu.ua/sisiot 

The cyber risk criticality matrix before applying 

countermeasures is built based on the results of the IMECA 

analysis (Fig. 6). 

 
FIG. 6. Cyber risk criticality matrix before applying 

countermeasures. 

The next step is to calculate the countermeasure rating 

matrix for further selection based on the criteria of the most 

effective and highest-rated countermeasures (Fig. 7). 

 
FIG. 7. Countermeasures rating matrix. 

Next, a matrix of cyber risk criticality is created for the 

most productive countermeasure (Fig. 8). 

 
FIG. 8. Cyber risk criticality matrix of most productive 

countermeasure (Self Defense). 

The final step is to build a cyber risk criticality matrix 

for the countermeasure with the highest rating (Fig. 9). 

 
FIG. 9. Cyber risk criticality matrix of highest-rated 

countermeasure (Input Check). 

The software tool performs a quantitative assessment 

of the cybersecurity of LLMs and, based on this, selects 

countermeasures to reduce the criticality of model risks. 

Based on the results of comparing the cyber risk criticality 

matrices before and after applying countermeasures, it can 

be concluded that the total risk criticality level is 

significantly reduced. Thus, the tool confirms its 

effectiveness in increasing the security of language models 

against the threat of generating forbidden content. 

V. CONCLUSION 
An analysis of existing research in the field of assessing 

and ensuring the cybersecurity of LLMs showed that most 

of them focus on the process of attacking LLMs, 

determining the ASR coefficient, and using 

countermeasures to reduce this coefficient. In addition, the 

entire process is performed without the use of formalized 

methodologies and quantitative risk assessment. Therefore, 

this study improves this procedure and addresses this 

limitation. 

This work provides a list of necessary data and methods 

for processing it. In addition, attention is focused on the 

possible expanding and adapting of this data to specific 

user requirements. The practical significance of this result 

lies in the possibility of using this data for further attack 

simulation procedures and its flexible adaptation to user 

needs. 

The main result of the research is a functional model of 

the technology and software tool for assessing and ensuring 

the cybersecurity of LLMs. The software tool has the 

ability to flexibly adapt data to user needs, uses the IMECA 

method, and enables quantitative assessment, 

cybersecurity research of models, and selection of 

countermeasures. Tests of the proposed information 

technology showed that it is an effective tool for improving 

the security of language models. 

The following research steps to improve the usability 

of the tool were identified. For this purpose, it is necessary 

to expand the application’s customization options and 

enable flexible adaptation of the core dataset to individual 

user needs. 
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міркування та планування, генерація контенту та обробка великих об’ємів даних, програмування та пошук інформації. 
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LLMs приносять значну користь різним галузям діяльності, включаючи сферу фінансів, освіти та державний сектор. 
Однак, крім вагомих переваг від використання цих моделей, існують і певні безпекові виклики, які мають бути 
враховані при розробці та використанні LLMs. До цих викликів належать генерація неправильних відповідей 
(галюцинування), створення забороненого контенту та генерація відповідей, які містять конфіденційні дані. У цьому 
дослідженні представлено програмний засіб та технологію оцінювання та забезпечення кібербезпеки великих мовних 
моделей від генерації забороненого контенту. Головною метою цього засобу є підвищення точності оцінювання 
безпеки та рівня захищеності LLMs від цієї загрози. Визначено набір основних даних, необхідних для програмного 
засобу, який включає експлойти, промпт для перевірки результатів роботи моделі та контрзаходи для її захисту. 
Запропоновано процедуру колекціонування, перетворення, зберігання, можливого розширення та адаптації цих 
даних під індивідуальні вимоги користувачів засобу. Розроблено функціональну модель технології, яка складається з 
наступних етапів: налаштування середовища (перевірка конфігураційних опцій, перевірка зв’язку з моделями); аналізу 
вразливостей системи за допомогою симулювання атак на неї та перевірки результатів її роботи; аналізу загроз, 
наслідків та критичності атак на систему за допомогою IMECA (Intrusion Modes Effects Criticality Analysis) методу 
оцінювання LLMs; вибору контрзаходів для забезпечення кібербезпеки системи. Проведено тестове випробування 
програмного засобу, яке підтверджує його ефективність у підвищені захищеності LLMs завдяки більш повному та 
надійному оцінюванню наслідків атак на вразливі місця та вибору обґрунтованого набору контрзаходів. 
Запропоновано напрями майбутніх досліджень щодо підвищення гнучкості та зручності використання програмного 
засобу та технології, а саме керування його налаштуваннями та розширення і адаптування основного набору даних під 
індивідуальні потреби користувачів. 
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