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THE EVOLUTION
OF RUSSIAN DISINFORMATION STRATEGIES
IN THE CONTEXT OF THE RUSSIAN-UKRAINIAN WAR
(2022-2025)

This paper analyzes the evolution of Russian disinformation strategies
during the full-scale Russian-Ukrainian war from 2022 to 2025, highlighting
key phases, operational methods, and the adaptive nature of propaganda in
the context of hybrid warfare. It demonstrates how the Russian Federation
systematically transformed its disinformation campaigns from traditional
Soviet-style narratives into complex, technology-driven operations capable
of targeting both domestic and international audiences. The paper also ex-
amines the impact of major geopolitical developments, such as the return
of D. Trump to the U.S. presidency in 2025, which Russian actors exploit to
amplify doubts about Western unity and continued support for Ukraine. The
study traces the intensification of false narratives, the use of deepfakes and
Al-generated content, and the coordination with cyberattacks and psycho-
logical operations to destabilize Ukrainian society and weaken Western sup-
port. Special attention is given to Ukraine’s proactive countermeasures, in-
cluding rapid fact-checking, strategic communication, pre-emptive exposure
of planned manipulations, and efforts to strengthen public resilience through
digital literacy and community engagement. The paper also examines the
role of social media platforms, troll farms, and bot networks in amplifying
fake news and the necessity for stronger collaboration between governments,
civil society, and technology companies to mitigate the spread of falsehoods.
Moreover, it explores the significance of international cooperation in exposing
and sanctioning state-sponsored propaganda, emphasizing the importance of
a unified response at the EU and UN levels. The findings underline that the
Russian-Ukrainian war has become a testing ground for modern information
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warfare, where adaptive tactics and resilient societies are equally decisive as
military strength. This research contributes to a deeper understanding of how
contemporary disinformation evolves and what measures are essential for
democratic states to safeguard information integrity and national security in
the face of persistent hybrid threats.

Keywords: disinformation, propaganda, hybrid warfare, information se-
curity, Russian-Ukrainian war, narratives, misinformation campaigns, me-
dia manipulation.

EBomionisa pocilicbkux aesindopmaniiiHux crparerii
Y KOHTEKCTi pocilicbKo-yKpaiHCchbKoi BiitHu (2022-2025)

Y cmammi npoananizoeano esonmouito cmpameziii pociiicokoi Oe3im-
popmauyii nio uac nosHomMacuimabHoi pociiicoko-yKpaincoKol sitinu y nepi-
00 3 2022 no 2025 POKU, 3 AKUeHMOM Ha K408l emant, memoou 8NUBY
ma adanmueHuli xapakmep nponazanou 6 ymosax 2iopuoroi eiiinu. Ilo-
kasano, Ax Pociticoka Dedepauis cucmemmo mpancgopmysana céoi Kam-
nanii desingpopmauii 6i0 MpaouyiliHux Hapamueie padsHCLK020 3paska 00
CKIAOHUX onepayiii, 3acCHOBAHUX HA BUKOPUCAHHI HOBIMHIX MexXHOL02ill,
CNPAMOBAHUX AK HA BHYMPIUIHIO, MAK i HA MINHAPOOHY ayoumopito. Y
cmammi maxKox: po3esAHYMO 6NIU6 BAHTUEUX 2e0NONIMUUHUX N00ill, 30-
kpema obpanns [I. Tpamna na nocm npesudenma CIIIA y 2025 poui, uo
BUKOPUCIOBYEMBCA POCIHICOKUMU  AKMOPAMU 0N NOCUNIEHHS CYMHi6i6
U000 €0Hocmi. Y 00CTioNneHHi npocmenyemocs nocuneHHs Peiikosux Ha-
pamusis, BUKOPUCAHHA OUNeiiKie ma KOHIMeEHMY, CME0PeH020 UiMyHY-
HUM iHMeNeKmom, a maxKox KoOPOUHAUis Uux 3axodie i3 kibepamaxamu
ma ncuxonoiuHumy onepauiamu 0ns Oectnabinizayii ykpaiHcvkozo cyc-
ninbcmea ma nocnabnenns niompumxu 3axoody. Ocobnuea ysaza npudins-
EMbCSA NPOAKMUBHUM KOHMP3axo0am YKkpainu, 30kpema weuoxiii nepesi-
pui paxmis, cmpameziuHum KOMYHIKAUIAM, NPEBEHMUBHOMY SUKPUMINIO
3aNIAHO6AHUX MAHINYAAUIL Mma NiOBULEHHIO CIilikocmi 2pOMAOSH Hepes
po368UMOK UUPPoBoT 2pamomuocmi ma 3any4eHHs epomad. Y cmammi
Makoxm 00CTIONYEMBbCA PONb COUIATOHUX Mepex, Ppabpux mponie i 6om-
Mmepexc y noutupenHi @elikosux HOBUH Ma HAZONOULYEMbCA HA Heo0Xio-
HOCMi MICHIWOI cnienpayi mix ypaoamu, 2poOMAOTHCOKUM CYCHITbCMBOM i
MexHON0IMHUMU KOMNAHIIMU 0715 NPOMUOIT NOWUPeHHI0 Henpasousoi iH-
popmauii. Kpim mozo, niokpecnoemvcs 6axnusicmo MikHapoOHO20 chi6-
pobimHuLmea 0715 BUKPUMMS MA CAHKUIOHYBAHHS 0epHABHOT NPONA2aH-
ou, ocobnuso y popmamax €C ma OOH. BucHosku 0eMOHCHpPy0my, w0
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pociticvko-ykpaincvka 6ilina cmana 6unpoOys8anvHUM Nnonico0HOM Cy4acHoi
iHgopmauyilinoi eitiHu, 0e adanmueHi Mmakmuky ma cmiiike cycninbcmeo €
MaK camo 8aimIUeUMuU, K i 8illcbK08a cuna.

Kniouosi cnoea: desingopmauis, nponazanoa, 2ibpuona eitina, iHgop-
Mmayiiina 6e3neka, pociticbko-yKpaincoka 6iliHa, HAPAMUEU, KAMNAHIT Oe-
3iHopmayii, maninynayis media.

Problem Statement. The ongoing Russian-Ukrainian war, which
escalated dramatically in February 2022 with Russias full-scale invasion
of Ukraine, has brought to the forefront not only conventional military
confrontations but also unprecedented information warfare. In this hy-
brid conflict, disinformation has emerged as one of Russia’s most sophisti-
cated and adaptive tools for destabilizing Ukrainian society, undermining
international support for Ukraine, and influencing political discourse
in Western democracies. Despite substantial efforts by Ukraine, allied
governments, and international organizations to detect, counter, and
debunk false narratives, Russian disinformation campaigns continue to
evolve, adopting new tactics, channels, and narratives that reflect changing
battlefield realities, geopolitical shifts, and technological advancements. In
particular, recent political changes, including the re-election of D. Trump
as President of the United States in 2024, have the potential to further
shape the information security landscape, given his previous administra-
tion’s controversial stance on Russian activities and its perceived impact on
the cohesion of the Western information space. Existing academic research
has primarily focused on the early stages of the conflict and the initial
response mechanisms employed by Ukraine and its partners. However,
there is a noticeable lack of systematic studies examining how Russian
disinformation strategies have transformed during the prolonged phase of
the war and how they adapt to evolving domestic and international con-
texts, including shifting power dynamics within the United States and the
European Union.

Review of Current Research. Recent scholarship highlights the dynam-
ic and adaptive nature of Russian disinformation strategies throughout the
ongoing Russian-Ukrainian war. Bronk C., Collins G., and Wallach D.S.
(Bronk, Collins, Wallach 2023) analyze how cyber operations and infor-
mation warfare have intertwined, demonstrating Russias capability to
combine technological exploits with narrative manipulation. Earlier, Bu-
chyn M. and Kurus Y. (Buchyn, Kurus 2018) emphasized the mechanisms
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of countering such threats, which laid the groundwork for understanding
today’s more complex hybrid warfare tactics described by Dolzhenko A.
(Dolzhenko 2022). Helmus T. and Holynska C. (Helmus, Holynska 2024)
provide insights into Ukraine’s resilience against disinformation, underlin-
ing the importance of societal adaptability and media literacy initiatives.
Polegkyi O. (Polegkyi 2023) contrasts Russia’s propaganda narratives be-
fore and after the 2022 invasion, showing a shift towards more systematic
targeting of Western audiences. Complementing this, Krainikova T. and
Prokopenko S. (Krainikova, Prokopenko 2023) discuss the waves of dis-
information as a continuous hybrid tactic, while Nieminen H. (Nieminen
2024) explores why disinformation finds fertile ground in liberal democ-
racies. Dervis L. (Dervis 2024) connects these trends to historical geopo-
litical ambitions, broadening the context for analyzing modern strategies.
Taken together, this body of research reveals an evolution from isolated
propaganda efforts to a highly integrated, multi-level disinformation eco-
system that exploits both digital vulnerabilities and sociopolitical fractures.
These findings underscore the urgent need for coordinated international
responses to safeguard information security and democratic institutions.

The purpose of this article is to analyze the key transformations in Rus-
sian disinformation strategies during the Russian-Ukrainian war from
2022 to 2025, with a focus on identifying how these strategies adapt to
shifting military, political, and international contexts. The study aims to
examine the mechanisms, narratives, and technological tools employed by
Russian actors to influence public opinion and destabilize Ukraine’s infor-
mation environment. Additionally, the article seeks to assess the effective-
ness of Ukrainian and international countermeasures, contributing to the
development of more resilient information security frameworks in the face
of evolving hybrid threats.

Research Methodology. This study employs a qualitative research de-
sign combining content analysis, comparative analysis, and case study
methods. Primary data sources include official statements, governmen-
tal and non-governmental reports, and verified media content from 2022
to 2025. Secondary data consist of scholarly articles, expert analyses, and
think tank reports addressing Russian information warfare and hybrid
conflict dynamics. Content analysis is applied to identify dominant narra-
tives, techniques, and channels used in Russian disinformation campaigns.
A comparative approach evaluates shifts in strategies before and after key
military and political turning points, including significant battlefield de-
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velopments and changes in Western support. The case study method high-
lights specific disinformation incidents that illustrate broader strategic
trends. Overall, this methodological framework enables a comprehensive
understanding of the evolution of Russian disinformation and informs
recommendations for strengthening information security and counter-
disinformation measures in Ukraine and allied states.

Presentation of the main research material. Since the full-scale inva-
sion of Ukraine in February 2022, the Russian Federation has systemati-
cally adapted its disinformation strategies to address both domestic and
international audiences under rapidly changing military and geopolitical
conditions (Bronk, Collins, Wallach 2023). That is to say, this evolution re-
flects a shift from traditional Soviet-era propaganda techniques to sophis-
ticated, multi-layered, and technologically integrated operations aimed at
shaping perceptions, undermining Ukrainian resilience, and fracturing
Western unity. Furthermore, by tracing key phases of this transforma-
tion from 2022 to 2025, we will examine how Russian disinformation has
remained a central component of hybrid warfare, even as Ukraine and
its allies have developed countermeasures to mitigate its impact (Dzhus
2023). Understanding the evolution of Russian disinformation strategies
during the Russian-Ukrainian war is crucial for strengthening global in-
formation security and democratic resilience (Helmus, Holynska 2024).
As disinformation tactics become more sophisticated - incorporating
deepfakes, Al-driven bots, and localized narratives — they pose serious
threats to public trust, political stability, and international solidarity with
Ukraine (Nieminen 2024). The following phases in the evolution of Rus-
sian disinformation strategies in the context of the Russian-Ukrainian war
will be examined in greater detail below.

1.  Early Phase - Shock and Confusion (2022).

It is important to note that, at the outbreak of the invasion, Russian
disinformation campaigns capitalized on shock and uncertainty to estab-
lish control over the narrative both at home and abroad. Bronk C., Collins
G., and Wallach D.S. (Bronk, Collins, Wallach 2023) highlight that Russia
rapidly deployed state media, troll farms, and automated bots to spread
conflicting stories about the justification for the «special military
operation», framing it variously as «denazification», «protection of Rus-
sian speakers», and a defensive action against NATO encirclement. Do-
mestically, this messaging leveraged existing control over broadcast and
online media to suppress dissent, while internationally, the Kremlin aimed



Mediaforum (XVI), 2025

to muddy information spaces in Europe and North America by flooding
social media with contradictory narratives, conspiracy theories, and fab-
ricated civilian casualties caused by Ukrainian «provocations» (Dervis
2024).

For example, a notable tactic in this early stage was the amplification
of fabricated «biolabs» stories, alleging that the United States and Ukraine
operated secret biological weapons facilities, posing an existential threat
to Russia (New Report Documents Russia’s Disinformation Campaign
Against Ukraine. 2024). This claim, repeatedly debunked by independent
investigations and fact-checkers, nonetheless circulated widely, aided by
influencers and fringe websites in the West. Polegkyi O. (Polegkyi 2023)
argues that such tactics targeted the far-right and far-left online commu-
nities simultaneously, exploiting ideological divisions and anti-establish-
ment sentiment. These efforts were reinforced by coordinated cyberattacks
on Ukrainian government websites, aiming to erode public trust in offi-
cial information channels and create panic among civilians (Undermining
Ukraine: How Russia widened its global information war in 2023. 2024).
Additionally, Russian operatives manipulated authentic footage from un-
related conflicts, presenting it as evidence of Ukrainian atrocities, further
fueling confusion and undermining international support for Kyiv’s defen-
sive efforts in early 2022 (New Report Exposes Russia’s Strategic Disinfor-
mation Warfare. 2025).

2. Adaptation and Recalibration Phase - Targeted Narratives and
Proxy Channels (2023).

In this context, as the initial shock faded and Ukrainian resistance
proved unexpectedly resilient, Russia recalibrated its disinformation ap-
proaches. Dzhus O.A. (Dzhus 2023) identifies that by mid-2023, Russian
strategists increasingly focused on targeted narratives tailored to specific
audiences. For instance, in Europe, pro-Russian outlets emphasized themes
of «Ukraine fatigue», energy insecurity, and the economic burdens of sup-
porting Kyiv (Blank 2022). Social media campaigns highlighted protests in
Germany, France, and Italy against rising utility costs, often exaggerating
attendance figures or fabricating clashes with police (Krlis 2024).

Simultaneously, Russian channels invested in indirect amplification:
instead of overt state channels like RT or Sputnik, Moscow increasingly
relied on proxy influencers, pseudo-independent «alternative media»,
and local sympathizers who reproduced Kremlin-friendly talking points
without overt links to Russian authorities (Krasnodemska, Kalinichenko,
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2024). Krainikova T. and Prokopenko S. (Krainikova, Prokopenko 2023)
describe this shift as a move toward «waves» of micro-influencer opera-
tions, which evaded platform moderation more effectively than direct
propaganda. For example, the Wagner Group mutiny in June 2023 pro-
vided a striking example of adaptive disinformation (New Report Exposes
Russia’s Strategic Disinformation Warfare. 2025). While Western media
focused on the power struggle within Russia, pro-Kremlin outlets abroad
framed the mutiny as evidence of Western attempts to destabilize Russia
internally. By distorting the narrative, the Kremlin sought to externalize
blame and portray domestic fractures as consequences of NATO interfe-
rence (Dolzhenko 2022).

Building on this recalibration, Russia also intensified its linguistic and
cultural tailoring of disinformation to resonate more deeply within spe-
cific national contexts. In Eastern Europe, narratives exploited historical
grievances and anti-EU sentiment, framing Ukraine as a source of regional
instability draining EU resources (Bilichak, Huz, 2024). In parallel, disin-
formation campaigns targeted diaspora communities, spreading manipu-
lated stories through community forums and encrypted messaging apps.
Therefore, these operations blurred the line between organic dissent and
orchestrated manipulation, complicating detection. Researchers noted
that by late 2023, these multi-layered strategies had become increasingly
decentralized, relying on loosely connected networks rather than centra-
lized command, making counter-disinformation efforts more challenging
and resource-intensive (Helmus, Holynska 2024).

3. Technological Integration and Deepfakes - Weaponization of
Emerging Tools (2024).

It is worth noting that, by 2024, Russian information operations in-
tegrated emerging technologies to enhance the credibility and reach of
false content. One significant development has been the widespread use
of Al-generated deepfake videos and audio clips. In addition, Helmus T.
and Holynska K. (Helmus, Holynska 2024) document instances where
fabricated videos, allegedly showing Ukrainian officials surrendering or
Western leaders making derogatory statements about Ukraine, circulated
rapidly on Telegram and TikTok before being debunked. These deepfakes
exploited the high speed of social media virality and the low digital literacy
in some audiences to achieve quick, short-term impacts even if later ex-
posed (Krlis 2024).
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In this context, another technological evolution involved the use of
chatbots and generative AI for comment flooding and auto-generated fake
news articles. Fake «leaks» of NATO intelligence or fabricated reports of
Western war crimes in Ukraine proliferated in multiple languages, often
hosted on newly registered websites designed to mimic legitimate outlets
(New Report Exposes Russia’s Strategic Disinformation Warfare, 2025).
Once published, these fake reports were picked up by fringe journalists
or recycled through sympathetic politicians, especially in far-right or
Eurosceptic circles in Europe and North America. That is to say, the Russian
strategy thus evolved into a «spray and pray» model: produce enormous
volumes of seemingly credible falsehoods, overwhelm fact-checkers’ ca-
pacity, and ensure that even after debunking, fragments of doubt remain
embedded in public consciousness (Nieminen 2024).

Furthermore, this tactic not only amplifies confusion but also erodes
public trust in authentic information sources, contributing to a climate of
cynicism and polarization. In response, Ukraine has invested in rapid-re-
sponse teams and AI-driven detection tools to identify manipulated con-
tent more quickly. Social media platforms have faced increasing pressure
to update content moderation algorithms capable of detecting deepfake
signatures and bot activity (Undermining Ukraine: How Russia widened
its global information war in 2023, 2024). Despite these efforts, the sheer
scale and adaptability of Russian technological disinformation highlight a
persistent arms race between malign actors and defenders of information
integrity, underscoring the urgent need for sustained international cooper-
ation and robust digital literacy initiatives worldwide (Bilichak, Huz 2024).

4. Resilience and Countermeasures — Ukraine’s Strategic Communi-
cation (2024-2025).

Facing this onslaught, Ukraine and its partners have significantly im-
proved their counter-disinformation frameworks. In addition, Taranenko
A. (Taranenko 2024) and Dervis L. (Dervis 2024) emphasize that Ukraine’s
international diplomatic communications — especially during UN sessions
and summits — have increasingly focused on exposing Russian informa-
tion operations with evidence, thus pre-empting Kremlin narratives. That
is to say, Ukrainian civil society organizations, independent media, and
volunteer fact-checking groups expanded «digital hygiene» campaigns
to educate citizens on verifying sources and reporting suspicious content
(Buschman 2024).

4



qz

Meoiagopym (16), 2025

Internationally, Western governments strengthened collaboration with
tech companies to detect coordinated inauthentic behavior faster (Krlis
2024). The EU’s Digital Services Act provisions were actively enforced to
demand transparency from platforms hosting pro-Kremlin disinforma-
tion networks. Despite these efforts, Nieminen H. (Nieminen 2024) warns
that structural factors like polarization and mistrust of mainstream media
continue to provide fertile ground for disinformation to take root, even
in liberal democracies. Nevertheless, Ukraine’s proactive approach has set
important precedents for other states facing similar hybrid threats (Hel-
mus, Holynska 2024). Government agencies have partnered with social
media platforms to flag harmful content promptly, while rapid-response
fact-checking units debunk viral falsehoods within hours (Bronk., Col-
lins, Wallach 2023). Additionally, Ukraine has intensified cooperation
with NATO’s Strategic Communications Centre of Excellence to exchange
best practices and strengthen regional resilience. Social media platforms,
under increased regulatory pressure, have begun to implement more ro-
bust labeling of state-affiliated content and to suspend accounts linked to
coordinated disinformation campaigns (Blank 2022). Nevertheless, chal-
lenges persist as disinformation actors continually adapt to bypass new
safeguards. These combined measures underscore that countering dis-
information requires not only technological solutions but also sustained
public education, cross-border collaboration, and unwavering political
commitment.

5. Geopolitical Factors and the Trump Presidency — A New Inflec-
tion Point (2025).

It is important to note that, one of the most consequential develop-
ments shaping the disinformation landscape is the return of Donald
Trump to the U.S. presidency in early 2025. While it is too early for com-
prehensive scholarly analyses, preliminary observations suggest that Rus-
sia perceives an opportunity to exploit renewed divisions within American
politics (Nieminen 2024). For example, several viral clips and fake state-
ments have circulated on X (formerly Twitter) and Truth Social, claim-
ing that President Trump would recognize Russian control over occupied
Ukrainian territories — a claim denied by the White House but still echoed
by pro-Kremlin channels to sow doubt about Washington’s commitment
to Kyiv (Krasnodemska, Kalinichenko 2024).

Domestically within the U.S., Russian-linked troll farms revived «Amer-
ica First» slogans blended with calls to reduce military aid to Ukraine and
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focus on domestic priorities (McKay, Tenove 2020). This narrative finds
resonance among segments of the American public already skeptical of
foreign entanglements. In this context, Buschman J. (Buschman 2024) pro-
vides a useful framework to understand how such narratives function as
systematically distorted communication that exploits gaps in public un-
derstanding. In addition to exploiting domestic divisions in the United
States, Russian disinformation efforts have also adapted to target European
audiences by portraying Trump’s return as a signal of weakening trans-
atlantic unity. Kremlin-affiliated outlets emphasize narratives suggesting
that NATO may fracture under renewed U.S. isolationism, aiming to un-
dermine European resolve to sustain sanctions and military support for
Ukraine (Dervis 2024). Furthermore, Russian operatives amplify voices
within the EU advocating for peace negotiations on Moscow’ terms,
depicting continued Ukrainian resistance as futile without unwavering
American backing (Krainikova, Prokopenko 2023). These coordinated in-
formation attacks highlight how geopolitical shifts are quickly weaponized
to fracture alliances and erode international solidarity.

Looking ahead, several emerging trends merit attention. First, the
localization of disinformation is becoming more granular. Jeronimo P,
Esparza M.S. (Jeronimo, Esparza 2022) observe that community-level dis-
information is harder to detect and disrupt because it often piggybacks
on real local grievances. Russian operators increasingly harness local
Telegram channels, WhatsApp groups, and neighborhood Facebook pages
to inject polarizing content subtly tied to local disputes or municipal cor-
ruption (Krlis 2024). Second, the information battlefield is expanding
beyond Europe. In 2024-2025, Russia has invested substantial resources
in spreading disinformation across the Global South, portraying Western
support for Ukraine as a form of neo-colonial interference (Taranenko
2024).

In this context, effectively countering Russian disinformation during
the Russian-Ukrainian war requires a comprehensive, multi-level
approach that combines technological tools, legal frameworks, public
awareness, and international cooperation. First, strengthening rapid re-
sponse systems is crucial. Fact-checking organizations, independent
media, and government agencies must collaborate to detect and debunk
false narratives swiftly before they gain traction (Buchyn, Kurus 2018).
Ukraine’s experience shows that coordinated rebuttals, timely press brie-
fings, and pre-emptive exposure of planned disinformation campaigns can
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significantly reduce the impact of falsehoods. Second, enhancing digital
literacy among the population is vital to build societal immunity against
manipulated content (Buschman 2024). Public education campaigns, in-
tegrated into school curricula and community initiatives, should teach
citizens how to critically evaluate information sources, verify content, and
report suspicious material (Nieminen 2024). Third, fostering closer part-
nerships between governments, civil society, and technology companies
is necessary to disrupt networks of fake accounts, troll farms, and bot-
driven amplification (Krlis 2024). Social media platforms must be held
accountable through clear regulations obliging them to remove or label
disinformation and disclose the origins of politically motivated content.
Fourth, international cooperation is essential to share intelligence, har-
monize policies, and expose state-sponsored propaganda on global stages
such as the United Nations and the European Union (Taranenko 2024).
Ukraine’s case demonstrates that resilience against disinformation must be
adaptive, combining technological innovation, resilient institutions, and
an informed citizenry capable of resisting systematic deception in an era
of hybrid threats.

Conclusion. In summary, the evolution of Russian disinformation strat-
egies from 2022 to 2025 demonstrates the Kremlin’s persistent commit-
ment to information warfare as a core element of its hybrid tactics against
Ukraine and the broader West. From the initial shock phase, marked
by crude and contradictory justifications for invasion, to increasingly
sophisticated techniques involving deepfakes, localized misinformation,
and the exploitation of emerging geopolitical events, Russian operators
have shown remarkable adaptability in sustaining confusion, division,
and fear. The integration of cyberattacks with disinformation campaigns,
as evidenced by DDoS attacks on critical Ukrainian digital infrastruc-
ture during military escalations, further underlines the hybrid nature of
modern conflicts where digital and physical fronts are inseparably linked.
The return of Donald Trump to the U.S. presidency in 2025 has opened a
new inflection point, providing Russian strategists with fresh narratives
to weaken transatlantic unity and erode confidence in continued Western
support for Ukraine. Simultaneously, the targeting of European and Global
South audiences illustrates Moscow’s global ambition to shape perceptions
far beyond the immediate battlefield.

Nevertheless, Ukraine’s resilience in the information domain, sup-
ported by active civil society, international partners, and adaptive techno-
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logical responses, offers crucial lessons for other democracies. Rapid fact-
checking, pre-emptive diplomatic communication, legal measures, and
enhanced media literacy have proven effective in containing and coun-
tering false narratives. The Ukrainian case underscores the need for sus-
tained international cooperation, robust regulatory frameworks for digital
platforms, and public awareness to mitigate the impact of future informa-
tion warfare. In conclusion, recognizing and understanding the trajectory
of Russian disinformation strategies is vital not only for Ukraine’s secu-
rity but also for safeguarding democratic societies worldwide against the
destabilizing effects of systematic deception in an age of rapid technologi-
cal and geopolitical change.
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