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CIVIL SOCIETY CONTROL OVER THE USE
OF DIGITAL TECHNOLOGIES IN THE ELECTORAL PROCESS
IN THE CONTEXT OF EUROPEAN INTEGRATION

The digital revolution has changed the way we participate in democracy,
in particular how we vote and participate in political discourse; however, it
has also given rise to new types of electoral irregularities that can become
a source of political crises and instability. The EU seeks to strengthen con-
trol over elections, their transparency and monitoring in order to maximise
the democratic participation of citizens. Citizens’ digital participation in the
election process can increase voter turnout, improve accuracy and efficiency,
and ensure greater transparency and accountability. However, it is essential
to ensure the safe and transparent use of digital technologies and that citizens
have access to information and resources that will allow them to participate
fully in the electoral process.

Civil society plays a critical role in ensuring that elections are free, fair
and transparent and in monitoring/observing the use of digital technologies
in the electoral process. By providing oversight, observation, advocacy, and
education of election participants, civil society can help ensure that the elec-
toral process is accessible, fair, and reflective of the peoples will.

Keywords: EU, e-democracy, digitalisation, elections, referendum, civil
society.
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KoHTponb rpoMaiTHChKOTO CYCHiTbCTBA
3a BUKOPMCTAaHHAM IMI(PPOBUX TEXHOOTIIH
y Bu6opuoMy mpoueci B KOHTEKCTi eBpoiHTerpamii

Lugpposa pesontouis 3minuna dopmu yuacmi y demoxpamii, 30kpema
me, K MU 207I0CYEMO ma bGepemo yuacmy y Nomimu4HoMy Ouckypci npo-
me i CNPUMUHUILA HO6I 6UOU BUOOPHUX NOPYULEHD, K MONYMb cCamu
Oxcepenom nomimuuHux kpus i Hecmabinonocmi. €C npazue nocunumu
KOHmMPOnb 3a 6UbOpamu, ix npo3opicmv i MOHIMOPUHE 30T MAKCUMATIb-
HO020 3abe3neueHHs O0eMOKPAMUUHOL y4acmi 2poMadsH. 3acmocosyrouu
meopito e-0emokpamii, NPUHUUNU PYHKUIOHYBAHHS e-0eMOKpamil Ha 6u-
6opax i pepeperoymax, KOHUEN Uit «2pomadsaHcvkozo cycninocmea 3MI»,
KOHBeHUilIHOT yuacmi, 0eMOKPAmuH4Ho nezimumHocmi, 6i0n06i0HO 00 pe-
komenoayiti €C npoananizosano nepesazu ma HeOONMiKu/mpyoHousi 6u-
KOPUCMAHHS eNleKMPOHHOT demoKpamii Ha eubopax i pedepeHOymax; 6u-
3HA4eHO 0COOUB0CMI 3ACTNOCYB8AHHS UUPPOBUX MEXHOI02Il Y BUOOPHUX
npouecax; 0xapakmepuso6aHo MOMNIUBOCINI A HANPAMKU KOHMPOTIO
2POMADTHCHKO20 CYCinbcmea 6 3abesneueHHi uugdposoi yuacmi epomadsn
y 8ubopuomy npoueci.

Lugposa yuacmo epomadsaH y 6ubopuomy npoueci moxe niosuusumu
A6KY 6U60pUis, NIOsULLUMU 11020 MOUHICIY i ehexmusHicmp, 3a6esneyu-
mu 6inouty nposopicmu i niossimuicmo. OOHAK 6AKUE0 NOCMITIHO Ni0-
mpumysamu be3neure ma npo3ope BUKOPUCMAHHA UUPPOBUX TEXHOTIO-
2itl, a MaKox HAA6HICMb Y 2poMAadsaH docmyny 00 iHdopmayii ma pecypcis,
AKI 0036071AMY iM OpAMu NOBHY Y4Aacmbv y 6UO0PHOMY NPOUECi.

Ipomadsncoke cycninocmeo 6idizpae supiuianvHy ponv y 3abesneqerHi
mMo20, w400 6U6OPU OYNIU BITVHUMU, YECHUMU MA NPO3OPUMU, A MAKOH Y
MOHImopuHey/cnocmepexenHi BUKOPUCIAHHA UUPPOBUX eXHON02il Y
subopuomy npoueci. 3abesneuyrouu Haeng0, cNOCMeEPeNeHHs, A0B0KALII0
ma 0ceimy y4acHuKie eub0pi6 U000 BUKOPUCIAHH UUPPOBUX MEXHOTIO-
2itl, 2pOMAOSHCHKe CYCNiNbCIME0 MOXe CHPUSIMU MOMY, w00 6U60pUULL Npo-
uec 6ys 0ocmynHum, yecHuM i 6i000paxcas 607110 HAPOOY Ma se2imumysas
obpany enaoy.

Kniouosi cnosa: €C, e-demoxpamis, yugposizayis, eubopu, pegepen-
OyMuU, 2POMAOSHCOKE CYCNINIbCMBO.

Problem statement. The development of digital technologies has caused
significant changes in political life. The digital participation of citizens in
the electoral process has become a critical problem in modern democra-
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cies, which European structures have repeatedly emphasised. Digital tools
for participation in the development of the electoral process gained rele-
vance in Ukraine even before the start of a full-scale invasion. With the
introduction of martial law, the electoral process was “frozen”, but the issue
of involving citizens to participate in elections will become critically im-
portant in the process of post-war reconstruction of the country. The im-
plementation of the right to vote is complicated for millions of Ukrainian
refugees abroad, many of whom are not on the consular register, for in-
ternally displaced persons inside Ukraine, who still need temporary re-
gi-stration and, accordingly, are deprived of the right to vote. A possible
solution to this problem will be the introduction of remote (electronic)
voting, mainly through specially developed mobile applications. However,
with an increase in the share of such voting, the probability of discrediting
and losing the legitimacy of the electoral process increases proportion-
ally. Voting interference and vote counting are only part of the risks that
post-war Ukraine will face during its first post-war elections. Under such
circumstances, civil society plays a significant role in ensuring control over
the conduct of elections; therefore, the problem of civil society’s ability to
monitor and control the election process during the election cycle requires
additional study.

Recent research and publications analysis. In recent decades, the
scientific discourse on the digitalisation of election processes has become
extremely active in the world and Ukraine. Researchers are rethinking
not only the theoretical aspects of the implementation of electronic de-
mocracy in the election and referendum processes, but also the practical
consequences of their implementation (Lindner, Aichholzer, 2020); special
attention is paid to the observance of electoral standards and the neces-
sity of their correlation is considered(Norris, 2013); investigate the impact
of digital policy on the emergence of online forms of participation, blog-
gers in particular (Gil De Zuniga, Veenstra, Vraga & Shah, 2010); explore
opportunities for citizens to influence policymaking in various ways and
the relationship between decision-making transparency and trust (Mishra,
2020); explore a large number of examples of application or possibilities of
implementing electronic voting in countries on different continents and in
particular conditions: during an economic crisis, pandemic, natural disa-
ster, local conflicts, influx of refugees, which requires appropriate digital
technological solutions to ensure the implementation of electoral rights.
Systematisation of theoretical developments and practical experience of
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their implementation can be found in the collective work of Estonian
scientists, where a separate chapter is devoted to electronic voting in elec-
tions (Troitifio, 2023). Ukrainian scientists are also paying attention to the
digitalisation of election processes and mainly analyse the prospects and
possibilities of introducing electronic voting in Ukraine.

To study the digital participation of citizens in elections and referenda,
we apply the understanding of electronic voting as a type and tool of digital
participation for decision-making - the function of engaging citizens in
e-democracy (Lindner, Aichholzer 2020, 23), which can be schematically
represented in the form of a formula: electoral e-democracy = “electronic
voting” + “electronic participation = decision”, where “electronic voting”
is a set of information and communication technologies that ensure the
voting process, which is based on the principles of electronic governance.
In order to ensure democratic decision-making, we will analyse the possi-
bility of involving civil society institutions in public control of the activities
of participants in election and referendum processes in the form of public
monitoring of collective decision-making in elections and referenda. To do
this, we will apply the concept of “civil society media” (CSM), where CSM
is “alternative and media communities or mass media communities that
are owned and controlled by members of civil society” (Hintz, 2004). Also,
in the context of the functioning of civil society, the detailing of conven-
tional participation in elections and referenda, or electoral participation (a
factor of legal and rational legitimation), becomes particularly important.

To analyse the functioning of e-democracy in elections and referen-
dums, we will be guided by the principles defined by European structures
(Rec.CM/Rec(2009)1), which include freedom and quality of information;
reorientation of power, i.e. redistribution of power between the state and
citizens, between the state and civil society organisations; coordination
and harmonisation of private and public interests; information and legal
security; electronic participation and special identification system; general
availability of e-democracy mechanisms; informational security (Com-
mittee of Ministers, 2009). These principles are inextricably linked to the
concept of democratic legitimacy, which emphasises aspects of popular
participation and regime accountability, ensured by free and fair elections
combined with a system of political checks and balances.

Study objectives. The purpose of the article is to find out the possibili-
ties and directions of civil society control in ensuring the digital participa-
tion of citizens in the election process following European standards.
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Tasks: considering EU recommendations, analyse the advantages and
disadvantages/difficulties of using e-democracy in elections and referenda;
determine the specifics of using digital technologies in election processes;
characterise the possibilities and directions of civil society control in
ensuring digital participation of citizens in the election process.

Presentation of the main research material. In recent decades, many
countries have introduced digital technologies into their election and refe-
rendum processes, allowing citizens to vote online, access information
about candidates and political parties, the issues they are tackling, and
engage in political discourse through social media that allow citizens to
communicate with each other and candidates in real-time. European insti-
tutions legally established “preliminary voting, voting by mail, electronic
and Internet voting” for voters” (EU, Euratom 2018, (5)). However, the vio-
lation of the previously mentioned principles of e-democracy during the
elections to the European Parliament, which occur in the countries of both
new and old democracies and, is “a source of instability and political crisis
and can generally undermine the “soft security of society” (PACE, 2012)
prompted the governing structures of the EU to warn of the likely spread
of negative consequences of the digitisation of electoral processes and
to take several decisions regarding their prejudice. In general, measures
to improve the democratic nature of elections should meet three main
requirements: foster participation, ensure transparency and strengthen
supervision (PACE, 2012).

Strengthening control was supposed to be ensured through the imple-
mentation of a transparent and accessible mechanism for effective appeal
of election violations in order to strengthen the public’s trust in the elec-
tion process. Transparency — through the open reporting of the Election
Monitoring Committee, cooperation with “international organisations
with experience in the electoral field, including the stage of the pre- and
post-election observation in order to achieve awareness of the recommen-
dations formulated by the international community and monitor their im-
plementation” (PACE, 2012). In our opinion, civil society organisations
(CSOs) can also successfully perform these tasks.

Activation of conventional electoral participation in elections requires
certain specifications of its components. It is about voting, participation
in the work of electoral bodies, participation in observation, contacts with
officials (candidates), campaigns supporting candidates, public approval
of the activities of the subjects of the election process, initiative move-
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ments (signatures in support), authorised demonstrations; rallies; finan-
cing of election campaigns. Note that most of them can be digitised; even
sanctioned non-digital demonstrations and rallies are transformed into
forums, blogs, etc. Digital participation in the electoral process involves
using digital technologies to facilitate and strengthen the active activity
of citizens in elections and referenda, including online voter registration,
electronic voting and digital reporting systems on election results, etc.

One of the most important advantages of digital participation is the
ability to reach a larger audience. Political parties and candidates can easily
communicate with citizens and share their political agenda through social
media platforms. In addition, citizens can also use social media to par-
ticipate in political discourse, express their opinions and share their views
with others. Such increased engagement can lead to a more informed elec-
torate, as citizens can gain access to a broader range of viewpoints and
opinions.

Digital participation also allows citizens to access information about
the electoral process more easily. With the help of online platforms, citi-
zens can easily get information about the election schedule, voter registra-
tion procedures and even the location of polling stations. This increased
accessibility can help increase voter turnout by making it easier for voters
to register and vote due to geographic distance or disability.

The use of digital technologies in electoral processes has become in-
creasingly common in recent years. Online voter registration systems,
electronic voting machines, and digital election reporting systems are just
a few examples of how technology is being used to make elections more
efficient and accessible.

Another advantage of digital participation is increased transparency
and accountability in the electoral process. Digital technologies can give
citizens better access to information about the candidates and the issues at
hand, as well as the process by which elections are conducted. This can help
increase trust in the electoral process and prevent fraud or other abuses.

Electronic voting allows citizens to vote electronically through a com-
puter terminal at the polling station or remotely via the Internet.

Proponents of electronic voting argue that it can increase voter turnout,
reduce the costs and administrative burden associated with traditional pa-
per voting, increase the accuracy and speed of vote counting, and provide b
accessibility for voters with disabilities to ensure greater transparency and
accountability in the election process. Digital election reporting systems,
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for example, can enable real-time reporting of election results, increasing
the speed and accuracy of reporting and reducing the potential for fraud
or other abuse. However, electronic voting also raises concerns about the
security and accuracy of the electoral process. Online voting systems are
vulnerable to hacking and other cyber attacks that could compromise the
integrity of the election.

What specific digital technologies were introduced into the election
processes? One of the most common technologies is electronic voting ma-
chines, which record and count votes electronically; however, their use
has been criticised for a lack of transparency and the possibility of errors
or fraud. Biometric authentication is also used to verify the identity of
voters. This technology uses unique biometric identifiers such as finger-
prints, facial recognition and iris scans to ensure that only registered voters
can vote. There are also a variety of online voting systems that allow
voters to make their choices from the comfort of their home or office using
a computer or mobile device; still, there are concerns about their security
and reliability.

Expression of voting via the Internet has not yet become an innovation.
It has been successfully implemented in different forms at different levels
in different countries of the world on different continents, including the
USA, Canada, Estonia, Armenia, Panama and Australia; however, today,
Estonia is the only country in the world that uses a digital voting alterna-
tive since 2005 with the largest effectively, involving young people at home
and Estonians living abroad in the electoral and political process. Such
success is due to several factors: people’s trust in the authorities, a deve-
loped information protection system, and the availability of a technological
base built long before the first attempt at electronic voting.

Optional electronic voting (e.g. polls, local initiatives, plebiscites) is
widely used worldwide. Some countries introduce the possibility of voting
for specific categories of citizens who, for various proper reasons, cannot
physically visit the polling station. This is a reasonable opportunity for
those who live abroad, military personnel, and employees of consular and
diplomatic institutions.

In general, introducing digital technologies into electoral processes has
helped to make the voting process more efficient, convenient and secure.
However, it is essential to ensure that these technologies are implemented
in a way that does not compromise the integrity of the electoral process.
This requires strict control, which we believe civil society can implement.
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In what way? Primarily through monitoring (identification of violations
of electoral law) and election observation (as official observers for comp-
liance with international standards), which are critical to ensuring trans-
parency and integrity of elections, where CSOs play a crucial role by inde-
pendently monitoring/observing the electoral process and reporting about
any violations or abuses. CSOs monitor the electoral process to ensure it is
free and fair, which can help build public confidence in the electoral pro-
cess as citizens can be confident that their votes are being counted fairly.

CSOs can monitor not only various stages of the election process (voter
registration, campaigning, voting, vote counting) but also the behaviour
of election officials and report any cases of fraud, intimidation or violence,
generalise election practice, and make conclusions and proposals regar-
ding improvement of legislation. Such activity will contribute to the trans-
parency and accountability of the election process. By identifying and re-
porting irregularities or abuses, CSOs can help prevent fraud and ensure
that election results reflect the people’s will.

CSOs, such as media organisations and mass media, can provide criti-
cal oversight during the electoral process. These organisations can moni-
tor the electoral process, report any irregularities or violations, and help
ensure a free and fair process by uniting their audience in the civil society
media - CSM.

Digital technologies can potentially change how CSOs monitor/ob-
serve elections. By providing real-time data and information, digital tech-
nologies can enable CSOs to monitor the electoral process more effectively
and quickly respond to violations or abuses. For example, digital platforms
can be used to report cases of fraud or violence and provide real-time up-
dates on the progress of the electoral process. At the same time, social me-
dia platforms can also be used to monitor election-related discourse and
identify instances of misrepresentation or misinformation. In particular,
in Russia, in September 2011, the “Map of Violations” project was created,
designed to monitor election violations by citizens themselves. As the 2022
elections were held under conditions of massive suppression of the rem-
nants of freedom of speech and expression, observers, commission mem-
bers, candidate staff and voters continued to document violations of elec-
toral law that they encountered at polling stations and during the election
campaign. A total of 1,824 messages have been published since the start of
the Violation Map on July 9. In 2017, when the previous cycle of elections
for the same bodies and positions was held, Karta received 1,738 signals
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of violations. In 2022, 709 reports of violations were received during the
election campaign, and since the start of multi-day voting on September 9,
1,115 reports have been published (Kankiya, 2022).

In addition, digital technologies can increase the transparency and ac-
countability of the electoral process. Digital election reporting systems, for
example, can enable real-time reporting of election results, increasing the
speed and accuracy of reporting and reducing the potential for fraud or
other abuse. An eternal problem of the election process in Ukraine is the
untimely announcement of the number of voters who participated in the
vote (at the time of its end) and the election results, which allows manipu-
lation of the results within the limits of sociological error. The online mode
would eliminate this problem immediately.

The media also play an important role in monitoring elections. The
media can provide critical coverage of the electoral process throughout the
electoral cycle, reporting any inconsistencies or irregularities. Such cove-
rage can help draw attention to any issues that arise during the electoral
process and help ensure transparency and accountability in the process.

Civil society is critical to ensuring that elections are free, fair and trans-
parent. CSOs can monitor and observe the election or referendum pro-
cess; draw conclusions regarding its compliance with international and
European standards, domestic legislation and other general principles of
democratic elections; provide voter education; and provide media support.

CSOs can also play a key role in monitoring digital participation in
the electoral process. For example, they can monitor the security of on-
line voting systems, ensure that voter registration systems are accessible
to all citizens, and advocate for transparency and accountability in the use
of digital technologies. CSOs can also monitor the activities of election
management bodies (EMBs) responsible for election administration. By
monitoring the activities of CSOs and reporting any violations or abuses,
CSOs can help ensure fair and transparent elections. Likewise, to monitor
the review of cases challenging the action or inaction of the subjects of the
election process in courts or governing election bodies.

In addition, CSOs can propose reforms to improve the electoral pro-
cess, including adopting international standards of electoral integrity, in-
troducing independent monitoring and observation of elections and refe-
rendums, and creating reliable mechanisms for complaints and redress.

Despite the importance of CSOs in election monitoring/observation,
there are several challenges that these organisations face in carrying out
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their work. One of the main challenges is access to information. In many
cases, representatives of election bodies are reluctant to share information
with CSOs, which complicates effective monitoring of the election process.

Another problem is the lack of resources. CSOs may not have the
funding or staff to monitor elections on a large scale, limiting their ability
to provide comprehensive oversight of the electoral process.

In some cases, CSOs face harassment, intimidation or violence from
political parties or other groups that try to prevent them from monitoring/
observing the election process.

Problems also exist for digital participation. The most significant is the
lack of digital literacy. Not all citizens have access to digital technologies
or are uncomfortable using them. This leads to a digital divide where some
citizens are excluded from the political process due to a lack of access or
skills. That is, society is not fully ready for digital participation, either men-
tally, intellectually, or technically, especially for the elderly.

Another challenge is the issue of cyber security. As the use of digital
technologies in the electoral process increases, the risk of cyber-attacks in-
creases. These attacks can compromise the integrity of the election process,
leading to inaccurate results or voter turnout. Associations of independent
IT specialists as members of CSOs can also oppose them.

Finally, there is also the risk of digital disinformation and propaganda.
Due to the ease with which information can be disseminated through
social media, political parties and candidates can quickly spread false or
misleading information to voters, leading to distrust in the electoral pro-
cess and lower voter turnout.

In order to avoid the manipulation of personal data in the context of
elections in the EU, amendments were made to the verification procedure
related to violations of the rules on the protection of personal data in the
context of elections to the European Parliament (EU, Euratom, 2019). New
rules have also been introduced to protect the electoral process from dis-
information by online campaigns that abuse voters’ personal data and limit
the spread of fake content. These rules make it possible to punish criminals
who deliberately influence the results of European elections or try to
influence them by taking advantage of breaches of data protection rules.

An example of implementing these norms is the pan-European Code
of Practice proposed by the Commission, which was signed by three Inter-
net platforms in 2016 (European Commission, 2016). Later, in December
2018, the “Action Plan Against Disinformation” was adopted, which calls
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on Internet platforms to focus on actions to “remove fake accounts, label
messaging as ‘bots’ and work with fact-checkers and researchers to iden-
tify disinformation and make verified information more visible” (Euro-
pean Commission, 2018). Such activity was observed in May 2019 on three
platforms that signed the Code of Practice.

Conclusions. The digital revolution has changed how we participate in
democracy, including how we vote and participate in political discourse.
The EU wants to strengthen control over elections in order to ensure maxi-
mum democratic participation of citizens. Citizens’ digital participation in
the election process can increase voter turnout, improve its accuracy and
efficiency, and ensure greater transparency and accountability. However, it
is crucial to ensure the safe and transparent use of digital technologies and
that citizens can access information and resources that will allow them to
participate fully in the electoral process.

Civil society plays a critical role in ensuring that elections are free, fair
and transparent and in monitoring/observing the use of digital technolo-
gies in the electoral process. By providing oversight, observation, advocacy
and education, civil society can help ensure that the electoral process is
accessible, fair and reflects the people’s will.
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