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DISINFORMATION AS A FACTOR IN THE TRANSFORMATION
OF THE POLITICAL SYSTEM: QUANTITATIVE ANALYSIS AND
THE ROLE OF ARTIFICIAL INTELLIGENCE

This article examines disinformation as a factor in the transformation of
the political system under conditions of digitalized political communication
and large-scale information confrontation. The topic is especially relevant
in the contemporary security environment, where disinformation no longer
functions merely as a set of misleading messages but increasingly operates as
a systematic instrument for influencing public opinion, undermining trust
in institutions, intensifying political polarization, and reshaping democratic
processes. The study adopts an analytical approach that combines political
communication analysis with quantitative methods and artificial intelligence-
based tools. Particular attention is paid to the capacity of quantitative
analysis to identify patterns in the production, dissemination, amplification,
and reception of disinformation across digital platforms. At the same time,
the article explores the dual role of artificial intelligence: on the one hand, as
a technology that facilitates the generation of deepfakes, synthetic narratives,
and automated influence operations; on the other hand, as an instrument
for detecting manipulated content, classifying disinformation narratives, and
mapping coordinated information attacks. It is argued that the combination of
quantitative methods and Al significantly expands the analytical capacity of
political research by enabling a more precise assessment of how disinformation
affects institutional legitimacy, political participation, and the functioning
of democratic systems. The article concludes that disinformation should be
understood not only as a media-related challenge, but also as a structural
factor capable of transforming the political system, especially in contexts of
war, hybrid threats, and algorithmically mediated communication.
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Hesindopmanis Ak ¢pakTop TpaHchopMaLii MOMITUIHOT CHCTeMM:
KiTbKiCHMII aHATIi3 Ta PO/Ib IUTYYHOTO iHTENEKTY

Y cmammi docnionceno desindopmanito K HuHHUK mparcPopmauii no-
TIMUYHOT cCUCeMU 6 yMO8aX NOMIMU4HOI KOMYHikauii ma indopmauiii-
H020 npomucmosHusa. OOspyHmMosano, o 0e3indopmauis PyHKUioHye He
nuue AK CYKYNHicmb OMAHIUBUX NOBI0OMIIEHb, 4 K CUCIEMHULL iHCmpy-
MeHm 8NIUBY HA 2POMAOCLKY 0YMKY, 008ipy 00 iHCrumyuiil, noaimuuny
nonApusauito ma demokpamuuni npovecu. JJocnionenHs noeoHye ananis
NOMIMU4HOT KOMYHIKAUIT 3 KiNbKICHUMU Memooamu ma iHcmpymeHmamu
wmyuHoeo inmenexmy. IToxasano nooeiiiny ponv III: sk 3acoby cmeopen-
HA Qundeiikis, CUHMeMUUHUX HAPAMUBIE | A6MOMAMU30BAHUX onepauiil
BNJIUBY, A MAKONC K IHCMPYMEHMA BULB/IEHHA MAHINYIbOBAH020 KOHIMEH-
my il knacugixauii desindopmauiiinux napamueis. JJosedeHo, w0 Noeo-
HAHMA KifbKicHo20 ananisy ma I po3uupioe MONAUBOCINI NOTIMUUHUX
docnioseHv y 6UBUEHHI 8NU8Y Oe3iHPOpMAUii HA eimUMHICMb iHCMU-
myuiti, nonimuuny y4acmo i PyHKUioHysanns demoxpamii. 3pobneHo 6u-
CHOBOK, U40 0e3iHMOPMAlis € He uuLe MediliHOI0, a il CIPYKIYPHO NPo-
6remoto, 30amMHOI0 MPAHCPHOPMysamu NOAIMUUHY CUCmeMY, 0COONUBO 6
ymoeax 6itiHu, 2iOPUOHUX 3A2P03 MA ANZOPUMMIUHO 0N0CePedK08aHOT KO-
MYHIKauil.

Kntouosi cnosa: desingopmauis, nonimuuna cucmema, wmyuHuti i-
mesieKm, KilbKiCHUTL aHani3, anzopummiuni nnamgﬁopmu, bungﬁeﬁk, senu-
Ki MOBHI MOOeIi, NONIMU4Ha KOMyHiKayis, iHpopmayiiina eilina, demokpa-
MUYHI IHCIUMYymu.

Statement of the Scientific Problem. In the contemporary digital
environment, disinformation appears not merely as a distortion of facts, but
as a political factor that affects trust in institutions, political participation,
polarization, and the legitimacy of public decisions. For democratic
systems, this is of particular importance, since their resilience depends
not only on formal institutions, but also on the reliability of political
communication and the public recognition of procedures as legitimate.
Recent studies show that disinformation operates through emotional
triggers, manipulative framing, and the distortion of public discourse,

ez



ais

Meoiagpopym (18), 2026

thereby changing the conditions under which political judgment is formed
(Lim 23 ,2023; McLoughlin et al. 35 ,2024; Horban and Oliinyk 14 ,2024;
Makukh-Fedorkova 16 ,2025; Stopkin 21 ,2024).

The problem becomes more acute in conditions of algorithmically
mediated communication, where digital platforms notonly transmit content
but also filter, rank, and amplify it. In such an environment, manipulative
messages may acquire a disproportionate political influence, especially
when they appeal to fear, outrage, or identity conflicts. The situation is
further complicated by the development of artificial intelligence, which
simultaneously expands the possibilities for creating synthetic content and
opens up new tools for its detection (Gauthier et al. 22 ,2026; McLoughlin
et al. 35 ,2024; Shin and Shin 32 ,2026; Appel and Prietzel 41 ,2022;
Hameleers, van der Meer, and Dobber 53 ,2024; Hameleers, van der Meer,
and Dobber 35 ,2022; Lee and Shin 34 ,2022; Montoro-Montarroso et al.
22 ,2023; Makukh-Fedorkova 41 ,2025).

Under wartime conditions, disinformation performs an even more
explicit political function: it is used to undermine trust in state institutions,
weaken democratic resilience, provoke internal divisions, and delegitimize
public authority. In this sense, it becomes part of a broader strategy of
political destabilization that requires a more precise methodological
response (Horban and Oliinyk 43 ,2024; Kulesza and Burdiak ,2023
33; Makarova 41 ,2024; Makukh-Fedorkova 32 ,2025; Matviienkiv and
Bratakh 11 ,2024). Thus, the central scientific problem of the article lies in
clarifying how disinformation, reinforced by the algorithmic environment
and artificial intelligence technologies, influences the transformation of
the political system, as well as how quantitative methods make it possible
to identify and measure this influence (Bielikova, Pospisil Mackova,
and Novotnd 22 ,2025; Hamed, Ab Aziz, and Yaakub 31 ,2023; Kramer,
Golovchenko, and Hjorth 32 ,2025; Montoro-Montarroso et al. 55 ,2023;
Shin and Shin 43 ,2026).

The purpose of the article is to examine disinformation as a factor in
the transformation of the political system and to determine the analytical
value of combining quantitative methods with AI-based approaches in the
study of its political effects.

Analysis of recent research. Contemporary studies relevant to this topic
can be grouped into three analytical blocks: research on disinformation as
a political phenomenon; works devoted to quantitative and computational
approaches to its analysis; and studies on the role of artificial intelligence
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in the creation and detection of manipulative content. Such a structure
makes it possible to move consistently from the conceptualization of
disinformation to the instruments of its empirical study and to emerging
technological challenges.

The first block includes works in which disinformation is understood
not only as false content, but also as a factor affecting trust in institutions,
political legitimacy, and democratic resilience. In this context, conceptual
distinctions between disinformation, misinformation, and malinformation
are important, as are approaches that interpret disinformation as
a mechanism for manipulating political perception (Lim 23 ,2023;
Stopkin 11 ,2024). Some studies show that its political effect is especially
intensified through emotionally charged content (McLoughlin et al. ,2024
35), particularly content that exploits outrage. In the wartime context,
Ukrainian scholars additionally emphasize that disinformation is not
only a media-related issue but also a security problem connected with the
vulnerability of the information space and institutional resilience (Horban
and Oliinyk 11 ,2024; Matviienkiv and Bratakh 12 ,2024).

The second block consists of studies devoted to quantitative and
computational approaches to the analysis of disinformation (Hamed,
Ab Aziz, and Yaakub 45 ,2023; Kramer, Golovchenko, and Hjorth ,2025
21). Their significance lies in the fact that they make it possible to study
disinformation through measurable indicators, network patterns, and
the analysis of large-scale datasets. These works focus on the problems
of constructing reliable datasets, the automated classification of fake
messages, the detection of hostile narratives using large language models,
and the study of the speed (Vosoughi, Roy, and Aral 11 ,2018), scale,
and cascade logic of the dissemination of false information in digital
environments (Zhuravskaya, Petrova, and Enikolopov 2020; Allen et al.
10,2020). Taken together, this body of literature forms the methodological
basis for the empirical analysis of the political effects of disinformation
(Bielikova, Pospisil Mackova, and Novotna 25 ,2025; Gauthier et al. ,2026
32; Shin and Shin 41 ,2026).

The third block focuses on the dual role of artificial intelligence. On the
one hand, Al expands the possibilities for creating disinformation through
deepfakes, synthetic texts, and multimodal forms of manipulation that
increase the persuasiveness of false content. On the other hand, it becomes
a tool for detecting manipulative patterns (Appel and Prietzel 21 ,2022),
classifying narratives (Lee and Shin 22 ,2022), and identifying coordinated
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information operations (Hameleers, van der Meer, and Dobber 58 ,2022).
Research in this area also shows that the effect of Al-generated content
depends not only on its technical quality (Hameleers, van der Meer, and
Dobber 73 ,2024), but also on context, trust, and the level of audience
skepticism (Montoro-Montarroso etal. 23,2023). In the Ukrainian wartime
context, this is especially important, since technologically sophisticated
disinformation intensifies political and institutional vulnerability
(Makukh-Fedorkova 22 ,2025).

Despite the growing number of such studies, there is still a lack of a
comprehensive explanation of how exactly the combination of quantitative
analysis and artificial intelligence helps to conceptualize disinformation
as a factor in the transformation of the political system, especially in
the Ukrainian wartime context. It is precisely this gap that defines the
logic of the present article, which seeks to combine the conceptual,
methodological, and technological dimensions within a single analytical
framework (Gauthier et al. 2026; Kramer, Golovchenko, and Hjorth ,2025
56; McLoughlin et al. 35 ,2024; Montoro-Montarroso et al. 67 ,2023;
Shin and Shin 93 ,2026; Vosoughi, Roy, and Aral 21 ,2018; Zhuravskaya,
Petrova, and Enikolopov 43 ,2020; Erlich and Garner 45 ,2023; Pierri et al.
78 ,2023).

Presentation of the Main Material. Disinformation should be
considered not only as a distorted message or a misleading communicative
act, but also as an instrument capable of influencing the political system
at several interconnected levels. Its impact extends beyond media content
itself and affects political trust, perceptions of legitimacy, citizens’
information behavior, the functioning of the public sphere, and the
resilience of democratic institutions. In this sense, disinformation changes
not only what citizens know about politics, but also how they interpret
state decisions, evaluate political actors, and define their own place within
the broader communicative space of politics (Lim 23 ,2023; Stopkin ,2024
43). One of the most serious consequences of disinformation is the erosion
of trust in institutions. Democratic systems rely not only on formal rules,
constitutional procedures, or legally defined powers, but also on public
recognition of institutional credibility. When manipulative narratives
systematically call into question the reliability of the government,
parliament, electoral procedures, media, or security structures, they
weaken the symbolic foundations on which political authority rests.
Such narratives do not necessarily destroy trust instantly; however, their
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repeated circulation contributes to the normalization of suspicion and,
consequently, to delegitimization. In such a case, citizens begin to perceive
public decisions not as the outcome of an institutional procedure (Osadtsa
and Polishchuk 25 ,2025), but as the result of manipulation, conspiracy, or
hidden interests (Makukh-Fedorkova 21 ,2025; Matviienkiv and Bratakh
23 ,2024; Stopkin 54 ,2024). This delegitimizing effect intensifies when
disinformation is constructed around emotionally powerful and politically
divisive frames. Recent studies show that manipulative content spreads
especially effectively when it appeals to outrage, fear, moral anxiety, or
resentment (McLoughlin et al. 35,2024).

Another important dimension of this process is connected with the
transformation of citizens’ information behavior. In a digital environment
saturated with manipulative content, it becomes increasingly difficult
to distinguish verified information from strategically constructed
narratives. Such uncertainty produces several interrelated consequences:
selective attention to ideologically comfortable messages, declining trust
in professional media, growing dependence on informal channels of
communication, and increased susceptibility to simplified explanatory
models. Under such circumstances, not only trust in individual
sources is undermined, but also the very possibility of reliable political
communication as a basis for democratic deliberation. For democratic
systems, this is particularly dangerous, since the weakening of epistemic
trust complicates the maintenance of a shared political reality (Horban and
Oliinyk 21 ,2024; Makarova 35 ,2024; Matviienkiv and Bratakh 11 ,2024).

Disinformation also affects the functioning of the public sphere by
distorting the agenda and the hierarchy of visibility. Through repeated
amplification, manipulative narratives are able to divert public attention
away from substantive political issues and redirect it toward fabricated
scandals, emotionally sharpened accusations, or conspiratorial
interpretations. In this way, agenda displacement occurs: issues that
require rational political reflection are pushed aside by stories constructed
primarily to provoke reaction, confusion, or hostility. Algorithmic
platforms intensify this process, since content that generates engagement
usually receives greater visibility regardless of its epistemic quality. As a
result, the public sphere becomes more vulnerable to the normalization
of anti-institutional frames and hostile narratives (Nikolaienko 23 ,2025).

In wartime, these processes become even more significant. In the
Ukrainian context, disinformation functions not only as a means of
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misleading audiences, but also as a form of pressure on the political
system itself. Its purpose is to weaken democratic resilience, discredit
public authority, undermine social cohesion, and create the impression
that state institutions are either ineffective or unworthy of trust. Such
influence is especially dangerous because it strikes not only at individual
political attitudes, but also at the communicative infrastructure through
which political order is sustained. That is why disinformation should be
interpreted as a strategic factor of political transformation: it operates
through delegitimization, polarization, distrust of media, agenda
displacement, and the normalization of hostile narratives, gradually
changing the conditions under which the political system functions
(Horban and Oliinyk 32 ,2024; Kulesza and Burdiak 21 ,2023; Makukh-
Fedorkova 35 ,2025; Matviienkiv and Bratakh 45 ,2024).

If disinformation is considered as a factor in the transformation of the
political system, it should beanalyzed not only interpretively or descriptively,
but also by means of methods capable of capturing observable patterns and
measurable effects. It is precisely here that quantitative analysis acquires
particular heuristic value. Its significance lies not in reducing political
communication to a set of numerical indicators, but in making visible
those structural dynamics that are difficult to grasp through qualitative
observation alone. In the study of disinformation, quantitative analysis
makes it possible to move from isolated examples to the identification
of patterns of repetition, dissemination, amplification, and audience
engagement, and thus to better understand how manipulative narratives
acquire political significance (Hamed, Ab Aziz, and Yaakub 23 ,2023;
Montoro-Montarroso et al. 43 ,2023).

The transition from the conceptual understanding of disinformation to
its empirical analysis requires a clear operationalization of disinformation
influence. Within the framework of this study, the unit of analysis may
be an individual message, a news item, an audiovisual object, a narrative
cluster, or a dissemination cascade, depending on which aspect of
disinformation is being measured (Hamed, Ab Aziz, and Yaakub 2023;
Kramer, Golovchenko, and Hjorth 2025; Leite et al. 2024). Independent
variables may include the intensity of the appearance of a particular
narrative, its thematic repetition, emotional intensity, signs of synthetic or
Al-generated content, as well as indicators of coordinated dissemination;
intermediate variables may include the level of audience engagement, the
speed of replication, the depth and breadth of cascades, and indicators of
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algorithmic amplification; dependent variables may include the visibility
of delegitimizing frames, agenda displacement, the nature of audience
reactions, and, where digital traces are combined with survey data,
indicators of trust in institutions and political polarization (Gauthier
et al. 2026; Hamed, Ab Aziz, and Yaakub 2023; Kramer, Golovchenko,
and Hjorth 2025; McLoughlin et al. 35 ,2024; Montoro-Montarroso et
al. 23 ,2023; Shin and Shin 2026; Vosoughi, Roy, and Aral 2018). The
empirical basis of such an analysis may combine open platform data,
news archives, expert-annotated samples, and repositories of pro-Kremlin
disinformation, including the EUvsDisinfo corpus (Kramer, Golovchenko,
and Hjorth 2025; Erlich and Garner 2023; Leite et al. 2024). At the same
time, these data remain incomplete due to restrictions on platform access,
the multilingual nature of corpora, content deletion, and the difficulty of
distinguishing between organic dissemination and artificially amplified
spread. Therefore, the most convincing approach is a combined one that
integrates automated classification, expert verification, and interpretive
analysis (Hamed, Ab Aziz, and Yaakub 2023; Montoro-Montarroso et al. zzs
2023; Leite et al. 2024). —
Table 1.
Operationalization of Research Questions in the Study
of Disinformation as a Factor in the Transformation of the Political System

Research
Question

Potential
Indicators

Data
Sources

Methods
of Analysis

Which disinforma-
tion narratives are
the most visible
and recurrent in
the digital environ-
ment?

Frequency of mentions,
thematic repetition,
temporal peaks of activ-
ity, co-occurrence of key
markers

News texts, social
media posts, fact-
checking databases,
expert-annotated
corpora

Content analy-
sis, topic mod-
eling, automated
text  classifica-
tion

are associated with
a higher level of
audience engage-
ment?

engagement rate, emo-
tional intensity, conflict-
oriented framing

ment corpora, mul-
timodal content

How does disin- | Speed of replication, [ Data on reposts, | Network analy-
formation content | depth and breadth of | retweets, com- | sis, dissemina-
spread in the plat- | cascades, network den- | ments, interaction | tion cascade
form environment? | sity, node centrality, | networks between | analysis, time-
signs of coordination accounts series analysis
Which character- | Number of shares, com- | Platform  interac- |[Regression
istics of content | ments, and reactions, | tion metrics, com- | analysis, analy-

sis of emotional
markers, content
classification




Meoiagpopym (18), 2026

What role do al-
gorithmic  ampli-
fication and Al-
mediated forms of

Disproportionate reach
of individual messages,
anomalous visibility tra-
jectories, signs of syn-

Platform data, sam-
ples of audiovisual
content, expert-la-
beled corpora

Anomaly analy-
sis, multimodal
analysis, LLM-
assisted classifi-

manipulation play? | thetic content, multi- cation
modal plausibility
Which political ef- | Visibility of delegitimiz- | Digital traces, news | Comparative
fects of disinfor- | ing frames, agenda dis- | archives, survey | analysis, correla-
mation can be em- | placement, markers of | data, fact-checking [ tion and regres-
pirically identified? | anti-institutional rheto- | datasets sion  analysis,
ric, changes in percep- data triangula-
tions of trust tion

Note. Compiled by the authors on the basis of (Gauthier et al. 2026; Hamed, Ab Aziz,
and Yaakub 2023; Kramer, Golovchenko, and Hjorth 2025; McLoughlin et al. 25 ,2024;
Montoro-Montarroso et al. 2023; Shin and Shin 2026; Vosoughi, Roy, and Aral 2018;
Zhuravskaya, Petrova, and Enikolopov 2020; Erlich and Garner 2023; Pierri et al. 2023;
Leite et al. 2024).

224  One of the key advantages of quantitative approaches is the possibility
— of tracing the frequency and recurrence of specific narratives. Repetition
plays a fundamental role in the logic of disinformation, since manipulative
messages rarely achieve a political effect through a single appearance.
Instead, they operate through cumulative exposure, discursive persistence,
and strategic variations around a common interpretive core. Quantitative
analysis makes it possible to identify how often certain themes recur,
how long they remain visible, and under what circumstances they receive
renewed momentum. This, in turn, helps to determine whether a particular
narrative is marginal, episodic, coordinated, or embedded in a broader
campaign of political influence (Hamed, Ab Aziz, and Yaakub 23 ,2023;
Kramer, Golovchenko, and Hjorth 41 ,2025).
Equallyimportantisthestudyofdissemination networks. Contemporary
disinformation does not circulate randomly; it moves through structured
digital infrastructures shaped by platform architecture, account
coordination, and algorithmic visibility. Quantitative and computational
approaches make it possible to map these networks, determine the density
of connections, analyze the cascade structure of dissemination, and
distinguish more organic forms of circulation from behavior indicative of
coordinated amplification. In this way, the analysis of network dynamics
provides insight not only into how false content spreads, but also into how
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digital environments themselves shape the informational conditions of
public judgment (Gauthier et al. 23 ,2026; Shin and Shin 31 ,2026).

Another dimension that quantitative analysis makes it possible to
conceptualize with particular clarity is audience engagement. Reactions
such as shares, reposts, comments, and other forms of interaction are not
politically neutral metrics. They indicate the extent to which a manipulative
message resonates with users, enters broader circuits of visibility, and
acquires social legitimacy through circulation itself. At the same time,
such indicators should be analyzed in connection with the emotional
markers of content, since recent studies show that outrage, anxiety, and
moral provocation significantly intensify the spread of disinformation
(McLoughlin et al. 35 ,2024). Therefore, the value of quantitative analysis
lies not only in counting interactions, but also in the possibility of relating
those interactions to emotional intensity, thematic framing, and the logic
of platform amplification.

A separate analytical dimension concerns algorithmic amplification.
In digital political communication, visibility is rarely determined solely
by the communicative value of a message. Instead, platform algorithms
rank and amplify content according to variables related to engagement
and attention retention. Quantitative methods make it possible to trace
how particular forms of manipulative content receive disproportionately
wide reach, how quickly they are replicated, and whether the pattern of
their dissemination points to the existence of algorithmic preference or
platform-driven escalation. Such observations are especially important for
political research, because they show that the impact of disinformation
cannot be reduced solely to the intentions of its producers, but is also
determined to a significant extent by the technical systems that govern the
circulation and exposure of content (Gauthier et al. 41 ,2026; Shin and
Shin 32 ,2026).

In methodological terms, the heuristic value of quantitative analysis
lies in its ability to construct politically meaningful indicators. These may
include the number of mentions of a particular narrative, estimated reach,
speed of replication, the ratio between organic and artificially amplified
dissemination, the level of audience engagement, the recurrence of key
lexical or thematic markers, the emotional intensity of messages, as well
as the presence of deepfake or LLM-generated content. None of these
indicators is sufficient on its own; however, taken together they make it
possible to see how disinformation functions as a structured phenomenon
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rather than as a random set of false messages. From this perspective,
quantitative analysis becomes a means of recording political change
in communicative form: it reveals shifts in visibility, legitimation, the
dominance of interpretations, and audience reactions, which may later
develop into deeper transformations of political trust and democratic
practice (Hamed, Ab Aziz, and Yaakub 32 ,2023; Kramer, Golovchenko,
and Hjorth 21 ,2025; Montoro-Montarroso et al. 31 ,2023).

This approach is especially important in the context of hostile
information campaigns directed against democratic states. The
identification of pro-Kremlin narratives, the classification of manipulative
content, and the measurement of the scale of its dissemination on digital
platforms demonstrate how quantitative and Al-assisted tools can be used
to analyze not only communication itself, but also its broader political
consequences (Kramer, Golovchenko, and Hjorth 2025; Montoro-
Montarroso et al. 2023; Makukh-Fedorkova 2025). Thus, the heuristic
value of quantitative analysis lies in the fact that it makes it possible to
identify the structural patterns through which disinformation affects the
public sphere and contributes to the transformation of the political system.

Artificial intelligence has become one of the most significant factors
reshaping the contemporary disinformation environment. Its importance
lies not only in technical novelty, butabove all in its capacity to alter the scale,
form, speed, and persuasiveness of manipulative political communication.
In this sense, AI should be regarded as a double-edged phenomenon: on
the one hand, it expands the possibilities for producing more convincing
forms of disinformation, while on the other hand, it provides new tools
for its detection, classification, and counteraction (Baranets and Osadtsa
2025). This duality is especially important for political analysis, since
the same technological systems that intensify information threats can
simultaneously support democratic resilience and the analytical response
to them (Appel and Prietzel 2022; Montoro-Montarroso et al. 2023;
Makukh-Fedorkova 43 ,2025).

First, artificial intelligence has significantly intensified the production
of disinformation. The most visible manifestation of this process has
been the spread of deepfakes and other forms of synthetic audiovisual
manipulation. Such technologies make it possible to create politically
charged videos, images, and audio recordings that increasingly realistically
imitate real persons, institutions, or events. As recent research shows,
the persuasiveness of such materials is grounded not only in technical
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sophistication, but also in their ability to combine textual, visual, and
audio signals into a coherent multimodal communicative form (Appel
and Prietzel 2022; Lee and Shin 21 ,2022). Beyond deepfakes, generative
systems also facilitate the production of synthetic political texts, the
imitation of credible sources, and the replication of narratives through
automated content networks. Under such conditions, hostile actors can
produce adaptive and continuously reproduced narratives that enter public
discourse under the guise of spontaneity or legitimacy, and in algorithmic
environments this is especially dangerous because content visibility often
depends on its capacity to provoke emotional reactions (Hameleers, van
der Meer, and Dobber 2022; Lee and Shin 2022; McLoughlin et al. ,2024
35),

Second, artificial intelligence is becoming an increasingly valuable
analytical instrument in the study of disinformation. Al-based systems
can be used for narrative classification, anomaly detection, the recognition
of coordination patterns, and the processing of large volumes of digital
messages that exceed the limits of manual analysis. This makes it possible
to move from isolated cases to the identification of recurring structures,
discursive models, and strategic forms of hostile communication. Recent
studies show that computational models and large language models are
capable of identifying pro-Kremlin disinformation narratives, classifying
manipulative messages, and tracking the dissemination of false content
within platform environments (Hamed, Ab Aziz, and Yaakub 23 ,2023;
Kramer, Golovchenko, and Hjorth 51 ,2025; Montoro-Montarroso et al.
21,2023; Shin and Shin 35,2026). In methodological terms, this increases
the analytical precision of political research.

The value of AI as an analytical tool is especially evident when
disinformation operates through coordinated, recurrent, and partially
automated behavior. In such cases, ordinary interpretive reading remains
necessary, but is no longer sufficient. Al-assisted analysis makes it
possible to identify suspicious regularities, semantic clusters, and unusual
dissemination trajectories that may indicate strategic coordination or the
synthetic origin of content. This is particularly relevant in the context of
hostile campaigns directed against Ukraine, where the classification of
pro-Russian patterns and the recognition of manipulative frames require
the processing of large, multilingual, and rapidly changing corpora of
messages (Kramer, Golovchenko, and Hjorth 2025; Montoro-Montarroso
et al. 2023; Makukh-Fedorkova 2025).
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At the same time, growing reliance on artificial intelligence in the
analysis of disinformation also generates serious limitations. One of the
central problems is the opacity of many algorithmic systems, whose internal
decision-making logic remains unclear to researchers, institutions, and
the public. Such opacity complicates the explanation of why a particular
message has been classified as manipulative, suspicious, or coordinated. In
addition, AI systems are vulnerable to classification errors, biased outputs,
and false positives, especially when they are trained on incomplete or
contextually weak datasets (Hamed, Ab Aziz, and Yaakub 2023; Montoro-
Montarroso et al. 2023). For this reason, artificial intelligence in this field
should be understood not as a substitute for critical analysis, but as an
auxiliary instrument whose results require interpretation, verification,
and normative restraint (Hamed, Ab Aziz, and Yaakub 2023; Montoro-
Montarroso et al. 2023; Makarova 2024).

In the Ukrainian context, disinformation should be viewed not as
an isolated communicative anomaly, but as part of a broader strategy
of political pressure under wartime conditions. In the context of full-
scale aggression, manipulative information campaigns are aimed not
only at misleading audiences, but also at weakening the institutional,
communicative, and symbolic foundations of the political system. Their
function lies in undermining trust in state institutions, provoking internal
conflicts, delegitimizing governmental decisions, reducing international
support, and distorting Ukraine’s political subjectivity in both domesticand
external perception (Horban and Oliinyk 2024; Makukh-Fedorkova 2025;
Matviienkiv and Bratakh 2024). Studies working directly with Ukrainian
material show both the uneven susceptibility of audiences to pro-Kremlin
disinformation and the disproportionate role of superspreaders in
amplifying propaganda and low-quality content (Erlich and Garner 2023;
Pierri et al. 2023).

For this reason, the transformation of the political system in the
Ukrainian case should not be understood merely as a change in regime
type or institutional form (Osadtsa and Polishchuk 2025). It is more
appropriate to speak of a transformation in the character of political
communication, the institutional response to information threats, the
role of the state in strategic communications, the significance of digital
security, and the balance between democratic openness and the protection
of the information space. Wartime disinformation compels the state
and society to strengthen communication policy, develop fact-checking,
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strategic messaging, and new forms of media resilience (Nikolaienko et
al. 32 ,2025). In this sense, disinformation acts as a catalyst of political-
systemic adaptation, since it forces a reconsideration of the ways in which
legitimacy, trust, and democratic communication are maintained under
conditions of prolonged hybrid pressure (Horban and Oliinyk ,2024
23; Kulesza and Burdiak 12 ,2023; Makarova 18 ,2024; Matviienkiv and
Bratakh 20 ,2024).

Conclusions. The conducted study provides grounds to argue that
disinformation should be viewed not merely as a media problem or a
collection of misleading messages, but as a structural factor capable of
influencing the transformation of the political system. Its political effect
manifests itself through the undermining of trust in institutions, the
delegitimization of public decisions, the intensification of polarization,
agenda displacement, and the distortion of the conditions under
which political judgment is formed. This influence becomes especially
pronounced in an algorithmically mediated environment, where the
visibility and circulation of content depend not only on its substance, but 229
also on the platform logic of amplification and audience engagement. —

Second, the analysis has shown that studying disinformation as a
factor in the transformation of the political system requires not only a
conceptual, but also an empirically sensitive approach. For this reason,
quantitative methods have particular heuristic value in this field: they
make it possible to identify the recurrence of narratives, measure the speed
and scale of dissemination, analyze replication cascades, the structure of
network interaction, the character of audience engagement, and signs of
algorithmic amplification. In combination with qualitative interpretation,
such approaches make it possible to understand more precisely how
disinformation affects political perception, agenda formation, and
institutional vulnerability.

Third, artificial intelligence occupies a dual position in the contemporary
ecology of disinformation. On the one hand, it intensifies the production
of manipulative content through deepfakes, synthetic texts, multimodal
falsifications, and the automated generation of messages, thereby
expanding the adaptability and persuasiveness of hostile information
operations. On the other hand, Al provides important analytical tools
for detecting suspicious narratives, recognizing coordination patterns,
classifying hostile messages, and mapping information attacks. Therefore,
artificial intelligence should be treated neither as an exclusively destructive
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force nor as a self-sufficient solution, but rather as a technological factor
whose political significance is determined by the way it is embedded in
broader institutional, ethical, and analytical frameworks.

Fourth, in the Ukrainian wartime context, disinformation appears as a
component of a broader strategy of political pressure aimed at undermining
state trust, provoking internal conflicts, delegitimizing governmental
decisions, and weakening international support. Under such conditions,
the transformation of the political system should be understood not only
as a change in formal institutions, but also as a change in the character of
political communication, the mechanisms for protecting the information
space, and the ways of maintaining democratic legitimacy. At the same
time, countering disinformation must be carried out while preserving a
balance between information security, algorithmic transparency, freedom
of expression, and political accountability, since without such a balance,
the very response to manipulation may generate new risks for democracy.

Prospects for further research. Further studies should be directed
toward the comparative analysis of cases of disinformation influence
in different political and wartime contexts, the empirical study of the
Ukrainian segment of social media, and the construction of indicators for
measuring the impact of disinformation on institutional trust, political
polarization, and perceptions of legitimacy. It would also be promising to
deepen the methodological line connected with combining quantitative
analysis, expert interpretation, and artificial intelligence tools for detecting
coordinated information operations. Special attention should also be
paid to developing models for the responsible use of Al in democratic
information security systems. Another important direction for future
research may be the application of agent-based modelling to simulate how
algorithmic curation, recommendation regimes, and user behavior affect
content visibility, information diversity, and the conditions for the spread
of manipulative narratives in the digital political environment.
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